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Preface

Microsoft’s latest Windows-based network operating system. No experience

with any prior version of Windows is required, although a familiarity with the
Windows user interface is definitely helpful. You should have a basic understand-
ing of computer networking, as Windows Server 2003 relies heavily on networking
technologies. This book focuses on the many features of Windows Server 2003,
including advanced topics like Terminal Services and Certificate Services. The pur-
pose of this book is to teach you enough to begin working with Windows Server
2003 on a regular basis; only time and practice will make you an expert with such
a complex product.

This book is for people who want to learn about Windows Server 2003,

Who Should Read This Book

If you want to hold down a job administering servers that run Windows Server
2003, then this book is for you. If you're already familiar with Windows, but want
to learn more about this version, you'll find a lot of useful information in this
book, as well.

This book is designed to teach you the fundamental job tasks that most corpo-
rate network administrators need to know in just a single weekend. You'll learn
through a series of very short, very focused sessions that each teach you how to
accomplish a specific, key job task.
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What’s in this Book

This book jumps right in by showing you the various ways to install Windows
Server 2003. From there, the sessions introduce the materials you're most likely to
need as an administrator of Windows Server 2003 computers, especially file and
print services.

Later sessions introduce more advanced topics, like Terminal Services, security,
and TCP/IP. I'll walk you through all the major TCP/IP technologies, including DNS,
DHCP, WINS, FTP, IIS, and more (don't worry — all of those acronyms will make
sense by Saturday evening). I'll wrap up this Crash Course with really advanced
topics, like Windows Clustering, troubleshooting, performance optimization, and
Certificate Services.

Windows Server 2003 is a complex, full-featured operating system. No book of
this size (or even three times as big) could possible teach you everything there is
to know. In fact, I've been working with the Windows operating systems since
1989, and I still learn new things every day. So instead of trying to make you a
guru, this book focuses on teaching you the things you need to know to adminis-
ter Windows Server 2003 in a real-world work environment. Once you start working
with the operating system, you'll find neat shortcuts for many tasks, learn about
new features and technologies, and become more of an expert than you may imag-
ine. That’s part of the fun of Windows, and information technology in general:
There’s always something new to master.

Organization and Presentation

This book is organized into 30 sessions, each requiring about 30 minutes of your
time. The sessions are organized as follows:

Friday evening: Sessions 1 through 4 (about 2 hours).

Saturday morning: Sessions 5 through 10 (about 3 hours).

Saturday afternoon: Sessions 11 through 16 (about 3 hours).

Saturday evening: Sessions 17 through 20 (about 2 hours).

Sunday morning: Sessions 21 through 26 (about 3 hours).

Sunday afternoon: Sessions 27 through 30 (about 2 hours).

As you can see, I keep you pretty busy. Of course, you don't need to follow this
schedule; the book works fine at whatever pace you want to read it. You can even
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skip around, reading just the sessions that appeal to you. But if you're after the
full Weekend Crash Course, you'll need to discipline yourself to the preceding
schedule.

Each chapter includes several icons to catch your attention.

The “minutes to go” icons mark your progress within each session, so you can
see how much further you have to go.

I use Tip icons to draw your attention to best practices and other
advice that can make Windows Server 2003 easier to work with.

The Note icon highlights additional information that you should

be aware of or draws your attention to especially important
pieces of technical information.

Note

The Never icon alerts you to dangerous conditions that you want
@ to avoid at all costs.

Never

Contacting the Author

I appreciate your feedback! As a professional consultant, speaker, and author, my
biggest reward is helping folks understand the complex technologies we must all
work with. Please feel free to contact me with your comments and suggestions!
Just visit my Web site, www.braincore.net, for contact information. I look for-
ward to hearing from you!
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Windows Server 2003 Basics

Session Checklist

v Windows Server 2003 editions

v Windows memory and processing

v Windows technology foundations

operating system. The Windows Server 2003 family is the successor to the

Windows 2000 Server family, which in turn built upon Windows NT
Server. Windows Server 2003 introduces many new features and offers significant
improvements to many features found in earlier Windows Server operating systems.

Before you can begin using Windows Server 2003, though, you need to under-

stand the family of products that carry the Server name and how they differ from
one another. You also have to understand their common memory and processor
architecture, and some of the basic technologies that Windows Server 2003 is built
upon.

W indows Server 2003 is the latest version of Microsoft’s enterprise server
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The Windows Server Family

When Microsoft introduced Windows 2000 Server, they created a family, or series,
of server operating systems. That family continues in Windows Server 2003 and
consists of four separate products:

e Windows Server 2003 — Standard Edition
e Windows Server 2003 — Web Edition

® Windows Server 2003 — Enterprise Edition
e Windows Server 2003 — Datacenter Edition

Microsoft has also announced a 64-bit version of Windows Server 2003, which
will be available on server computers utilizing Intel’s Itanium processor or
compatible processors from other companies. 64-bit editions of both Windows
Server 2003 — Standard Edition and Windows Server 2003 — Enterprise Edition
will be available.

The name “Windows Server 2003” is used to refer to the entire
family of server operating systems. In this book, I use the name
“Windows Server 2003” when discussing features that apply to

Note all editions, and I refer to a specific edition by name when dis-
cussing features supported only by that edition.

Each of the three Windows Server 2003 editions has specific capabilities
designed to meet specific business needs, and they build upon one another. In
other words, Windows Enterprise Server can do everything the standard edition
can do, and more.

Microsoft also produces a line of application servers that are
collectively referred to as the “Enterprise Servers.” This line

includes Commerce Server, SQL Server, and Exchange Server. Don't
Note confuse the “Enterprise Server” brand with Windows Server

2003, which is the operating system that all of the application
servers run on.

Windows Server 2003 — Standard Edition

The standard edition of Windows Server 2003 provides all of the basic functionality
a server operating system needs. The standard edition is intended to support
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small- to medium-sized businesses as a file server, application server platform, or
domain controller.

SYNTAX pf] A file server stores files, like Microsoft Office documents and enables users
to access these files over a network. An application server runs application
server software, such as a Web server or database server. A domain controller
is a special type of server that centralizes security and user accounts for a
business. You'll learn more about domain controllers in Session 3.

T uolLssas
Butuaaz Aepuy — [ ped

Windows Server 2003 has the following limitations:

e A maximum of four microprocessors may be used.

® No more than 4GB of memory is allowed. Of that 4GB, the operating system
always reserves 2GB for its own use, allowing applications on the server to
share the remaining 2GB.

Windows Server 2003 — Web Edition

Specially designed for use as a Web server, Windows Web Server provides a subset of
the overall Windows Server 2003 functionality. The Web Server edition is optimized
for Microsoft’s Internet Information Services (IIS) Web server platform. The Web
Server edition does not support some advanced services, including:

e Advanced network security features like Internet Authorization Server

® Tax services

® Terminal services

As the name implies, Windows Web Server is ideal for servers used as Internet or
intranet Web servers.

Windows Server 2003 — Enteprise Edition

Windows Enterprise Server builds upon the Windows Server 2003 standard edition.
It provides all of the same features and capabilities as the standard edition and
adds the following:

e Support for up to eight microprocessors in a server.

e Expanded memory support that reserves only 1GB of memory for the
operating system, allowing applications on the server to share the remain-
ing 3GB.
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e The ability to create clusters of two servers. You'll learn more about cluster-
ing in Session 27.

Some software applications are specifically designed to take advantage of
these additional features. For example, Microsoft SQL Server 2000 is available
in an “Enterprise Edition” that enables you to create clustered SQL Servers. The
Enterprise Edition cannot be installed on the standard edition of Windows Server
2003 because cluster support isn't included in that edition.

Any Microsoft application server product with “Enterprise
Edition” in the name may list the Enterprise Server edition of
the operating system as a minimum requirement to take advan-
tage of advanced features like clustering.

Enterprise Server is targeted toward medium to large businesses that need to
run extremely powerful servers, use clustering, or run especially powerful applica-
tion server software.

Windows Server 2003 — Datacenter Edition

Windows’ Datacenter Server edition is the most powerful version of the operating
system. Like the Enterprise Server edition, Datacenter Server builds upon the
standard Windows Server 2003 edition and adds the following features and
capabilities:

e Support for up to 32 processors in a single server

e Support for up to 64GB of memory
e Support for clusters of up to four servers

Microsoft designed Datacenter Server to be the most stable, reliable, and
powerful version of Windows Server 2003. As such, it is also one of the most
expensive. Also, Datacenter Server is the only version of Windows Server 2003
that you cannot purchase and install yourself (see the sidebar, “Where Do I Get
Datacenter?”)

Datacenter Server is targeted to large businesses that need the most power-
ful servers possible, and who also require extremely reliable servers that rarely
crash and rarely need to be rebooted (aside from scheduled maintenance
operations).
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Where Do I Get Datacenter?

One major concern that Windows administrators have is reliability. Windows A
NT and, to a lesser extent, Windows 2000, have a reputation for occasionally E’.
crashing, needing to be frequently rebooted, and so forth. Microsoft has 7 |

conducted numerous studies over the years to discover the reasons behind a3
these reliability problems. Those studies determined that most operating §' E,‘
system failures were due to hardware and device driver problems. = m
A device driver is a small software program that allows Windows to interact §.
with a server’s hardware, including its disk drives, video display circuits, (=}

modems, and so forth. Because the operating system must work closely
with device drivers, they must be programmed very carefully. A small bug
in a device driver can easily crash the entire operating system.

When Microsoft decided to create Windows 2000 Datacenter Server, they
decided to try to eliminate all hardware and device driver problems. To do
so, they created a special certification program with the industry’s major
manufacturers of server hardware. As a result of that program, Datacenter
Server can be purchased only along with a hardware server that has been
certified by Microsoft as being compatible with the operating system. So
the only way to purchase Datacenter Server is to buy it preloaded on a
Compaq, IBM, Dell, or other brand of server. Datacenter Server is only
available on specific server models that have been rigorously tested to
ensure hardware and device driver compatibility.

What's more, any future upgrades to a server running Datacenter Server
must be performed by the original server manufacturer, to ensure contin-
ued operating system compatibility. If you perform your own unautho-
rized upgrades to a Datacenter Server, Microsoft’s Product Support Services
will not help you with any problems that may arise.

Windows Architecture

Like its predecessors, Windows Server 2003 is a multithreaded, multiprocessing,
multitasking operating system. It has a rich set of built-in services that make it
easy for software developers to create powerful applications in a relatively short
period of time. Unlike older operating systems, such as Windows 3.0 and Microsoft
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MS-DOS, Windows Server 2003 offers built-in memory management, task schedul-
ing, and much more. Windows Server 2003 also offers compatibility with an enor-
mous array of hardware devices, allowing the operating system to interact with
storage devices, scanners, networks, and many other types of peripherals. All of
these features fall under two categories: operating system architecture components
and application architecture components.

Operating system architecture

Windows uses a layered operating system architecture, allowing different layers to
handle specific functions. This approach makes Windows very flexible, allowing the
operating system to run in a variety of circumstances while requiring very few
changes. The three major layers of Windows' architecture are shown in Figure 1-1
and include the HAL, the kernel, and the applications that run under Windows.

Computer Hardware

! !

HAL Graphi.c Device
Drivers

Kernel DirectX

i i

Applications

Figure 1-1 The Windows operating system architecture
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The HAL

The Windows operating system architecture starts with the HAL, or Hardware
Abstraction Layer. The HAL is a special piece of software that interacts directly
with the hardware of a computer, including the computer’'s memory, processor, and
various data communication devices.

The HAL can be replaced when Windows needs to run on a different type of
computer. For example, Microsoft includes two HALs with Windows. One is
designed for computers with only a single processor, and that HAL is fine-tuned to
run best on one processor. Microsoft also provides a multiprocessor HAL, which is
designed to take advantage of computers with two or more processors.

As shown in Figure 1-1, the HAL is bypassed for operations that
work with the computer’s graphics display. Separate drivers are

provided for graphics cards; these drivers interact directly with
Note the cards, providing faster graphics output.

The Kernel

The Windows kernel is the core of the operating system. The kernel runs on top of
the HAL and uses device drivers to communicate with specific types of hardware.
The kernel is responsible for running applications, drawing windows, buttons, and
other elements of the graphical user interface (GUI), and so forth. In many
respects, the kernel is what you think of as Windows itself.

Microsoft introduced a special set of software services called
DirectX that communicates directly with graphics drivers. DirectX

allows game programs to bypass the kernel and the HAL for very
Note fast graphics output.

Applications

Applications are the things you use a server for, such as Web server software, data-
base server software, or even Microsoft Office. Applications must be written to the
Windows 32-bit API, or Application Programming Interface. This API is a special set
of rules that programmers must follow in order for their applications to run on
Windows. Essentially, an application uses the API to ask the kernel to perform var-
ious tasks, such as load files from disk or display graphics on a monitor. The kernel
accepts applications’ requests and passes them on to the HAL, which in turn trans-
lates them into the instructions understood by the computer’s hardware.

T uolLssas
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Application architecture

Windows” application architecture allows the operating system to run multiple
applications at the same time. Generally, each application is run in a separate
memory space, meaning each application believes it is the only one running on the
computer. If an application encounters an error and crashes, Windows can simply
terminate that application’s memory space. Other applications running on the
server are unaffected.

Multitasking

In Windows terminology, a task usually represents a single software application. On
a workstation computer, Microsoft Word is a task. On a server computer, an applica-
tion server like Internet Information Services or Commerce Server might be a task.

Multitasking refers to Windows’ ability to run multiple tasks at the same time.
In reality, though, a computer’s processor can’t run multiple tasks at once. To
enable multitasking, the Windows kernel includes a task scheduler. This scheduler
keeps tracks of all the applications currently running on the computer and assigns
each of them a time slice. The scheduler then instructs the computer’s processor to
spend a short amount of time on each task. The amount of time the processor
spends on a task is determined by the task’s time slice: A larger time slice means
the processor works on that task longer before switching to another one.

Because modern processors are so fast, they can switch between dozens of tasks
in just a few milliseconds. Although the computer works on only one task at a
time, it switches between them so quickly and so frequently that it seems to be
working on them all at once.

You can see the tasks the computer is working on from within Windows. Just
right-click on the Task Bar and select Task Manager from the pop-up menu. As
shown in Figure 1-2, the Task Manager's Processes tab shows you all the tasks the
computer is running and the percentage of the processor’s time that is being spent
on each task.

Multithreading

Each task running under Windows is capable of running multiple threads. You can
think of a thread as a minitask that runs within the main task. For example,
Microsoft Word enables you to type a document while it prints another one and
spell-checks a third. All of these operations take place in separate threads within
the main Word task.
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Figure 1-2 The Windows Task Manager

The Windows task scheduler breaks down the time slice assigned to each task
and assigns the pieces to that task’s threads. Each thread is then scheduled to run
on the processor for the designated amount of time. Again, the processor is capa-
ble of working on only one thing at a time, but it is able to switch so fast that the
computer appears to be working on multiple tasks and threads at once.

Multiprocessing

On a computer with more than one processor, Windows is truly capable of working
on more than one thing at a time. The kernel’s task scheduler is capable of assign-
ing tasks and threads to a particular processor. The scheduler keeps track of how
much work each processor is performing and tries to assign threads and tasks
evenly, so that all processors in the computer are working at about the same rate.
As an administrator, you usually have no control over which tasks run on
specific processors. Windows uses each processor in the computer as an available
resource, and the scheduler makes complex decisions to determine which threads
to assign to which processors. Software developers have a great deal of control
over how well their applications can run on multiple processors. Some applications
are written in such a way that they cannot effectively run on more than one
processor. For example, an application that uses a single thread can run on
only one processor because individual threads cannot be broken up between
processors.
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If you have an application that does not take advantage of the
multiple processors in your server, contact the application’s
developer or manufacturer to see if a version is available that
takes advantage of multiple processors.

Underlying Technologies

No operating system as large and complex as Windows Server 2003 is created
entirely by one manufacturer’s technologies and techniques. To create Windows
Server 2003, Microsoft relied on many industry-standard technologies and used
many industry techniques. Understanding these underlying technologies can help
you better understand how Windows Server 2003 works “under the hood.”
Windows’ most important underlying technologies fall into four categories: net-
working, security, services, and GUIs.

Networking

Windows Server 2003 provides a powerful set of networking services, allowing the
operating system — and applications running on it — to communicate with other
servers and applications across various types of electronic computer networks.
Windows’ primary networking protocol, or language, is TCP/IP. You have probably
worked with TCP/IP before since it is also the native networking protocol used on
the Internet and the World Wide Web.

You'll learn about Windows Server 2003’s use of TCP/IP in
Session 13.

By building Windows Server 2003 upon TCP/IP, Microsoft ensured that the oper-
ating system would be able to interact with and participate in the worldwide
Internet. But, because many organizations who use Windows Server 2003 also use
networking protocols other than TCP/IP, Microsoft made sure that Windows Server
2003 came with flexible networking options. In addition to TCP/IP, Windows Server
2003 can understand a variety of other network protocols, including

e TPX/SPX networks, which are common in environments that use Novell
NetWare

® SNA networks, which are primarily used in conjunction with IBM midrange
computers like the AS/400
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® Legacy networks using DECnet, Banyan Vines, and other older network
protocols

o

In the past, Windows included separate protocols for talking to 3

computers like Apple Macintoshes. Today, most computers — — T
including Macs — are capable of working with TCP/IP, so Windows a—

Note no longer needs special, dedicated network protocols. §' ?-,.
S

<

Security 'g“
((=]

While Windows Server 2003 uses an industry-standard security protocol named
Kerberos (which is built upon TCP/IP), it’s more important that you understand
the security concepts the operating system uses. These concepts are built on many
years of experience, and drawn from a variety of enterprise-class operating sys-
tems, including VAX and UNIX.

In Windows Server 2003, every object — such as a file, user account, printer, or
other types of information — can be secured with an Access Control List, or ACL.
The ACL lists the users who are allowed to work with the object and what actions
they are allowed to perform. For example, a Word document including a list of
company phone extensions might allow all of the company's users to read the file
but permit only the company’s receptionist to modify the file. An Excel spread-
sheet containing payroll information might be visible only to members of the pay-
roll and human resources departments. Windows uses the Kerberos protocol to
determine who a user really is and then uses ACLs to determine what objects and
information that user has access to.

This system of ACLs provides Windows administrators a great deal of flexibility.
By carefully configuring ACLs, you can easily enable users to access the informa-
tion they need to do their jobs, while protecting information that is private or
confidential.

I'll introduce you to Windows security in Sessions 3 and 4.

Services

When network servers were first created, their primary task was to provide a place
for users to store files that they wanted to share. As servers became more
advanced, they gained the ability to run application server software, turning the
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servers into database servers and Web servers. As a modern, advanced operating
system, Windows Server 2003 not only includes all of these abilities, but also
includes many application servers built right in. These are often referred to as ser-
vices, and they include

e Internet Information Services, which allows Windows Server 2003 to be a
Web server

e C(ertificate Services, which allows a server to issue and authenticate digital
certificates for identity authentication and encryption

® Remote Access Services, which enables remote users with modems to dial
in to a Windows Server 2003 as easily as they would dial in to an Internet
Service Provider (ISP)

e Domain Name Services, which allows a server to translate friendly names
like www.microsoft.com into the numeric TCP/IP addresses used on the
Internet

These examples are just a few of the services included with every copy of
Windows Server 2003. Because Windows Server 2003 includes so many services, it
offers a great value to businesses. Rather than purchasing a separate server operat-
ing system and a variety of add-on services, they can simply purchase Windows
Server 2003, which includes many commonly used services right in the box, at no
extra charge.

You'll learn about Windows’ built-in services throughout this
book, especially in the Saturday Evening sessions.

Graphical user interfaces (GUIs)

Windows Server 2003 uses a GUI, built on Microsoft’s experience with Windows 3.0,
Windows 3.1, Windows 95, Windows NT, Windows 2000, and every other version
of Windows that has ever existed. Many of the GUI elements — such as buttons,
check boxes, option buttons, and so forth — used in Windows have become indus-
try standards.

By default, Windows Server 2003 uses the same user “Windows Classic” interface
found in Windows 2000 and is shown in Figure 1-3. The “classic” user interface offers
the same capabilities and features, while at the same time preserving the GUI style
that many administrators are already familiar with.
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Figure 1-3 The classic Windows GUI

REVIEW

In this session, you learned about the four editions of the Windows Server 2003

family:

o Windows Server 2003 — Standard Edition
o Windows Server 2003 — Web Edition
e Windows Server 2003 — Enterprise Edition

o Windows Server 2003 — Datacenter Edition

You also learned about Windows’ operating system and application architecture,
including Windows" ability to perform multiprocessing, multitasking, and multi-
threading. Finally, you learned about many of the basic technologies that Windows
is built on, including TCP/IP, Windows' security model, and its graphical user inter-

face, or GUI.
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Quiz YOURSELF

1. Which edition of Windows Server 2003 introduces the ability to create
server clusters? (See “The Windows Server Family.”)

2. What is the main reason Datacenter Server is the most reliable edition of
Windows Server 20037 (See “Where Do I Get Datacenter?”)

3. What part of Windows is responsible for interacting with a computer’s
hardware? (See “Operating system architecture.”)

4. What part of Windows decides which tasks and threads are executed by
the computer’s processors? (See “Multiprocessing.”)

5. What is the native networking protocol for Windows Server 2003? (See
“Networking.”)
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SESSION

Installing Windows Server 2003

Session Checklist

v How to perform an attended installation

v How to create an unattended installation

v How to upgrade from prior versions of Windows Server

v How to perform a “headless server” installation

v How to perform product activation

installation methods to be familiar. If not, don’t worry! Windows Server 2003 is

a complex operating system, but installing it is very straightforward. In this ses-
sion, you'll learn about the various ways you can install Windows Server 2003, tips
for saving time when you have to install Windows Server 2003 on many computers,
and some of the new installation capabilities included in Windows Server 2003.

I f you've used a prior version of Windows, you'll find the Windows Server 2003
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Installation Methods

Windows Server 2003 offers three basic types of installation:

e A standard CD-based installation enables you to install the operating sys-
tem from a CD-ROM drive, or even from a DVD-ROM drive, if you have one.

e A network-based installation doesn't require you to have a CD-ROM drive.
Instead, the installation is run from a copy of the installation CD, which is
located on a networked file server.

® A RIS-based installation uses Remote Installation Services, or RIS, to
install the operating system without using a CD or a copy of a CD.

Each of these three methods has specific advantages and disadvantages, which
I'll cover in the next few sections. Each of these methods can be performed as an
attended installation, in which you physically sit at the computer while Windows
Server 2003 installs, or an unattended installation, which doesn’t require any
input once the installation begins.

CD-based installation

CD-based installations are the most common way to install Windows Server 2003.
This type of installation requires that you physically insert a Windows Server 2003
CD-ROM into the server computer. Starting the installation depends on what kind
of operating system, if any, is already running on the computer:

e If the computer doesn't have an operating system, insert the Windows
Server 2003 CD-ROM and then reboot the computer. The computer prompts
you to “Press any key to boot from CD-ROM.” When you see that prompt,
press a key to begin a Windows Server 2003 attended installation.

e If the computer already has a Windows operating system installed, insert-
ing the CD-ROM should automatically display the Windows Server 2003
Installation menu. You'll be able to start the installation process only if
the computer is running a Windows Server operating system, like Windows
2000 Server and you want to perform an upgrade. I'll show you how to per-
form an upgrade later in this session.

If you want to perform an unattended installation, or specify installation
options, just cancel the Installation menu and leave the CD-ROM in the
computer. You'll be able to start an unattended or attended installation,
which I'll describe a bit later in this chapter.
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® You can also boot the computer using an MS-DOS floppy disk that contains
CD-ROM drivers for the computer. This technique enables you to start the
Windows Server 2003 installation process and specify installation options,
such as the option for an unattended setup.

CD-based installations are most often used for an attended installation. CD-
based installations are fast because the installation software can read data from a
CD-ROM very rapidly. However, CD-based installations limit the number of comput-
ers you can install at a time because you must have a CD-ROM for each. Many com-
panies prefer not to use CD-based installations because they run the risk of
damaging the Windows Server 2003 CD-ROMs.

If you have access to a CD-R or CD-RW drive, you can create a
copy of the Windows Server 2003 CD-ROM. You are permitted to
create the copy only if you already own an original CD-ROM, and
you are still bound by the terms of the Windows Server 2003
license agreement when you use the copy. Creating a copy is a
good idea if you plan to perform CD-based installations and don't
want to risk damaging your original Windows Server 2003
CD-ROM.

Network-based installation

A network-based installation is made possible when you copy the contents of the
Windows Server 2003 CD to a networked file server and then make the copy avail-
able over the network. You start the installation process by launching the
winnt.exe or winnt32.exe program. As I'll describe later in this chapter, you can
specify options to start an attended or unattended installation.

Network-based installations are usually slower than a CD-based installation
because computers can't copy files across a network as quickly as they can from a
CD-ROM. However, because multiple computers can access a network at the same
time, you can start the installation process on many servers at once. This capabil-
ity makes network-based installations well suited for unattended installations, in
which you install Windows Server 2003 on many computers at once.

The number of servers you can install at the same time depends
on the capacity of your network. High-bandwidth networks like
Fast Ethernet allow more servers to access the installation files;
lower-bandwidth networks like regular Ethernet slow down more
quickly as additional servers use the network to copy the instal-
lation files.
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RIS-based installation

Windows 2000 Server included RIS to help install Windows 2000 Professional on
workstation computers. Windows Server 2003 extends the capabilities of RIS, so
that you can use RIS to install Windows Sexrver 2003 as well as workstation operat-
ing systems.

RIS is not included in Windows Web Server.

Note

RIS is a special type of network-based installation. It requires a Windows Server
2003 running the RIS server software, and either special software or special net-
work interface cards (NICs) in the computers you want to install Windows Server
2003 on. RIS also requires advanced preparation before you can begin an installa-
tion. A complete description of how RIS works is beyond the scope of this book. In
fact, RIS could take up a book all by itself! Here's a brief overview of how you can
use RIS to install Windows Server 2003:

1. You start by performing a CD- or network-based installation of Windows
Server 2003 on a sample computer. The sample computer’s hardware
should closely resemble the hardware of the other computers you want to
install Windows Server 2003 on.

2. After your sample computer has been set up, you use special software
included with Windows Server 2003 to prepare a RIS image. A RIS image
is essentially a copy of the sample server.

3. The RIS image is placed on a RIS server. The server must be running Win-
dows Server 2003 and the RIS server software (which is included with
Windows Server 2003). The RIS image must be configured so that the
server recognizes it as being available.

4. The computers you want to install the image on should have PXE-
compatible NICs. PXE-compatible NICs have the ability to look for a RIS
server when the computer boots, instead of trying to boot from the
computer’s hard disk or CD-ROM. When the computer boots, the NIC
locates the RIS server on your network and enables you to select the
image you want to install.

5. Once you select an image, the RIS server copies it to the computer. After
the copy is complete, the computer reboots and a shortened version of the
installation routine executes to finish installing Windows Server 2003.
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If your computers don’t have PXE-compatible NICs, you can still
use RIS. You have to create a bootable floppy disk with the RIS
client software. The Windows Server 2003 documentation
Note describes how to create a bootable RIS floppy disk.

RIS installations can be attended or unattended. In an attended installation,
you answer a few questions after RIS copies the image and reboots the computer.
In an unattended installation, RIS copies the image, reboots the computer, and
completes the Windows Server 2003 installation by itself.

RIS installations are useful for installing Windows Server 2003 on a large num-
ber of computers at once, when those computers must contain the same Windows
Server 2003 configuration options. RIS is also useful for creating a standardized
Windows Server 2003 configuration, which can then be deployed to new server
computers that are added to your network.

Creating RIS images and configuring a RIS server can be complex
because the exact configuration of your environment will dictate
the configuration options. The Windows Server 2003 documenta-

Note tion contains details on setting up a RIS server and creating RIS
images that will work on your network.

Performing an Installation

Once you've decided what type of installation you want to perform, you need to
decide how you will perform it. Windows Server 2003 gives you two choices:
attended installation and unattended installation.

Attended installation

In an attended installation, you must remain at the computer while Windows
Server 2003 is installed. You have to select various installation options and provide
configuration information in the Setup Wizard, including

The name of the new server

Which network protocols that the Setup Wizard will install

Which optional software components that the Setup Wizard will install

The date, time, and time zone of the server
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e The product ID number, which is usually printed on a label affixed to the
Windows Server 2003 CD-ROM jewel case (assuming you purchased Windows
Server 2003 through a retail channel; if you didn't, see the sidebar,
“Activation Keys and Product IDs”).

The one installation option you must have is the product ID num-
ber. You must provide a valid product ID number in order to
install Windows Server 2003. If you have lost your product ID
number, you need to contact Microsoft for a replacement.

You can begin an attended setup by running the Setup Wizard directly:

® For a CD-based installation, run winnt32.exe if the computer is already
running a version of Windows. If the computer has been booted using a
DOS floppy disk, run winnt.exe. Both executables can be found in the
1386 subfolder on the Windows Server 2003 CD-ROM.

e For a network-based installation, run winnt32.exe or winnt.exe from the
network copy of the Windows Server 2003 CD-ROM.

e Tor a RIS-based installation, start the installation process normally, using
your RIS boot floppy or a PXE-compatible NIC. A special Mini Setup Wizard
automatically runs after the RIS image has been copied and the computer
has been rebooted.

You usually can accept the default selections during an attended installation.
Even if you forget to select a particular optional software component, you can
always add it later.

Activation Keys and Product IDs

Microsoft sells two different types of Windows Server 2003 packages:

A retail package and a volume license package. Retail packages are sold
through regular retail channels, such as computer stores. Those packages
come with a product ID, which is used to activate the operating system
after you install it. Each product ID can be used to activate only one copy
of Windows Server 2003, so you can't reuse them.

Volume license packages are distributed to customers who have a volume
license agreement with Microsoft. These packages include a volume license
ID instead of a product ID. Typically, volume license packages do not
require activation.
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Make sure you're using the right ID when you install Windows Server
2003. You can't use a volume license ID with a retail package, and you
can't use a product ID with a volume license package. Companies will usu-
ally purchase volume license packages, which allow you to distribute
Windows Server 2003 to a number of computers without having to individ-
ually activate each one.

Installation options

When you start the installation process by running winnt32.exe or winnt.exe,
you can specify one or more options to customize the installation process. To spec-
ify an option, simply include it when running the Setup Wizard. For example, to
specify the /dudisable option, just run winnt32.exe /dudisable or winnt.exe
/dudisable.

There are many different installation options, and the Windows Server 2003
documentation includes a complete list. The most important options are

® /checkupgradeonly. This option is available only when you run
winnt32.exe; it is not available with winnt.exe. This option tells the
Setup Wizard to check your computer for Windows Server 2003 compatibil-
ity and display a report of any possible compatibility problems. Windows
Server 2003 is not installed when you specify this option.

e /dudisable. This option disables Windows Dynamic Update. Normally,
Dynamic Update connects to the Internet during the setup process and
downloads any updated files that may be needed on your computer. Use
the /dudisable option when you aren’t connected to the Internet or when
you don't want the Setup Wizard to spend time checking for updates.

e /makelocalsource. This option tells the Setup Wizard to copy the con-
tents of the Windows Server 2003 CD-ROM to the computer’s hard drive,
and then install using that copy. This option enables you to remove the
CD-ROM from the computer after the installation process starts.

Installation options are useful for controlling the behavior of the installation
process because they enable you to override the process’ default behaviors to suit
your environment. Installation options are also the key to performing unattended
installations.
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Unattended installation

Attended installations can be time-consuming because they require you to physically
enter so many pieces of information. When you are setting up several computers,
manually entering server names, product ID numbers, and other information for each
computer can become tedious. In an unattended installation, you can create special
text files called answer files. Answer files contain the configuration information the
Setup Wizard needs, allowing the Wizard to install Windows Server 2003 without
requiring you to be present.

Creating an answer file

Windows Server 2003 includes a sample answer file in the 1386 folder of the
Windows Server 2003 CD-ROM. The file is named unattend.txt, and you can cus-
tomize it to create your own answer file. Windows Server 2003 also includes a spe-
cial utility called the Setup Manager, which enables you to use a graphical
interface to specify setup options and create an answer file.

The sample answer file looks something like this:

[Unattended]

Unattendmode = FullUnattended
OemPreinstall = NO

TargetPath = *

Filesystem LeaveAlone

[UserDatal
FullName = "Your User Name"
OrgName = "Your Organization Name"

ComputerName = *
ProductKey= "JJWKH-7M9R8-26VM4-FX8CC-GDPD8"

[GuiUnattended]

; Sets the Timezone to the Pacific Northwest
; Sets the Admin Password to NULL

; Turn AutoLogon ON and Togin once

TimeZone = "004"

AdminPassword = *

AutolLogon = Yes

AutoLogonCount = 1
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[LicenseFilePrintDatal
; For Server installs

AutoMode = "PerServer"
AutoUsers = "5"
[Display]

BitsPerPel = 8
XResolution = 800
YResolution = 600
VRefresh = 70
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[Identification]
JoinWorkgroup = Workgroup

As you can see, the answer file format is pretty easy to figure out. By providing
the appropriate information, you can prevent the Setup Wizard from requiring any
manual input from you during the installation, effectively enabling you to start
the installation and then walk away.

The answer file's format must be exactly right, or the installation
process will fail. Using the Setup Manager, which is included in
the \Support\Tools folder of the Windows Server 2003 CD-ROM,
provides an easy way to create answer files without worrying
about the correct format.

Using an answer file

You have to tell the Windows Server 2003 installation process to use an answer
file, if you've prepared one. winnt.exe and winnt32.exe both provide an installa-
tion option that enables you to specify an answer file. Imagine that your answer
file is located in a text file named myanswers.txt, located on the computer’s C:\
drive in a folder named unattended. You would use the installation option
/unattend:c:\unattended\myanswers.txt.

You specify the unattended installation option just as you would any other
installation option. In fact, you can combine the unattended option with other
installation options, such as /dudisable or /makelocalsource, to completely
customize the installation process.
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Upgrading from Prior Versions of Windows

Windows Server 2003 can perform an upgrade if your computer is already running
Windows NT Server 3.51, Windows NT Server 4.0, or Windows 2000 Server. You can-
not perform an upgrade on a computer running Windows 9x, Windows NT
Workstation, or Windows 2000 Professional.

An upgrade retains all of the applications, configuration options, and settings
on your computer, so you don’t have to reconfigure the computer after the
upgrade is complete. To start an attended upgrade, simply insert the Windows
Server 2003 CD in your computer and select “Install Windows Server 2003” from
the menu that automatically displays. To perform an unattended upgrade, first cre-
ate an answer file. Then, run winnt32.exe /unattend. You do not need to specify
an answer file for an upgrade because Windows Server 2003 retains the configura-
tion of your existing operating system.

You can perform an upgrade using a CD-based or network-based
installation. However, you cannot perform an upgrade using a

RIS-based installation because the RIS image overwrites your
Note existing operating system without preserving its configuration.

You may want to perform a clean install instead of an upgrade. A clean install
erases your computer’s previous operating system and performs a new installation
of Windows Server 2003. Clean installations are useful if your computer’s existing
operating system is misconfigured or if you are experiencing problems with the
operating system that a fresh version of Windows Server 2003 could correct. To
perform a clean install, simply follow the directions for a regular attended or unat-
tended installation. If the Setup Wizard asks you whether or not you want to
upgrade your existing operating system, select No.

Product Activation

Beginning with Windows Server 2003, Microsoft requires all operating system
installations to be activated. Activating the product registers it with Microsoft. If
you do not activate Windows Server 2003 within an allotted time period (usually
30 days), it will refuse to function.

The operating system automatically prompts you to activate when it is started
for the first time. Automatic activation requires you to have a live Internet con-
nection. If you do not have an Internet connection, Microsoft provides a phone
number you can call to perform a manual activation.
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Product activation is tied to the product ID number you provide to the Setup
Wizard when you install Windows Server 2003. Each product ID number may be
used only to activate a specific number of Windows Server 2003 installations. The
exact number of activations depends on the Windows Server 2003 license you
purchased.

If your company has a Select Agreement or Open License
Agreement with Microsoft, you may be provided with a special

bulk product ID. That product ID bypasses product activation,
Note enabling you to install as many copies of the operating system as
your agreement permits.

Once a product ID has activated its maximum number of Windows Server 2003
installations, it no longer works. To prevent your product ID numbers from becom-
ing overused, make sure you obtain a unique product ID number for each copy of
Windows Server 2003 you install (unless your company has a special bulk product
ID number under a Microsoft agreement).

organizations. Microsoft uses product ID numbers and product
activation to combat piracy. Your software license does not per-

Never mit you to share your product ID numbers, and doing so may lead
to legal problems.

@ Do not share your product ID numbers with other individuals or

Headless Servers

Many companies prefer to keep their servers in secure, environmentally controlled
data centers. With the computers safely locked away, there is really very little
need for them to have keyboards, monitors, or mice. As you will learn throughout
this book, Windows Server 2003 can easily be managed remotely from an adminis-
trator’s desktop computer.

Certain key functions of a server do require a monitor, keyboard, and mouse. For
example, working with the computer’s built-in BIOS configuration usually must be
done from the console, or the server’s physical keyboard. Working with newer
server hardware, though, Windows Server 2003 allows even BIOS configuration and
other “low-level” tasks to be conducted remotely. In fact, Windows Server 2003 is
designed so that it can be installed and operated in a computer that has neither a
mouse, monitor, keyboard, or even video card. Servers operating without those
usually critical components are called headless servers.
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Windows Server 2003 supports CD-based, network-based, and RIS-based installa-
tions on headless servers. Headless server installations can be performed only on
server hardware that is compatible with Windows Server 2003’s headless server
capabilities; you should consult your hardware vendor for compatibility informa-
tion. Once your server hardware has been configured to operate in a headless
server mode, Windows Server 2003 installation should be conducted as you would
with any other server.

REVIEW

In this session, you learned about the various installation methods supported by
Windows Server 2003:

® (D-based
® Network-based
e RIS-based

You also learned about attended and unattended installations, how to create
answer files for unattended installations, and how to start both attended and
unattended installations. You learned about Windows Server 2003’s ability to
upgrade your computers’ existing operating systems, and you learned about the
product activation required by Windows Server 2003. Finally, you learned about
Windows Server 2003's new “headless server” installation capabilities.

Quiz YOURSELF

1. What are the three ways you can install Windows Server 20037 (See
“Installation Methods.”)

How do you initiate a CD-based installation? (See “CD-based installation.”)

3. What two commands can be used to initiate a network-based installation?
(See “Network-based installation.”)

4. What special type of network interface card (NIC) is required to perform
an installation using RIS? (See “RIS-based installation.”)

5. What are two ways to create an answer file for use in an unattended
installation? (See “Creating an answer file.”)

6. What operating systems can be upgraded to Windows Server 20037 (See
“Upgrading from Prior Versions of Windows.”)
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SESSION

Managing Users and Groups

Session Checklist

v How to add local users and groups

v How server security works

v How to configure local account policies

v How to configure security auditing

control who can use a server and exactly what they can do with it.
Windows Server 2003 also allows many servers to work together in a
domain, sharing security information and making it easier for users to work with a
large number of servers at once.
In this session, you'll learn about Windows Server 2003’s local users and groups,
its capabilities for managing user and group accounts, and how to configure secu-
rity auditing so you can see what people are doing with your server.

W indows Server 2003 includes powerful security features, enabling you to
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Server Security

Windows Server 2003 can play different roles on a network, depending on your
security requirements:

® As a standalone server, Windows Server 2003 maintains its own user
accounts and groups. These accounts determine who can use the server.
Standalone servers don't share security information with each other. If a
user wants to use two different standalone servers, he must have a user
account and password on each.

® As a domain controller, Windows Server 2003 maintains user accounts and
groups that can be shared with other servers. This collection of users and
groups is called a domain and enables users to access multiple servers with
a single user account and password. In Windows Server 2003, domains are
handled by Active Directory, which you'll learn more about in the next
session.

® As a member server, Windows Server 2003 maintains its own user accounts,
just like a standalone server. Member servers can also use the user and
group accounts in an Active Directory domain. This capability means mem-
ber servers can grant access to users with a domain account or users with a
local server account.

Windows Server 2003's flexible security architecture makes it suitable for a wide
range of computing environments. For example, small companies with only one or
two servers can use standalone servers, which require very little administrative
effort to maintain. Larger organizations can have an Active Directory domain,
which provides central control of user accounts and makes it easier to work with a
large number of servers. Larger organizations usually have a mix of domain con-
trollers, which store the domain’s user accounts, and member servers, which often
contain resources that users access with their domain user accounts. Very large
organizations may have several different domains, allowing different divisions of
the company to maintain their own user accounts, while still sharing resources and
servers with each other.

In this session, I focus on the security used by standalone
servers and member servers. In the next session, I describe

Active Directory and show you how domain controllers work.
Note
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Local Users and Groups

The key to server security is users and groups. A user, or user account, represents a
real person who needs to use the resources on a server. In addition to granting
access to the server, users and groups are also used to control exactly what people
can do once they gain access to the server. As you will learn in Session 6, access to
the files and folders on a server is controlled by specifying which users and groups
are permitted to access each file or folder.

Users

User accounts are configured with several pieces of information:

® A user name, or user ID, which uniquely represents and identifies the
account — for example, “JohnL,” “DJones,” or “RhondaHinz.” User names
are often an abbreviation of the user’s full name, which makes it easier for
the user to remember.

e A proper name, which is the user’s full name. While Windows Server 2003
doesn't actually care about the user’s full name, it’s a useful piece of infor-
mation that can help administrators easily identify user accounts.

e A password, which is a series of numbers, symbols, and letters. Passwords
are intended to be a secret that only the user and the server know. When a
user provides the correct password, the server is assured that the user is
who they claim to be.

® Account properties, which define special information about the user. For
example, account properties may indicate whether or not a user is allowed
to access a server only during business hours. Account properties may also
be used to temporarily lock users out, preventing them from accessing the
server even if they have the correct password.

Managing users

Windows Server 2003 enables you to create user accounts using the Computer
Management application (assuming you are logged on to the server with a user
account that has the authority to create user accounts). The application is located
in the Administrative Tools folder, which can be accessed from the Start menu.
Once the application is opened, just expand the Local Users and Groups folder.
As shown in Figure 3-1, you can manage users by selecting the Users folder.
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You should get into the habit of managing your Windows Server
2003 computers from a workstation running Windows XP
Professional. Doing so is more efficient than going to the
server’s keyboard, so I'll show many management screen shots —
such as Figure 3-1 — from the Windows XP point of view.

O Computer Management

Q File Action View Window Help = 15 _'fJ
& = |m| 3
=) Camputer Management (Local) Mame Full Mame Description 1
System Tools 3 administrator Built-in account For administering the...
[l Event viewer Hchiis Chris
Shared Folders gDon Don Account upgraded From Windows Me
Local Users and Groups
gGuest Built-in account For guest access tot..,
gHelpAssistant Remote Desktop Help Assi...  Account for Providing Remote Assist. ..
[ croups s
o QIUSR_ZFQGG. .. Internet Guest Account Built-in account For anonymous acce. ..
&4] Performance Logs and Alerts
) . mIWAM_ZFQG‘ .. Launch 115 Process Account  Built-in account For Inkernet Informa, .
+ = Device Manager
ES Storage wLmda Linda Jeffries Accounting user
i@ Removable Storage SSUPPORT_BS. «v CM=Microsoft Corporation...  This is a vendor's account For the He...
Disk Defragmenter
Disk Management

£l gﬂ Services and Applications

IS
L

Figure 3-1 Managing users and groups with the Computer Management
application

The Computer Management application has a Graphical User Interface (GUI) that
makes it very easy to manage user accounts and groups. Generally, you can modify
a user account just by right-clicking it with your mouse and selecting the appro-
priate task from the pop-up menu. For example, to create a new user, right-click
the Users folder and select New User from the pop-up menu. Fill in the new user’s
user name, password, and other information, and you're finished!

Use the Computer Management application to create new user accounts, modify
old ones, or delete user accounts that are no longer used. Some common tasks that
you might perform using the Computer Management application include

e (Changing users’ passwords when they forget them
® Locking and unlocking user accounts to control access to the server
e (reating new user accounts and deleting old ones
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Built-in users

Windows Server 2003 also includes two built-in user accounts with special

capabilities: 5'?
® Administrator. The “super user” of the server. Administrator can do any- T
thing on the server and cannot be locked out. You supply the password for 5 =

the Administrator account when you install Windows Server 2003. You can- =

not delete the Administrator account, but you can rename the account and a &
change the account password. :<:

® Guest. Intended for users who want to access the server but don't have 2
((=]

user accounts on the server. When you install Windows Server 2003, the
Guest account has a blank password and is disabled, preventing it from
being used. You can rename the Guest account and change its password.
Because the Guest account usually does not have a password, anyone can
use it to access your server. To prevent anyone from accessing your server
without authorization, leave the Guest account disabled unless you have a
specific reason not to.

Many hackers try to break into a computer by guessing the pass-
word of the Administrator or Guest accounts. You can prevent
hackers from using the Guest account by disabling it; you can
make it harder for hackers to break into the Administrator
account by renaming it.

Groups

Most of the time, you do not want to permit individual users to access the files,
folders, and other resources on a server. Instead, you can permit several users to
access those resources. Groups are designed to help you organize your users, mak-
ing it easier to grant access to several users in one step.

What groups should you create?

Groups often reflect the organization of your company. For example, you might
create groups to represent each department in your company: accounting, human
resources, operations, and so forth. Those groups can then contain the user
accounts that represent the members of those departments.

Try to create groups that represent the groups of people you will assign permis-
sions to. If a couple of people need access to a particular file, create a user group.
Add the appropriate user accounts to the group, and grant the group access to the
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file. It's usually easier to assign permissions on a file or folder to a group even if
the group contains only one user. That way, if you ever delete the user account
(either on purpose or by accident), the group will still have permission to the file
or folder. You can just add other user accounts to the group as necessary to permit
users to access the files or folders.

I show you how to assign file and folder permissions to groups
and users in Session 6.

Managing groups

Groups are managed with the Computer Management application. The Local

Users and Groups folder expands to reveal a Groups folder, which you can select
to see the groups that have been created. As shown in Figure 3-2, groups can
contain as many users as necessary. Individual user accounts can be placed in more
than one group, and those users gain the capabilities of all the groups they belong
to. Groups cannot, however, include other groups; they can contain only user
accounts.

Select Users E‘ E‘

Select this object type:

‘Ussrs or Built-in security principals | [ Object Types... J

From this location:

[IRIDIS4 | [ Locations.._|
Enter the object names to select [examples);
Linda, Steve, Sharon, Joe, Michd Check Names

Figure 3-2 Managing group membership

To create a new group, just right-click the Groups folder and select New Group
from the pop-up menu. Fill in the group’s name, and use the buttons to add and
remove user accounts from the group’s membership list.

You can manage the group membership for a particular user by
modifying that user account’s properties. This feature enables
you to quickly add a user to several groups, without having to
modify all of the individual groups one at a time.
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Built-in groups

Windows Server 2003 includes several built-in groups that have special capabilities.
Any user account placed into one of these built-in groups automatically has the
special capabilities associated with that group. The built-in groups include

e Administrators. Members of this group can perform any action on the
server. The built-in Administrator account is automatically a member of
this group.

e Server Operators. Members of this group can perform tasks such as shut-
ting the server down, controlling access to files and folders, and so forth.

e Print Operators. Members of this group can manage the printers that may
be attached to a server. They can control who is allowed to use a printer,
delete print jobs, and add new printers to the server.

e Backup Operators. Members of this group are allowed to read any file or
folder on the server, for the purpose of copying those files and folders to
backup tapes. This capability enables Backup Operators members to par-
tially bypass the normal security on a file, so that they can make a safe
copy of the file in case it is accidentally modified or deleted.

considering the special capabilities the users will gain. Be espe-
cially careful of placing users into the Administrators group, as
Never they will be able to perform any action on the server.

@ Never place users into any of the built-in groups without first

The built-in groups should never be renamed or deleted. If you don't want any-
one to have the special capabilities of a particular group, simply remove all of the
user accounts from the group. The groups themselves don’t have passwords, so
they cannot be broken in to by hackers.

Local Account Policies

Windows Server 2003 enables you to customize the behavior of your user accounts
by configuring special account policies. You work with policies by using the Local
Security Policy application, which is in the Administrative Tools folder on the
Start menu. After you launch the Local Security Policy application, expand the
Account Policies folder. As shown in Figure 3-3, you'll see two subfolders:
Password policy and Account Lockout policy.
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i Local Security Settings _o/ x|

Fle  Action Wiew Help
e+ |EE|XE| 2

@ Security Settings
=8 fecount: Policies

Policy / | Security Setting
Enfﬂl’EE password history 0 passwords remem...
Max\mum password age 42 days

M\nimum password age O days

M\nimum password length 0 characters
Password must meet complexity re.., Disabled

Store passwords using reversible ... Disabled

] - :
-8 Account Lockout Policy

{8 Local Policies

{21 Public Key Policies

{1 software Restriction Policies

.g IP Security Policies on Local Computer

Figure 3-3 Managing local account policies

Password policies

Password policies control how your users’ passwords are treated. You can modify
the policy settings by simply double-clicking the policy and filling in the appropri-
ate information. The most commonly used password policies are

e Enforce password history. This policy tells Windows Server 2003 to
remember the passwords your users have used in the past. Users are not
permitted to reuse old passwords. Instead, they have to use new passwords
whenever they change their passwords. You can configure how many old
passwords are remembered.

e Maximum password age. You can configure the maximum number of days
that users can keep their passwords. Once that number of days has passed,
users are required to change their passwords.

e Minimum password age. You can configure the number of days users
must wait before changing their passwords again.

e Minimum password length. Short passwords are easy for hackers to
guess. You can help make passwords more secure by requiring that they be
at least a certain length. Common minimum lengths are between six and
ten characters, with longer passwords being harder for hackers to guess
than shorter passwords. Of course, longer passwords are also harder to
remember, so don't make the minimum password length longer than ten
characters. Of course, users are always welcome to use passwords that are
longer than the minimum.
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By combining the previously listed policies, you can ensure that
your users have fresh passwords at all times. For example, you
might configure a password history of 12, a maximum password
age of 30 days, and a minimum password age of 25 days, ensur-
ing a brand-new password every month.

Well-planned password policies ensure that your users’ passwords are hard to
guess and are changed frequently, the two key factors that help prevent hackers
from guessing users’ passwords and breaking into your servers.

Remember that password policies are configured individually on
each standalone and member server. If users have accounts on

multiple servers, they will probably use identical passwords, so
Note make sure your servers’ password policies are also identical.

Account Lockout policies

If a hacker is trying to break into your system by guessing a user’s password, she
will often try several times. Windows Server 2003 keeps track of how many times
an invalid password is used with a user account and can be configured to lock out
the user account to prevent any further attempts at password guessing. This con-
figuring is performed using the Account Lockout policies in the Local Security
Policy application.

Just like Password policies, the Account Lockout policies can be modified by
double-clicking the appropriate policy and filling in the required information.

The important Account Lockout policies are

e Account lockout threshold. This policy determines how many times
Windows Server 2003 enables someone to try to access a user account with
the wrong password. After the threshold has been passed, the account is
locked out. For example, by setting this policy to 3, you can be assured that
user accounts are locked out after the third wrong password is tried.

Don't set this policy too low, or users may find their accounts locked out
just because they mistyped their passwords. On the other hand, setting
this policy too high allows a hacker several attempts to guess the pass-
word. A good setting for this policy is between three and five attempts.

® Account lockout duration. This policy determines how long an account
remains locked out. You can specify a value in hours, or you can specify
zero to leave the account permanently locked out.
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Once an account is locked out, you can use the Computer Management applica-
tion to unlock it. As shown in Figure 3-4, locked-out user accounts are displayed
with a special icon. Simply right-click the account, select Properties from the pop-
up menu, and clear the Account Is Locked Out check box to unlock the account.

Linda Properties

General IMemhel 0F || Profile |

@ Linda

Full name: JlLinda.lefhies

Description: |Accounling uzer ‘

User must change password at nest logon

paszword

[ Account is disabled
Account is locked out

Figure 3-4 Unlocking a user account

Passwords are case-sensitive. If users keep locking themselves
out by typing the wrong password, check to see that the CAPS
LOCK key on their computer is off. Also, make sure the users
know their passwords. If necessary, use the Computer
Management application to change a forgotten password.

Security Auditing

You may need to keep track of who is using your server and what theyre doing on
it. Windows Server 2003 maintains a Security Event Log, which you can view with
the Event Viewer application. The Event Viewer can be found in the Computer
Management application. Once the application loads, select the Security folder to
see any security events, as shown in Figure 3-5.
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Figure 3-5 The Security Event Log

By default, Windows Server 2003 does not automatically report on common
security events. However, you can use the Local Security Policy application to con-
figure Audit policies, which allows Windows Server 2003 to add entries to the
Security Event Log for specific events. The Audit policies include:

e Audit logon events. This policy tells Windows Server 2003 to create
Security Event Log entries whenever someone attempts to access the
server.

e Audit account management. This policy audits the creation, modifica-
tion, or deletion of user and group accounts.

e Audit object access. This policy allows Windows Server 2003 to audit file
and folder access, helping to keep track of what files and folders are being
accessed by users.

e Audit policy change. This policy audits any changes to the local security
policies, so you can see if another user has changed the policies you have
defined.

The Audit policies can be configured to audit only successes, only failures, or
both. Successes occur when a user is permitted to perform an event, such as log-
ging on with the correct password. Failures occur when a user is denied an event,
such as attempting to log on with the incorrect password.
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Auditing requires Windows Server 2003 to perform extra work.
Be careful to audit only the events necessary to meet your needs.

Enabling all of the auditing events may have a negative impact
on your server’'s performance.

REVIEW

Windows Server 2003 has a very flexible security architecture. In this chapter,
you learned how Windows Server 2003 can play different roles on a network:

e Standalone server
® Domain controller

® Member server

You also learned that standalone servers and member servers can have their own
user and group accounts and that those servers come with several accounts built
right in. You learned how to create your own users and groups, and you learned
how to control user accounts by defining a server’s local account policies. Finally,
you learned how to use security auditing to keep tabs on how your servers are
being used and by whom.

Quiz YOURSELF

1. What are the names of the built-in Windows Server 2003 user groups?
(See “Local Users and Groups.”)

2. What are the names of the built-in Windows Server 2003 users?
(See “Local Users and Groups.”)

3. How can you control the minimum length of passwords used by local
users? (See “Local Account Policies.”)

4. How do you enable security auditing in Windows Server 2003?
(See “Security Auditing.”)
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Using Active Directory

Session Checklist

v How to design an Active Directory domain

v How to promote a server to be a domain controller

v How to manage domain users and groups

many servers in your environment, it can quickly become a nightmare.

When new users join your organization, you have to create accounts for
them on every server. When users want to change their passwords, they have to do
so on every server. Active Directory is intended to make those problems disappear
by providing a centralized place for user and group accounts (and other informa-
tion). In this session, you'll learn when to use Active Directory, how to plan an
Active Directory domain, and how to implement and manage a domain.

Active Directory is a very complex topic. While you’ll be able to
learn the basics in this 30-minute session, you’ll find entire
books dedicated to Active Directory planning, implementation, or

Note management. If you'll be using Active Directory a lot, be sure to
read more on the subject.

M anaging user accounts on individual servers may seem great, but with too
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Why Use Active Directory?

In an environment with more than a few servers, you quickly grow tired of managing
local users and groups on those servers. Standalone and member servers have no way
of sharing their users and groups with one another; each server has a completely

independent list of local users and groups. This behavior presents several difficulties:

® You have to create user accounts on each server when someone joins your
organization and remove those accounts when someone leaves.

e Users have to provide a user name and password each time someone
accesses resources on a different server.

e When it's time to change users’ passwords, users must do so on each server.

Active Directory provides a central list of users and groups, which is called a
domain. When users log on to a domain, using a domain user account, they are
immediately recognized by all the servers who are members of that domain. Active
Directory thus provides major advantages over using local user and group accounts
in an environment with many servers:

e You only have to create user accounts once —in the domain.

e Users only provide their user names and passwords once — when they log
on to the domain.

e When they change their passwords, users only do so once —in the domain.

Active Directory does have a couple of disadvantages. The major disadvantage is
the requirement to have special servers called domain controllers. Domain con-
trollers are responsible for maintaining the domain’s list of users and groups. DCs
also keep track of which computers are members of the domain, and domain con-
trollers share the user and group account list with member computers.

A minor disadvantage is that Active Directory can be complex, especially in
large environments. A poorly planned Active Directory installation can be slow,
unreliable, and difficult to manage. In order for Active Directory to work smoothly,
you need to understand how it works, and you need to spend time planning to
make Active Directory fit your organization’s needs.

How Active Directory Works

Active Directory is built around special servers called domain controllers, or DCs.
Any Windows Server 2003 can be made into a DC, either in a brand-new domain or
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in an existing domain. DCs all contain a copy of the domain database, which is
often referred to simply as “the directory.” The directory contains all of the
domain user and group accounts, as well as configuration information about the
domain itself.

A domain can contain multiple DCs. In fact, it's a good idea to have at least two
DCs in every domain. That way, if one experiences a hardware failure or other
problem, the second DC can keep the domain up and running. All of the DCs in a
domain use a process called replication to ensure that each DC has the same
domain information as the others.

In order to log on to the domain, users must be using a workstation operating
system that supports Active Directory, such as Windows 2000 Professional or
Windows XP Professional. The workstation itself must also belong to the domain,
an option usually configured when the workstation operating system is installed.
Users simply provide their domain user name and password, and the workstation
communicates with a DC to make sure the user name and password match. If they
do, the user is officially logged on to the domain and can begin accessing
resources on the domain’s member servers and DCs.

Domain requirements

Active Directory DCs must be running Windows 2000 Server, Windows Server 2003,
or a later version of the Windows Server operating system. Active Directory also
requires a Domain Name Service (DNS) server, although you can install and run a
DNS server on one or more of your DCs, if necessary.

Your domain also requires a name. Usually, the name of your domain is a regis-
tered Internet-type domain name, such as wiley.com. Your DNS server must be
authoritative for that domain name, which means it must be able to accept new
name entries for the domain, and provide name resolution for all names contained
within the domain. Your DNS server must also support two special features:

e SRV records, which allow a DNS server to keep track of network servers
that offer special functionality, like Active Directory domain controllers
e Dynamic updates, which allow computers to insert their name information

into a DNS server automatically, rather than requiring an administrator to
manually update the DNS database

The DNS server software included with Windows Server 2003

meets Active Directory’s requirements when properly configured.
I'll show you how to configure DNS in Session 14.

Note

# UO0LSSIS
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Domain structure

A domain is really nothing more than a special kind of database, and all databases
have a structure. In the case of Active Directory domains, the structure is hierar-
chical, or tree-like, much like the “tree” of folders on your computer’s hard drive.

The domain itself is the “root” of the tree. The “branches” are called organiza-
tional units, or OUs. OUs function much like the folders on your hard drive, helping
to organize the objects in the domain. In the case of your hard drive, folders help
organize files; in Active Directory, OUs help organize users, groups, and computers.
For example, an OU named Accounting might contain all of the domain users who
work for your company’s accounting department. Figure 4-1 shows an example
Active Directory tree.

s [ L
[ =]
Domain

Accounting OU

user
Accounts
Payable OU
[ L
user2
Accounts
Receivable OU

user22

Figure 4-1 Sample Active Directory domain

0Us enable you to apply special security and configuration settings to every
user, group, and computer within the OU. For example, you might configure the
Accounting OU so that users within the OU can log on only during regular business
hours, or you might require those users to maintain special desktop settings.

Session 11 introduces you to the various security and configura-
tion policies you can apply to an OU.
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Planning a Domain

Planning a domain can be a difficult task. You can simplify the task by focusing on
two important questions:

e Who will manage the user and group accounts?

e What users share common security and configuration requirements?

In this section, I explore the various answers you might have for these two
questions, and show you how they can lead to an effective Active Directory domain
design.

Laying out domains

Smaller organizations can usually use a single domain because all of their users
and groups are managed by a single group of individuals (usually the information
technology department). Larger organizations, however, may have users whose
accounts are managed by different groups, such as corporate divisions or depart-
ments. In those cases, multiple domains may be required.

Introducing World Metro Bank

Throughout the remainder of this book, I use the fictional World Metro
Bank as an example of how Windows Server 2003 can be used. World Metro
Bank is a large international bank with a North American headquarters in
New York and a European headquarters in Paris. They have branch offices
throughout North America and Europe. Some branch offices are large, with
hundreds of tellers, loan officers, and other employees. Others are smaller,
with only a few tellers. The bank also has a new insurance division, which
operates out of San Francisco and has only 100 employees. While the
insurance division is owned by World Metro Bank, it is managed indepen-
dently of the bank.

Because World Metro Bank has such a variety of requirements in their
organization, you're likely to find some that match those of your organi-
zation. By studying the decisions that World Metro Bank makes, you'll
have some help judging what to do in your own company.
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Answer the question “Who will manage the user and group accounts?” Once you
know the answer, you'll know how many domains you need: one for each group of
people who will manage some of your user accounts.

Single domains

The easiest configuration is a single domain. The domain has a name, such as
worldmetrobank.com. Every user and group within the domain is managed by a
single individual or group of individuals. World Metro Bank’s new insurance divi-
sion is an ideal candidate for a single domain because it is relatively small and all
of its users are managed by the division’s information technology (IT) department.

Size is rarely a factor in deciding to use a single domain.
Enormous corporations with many thousands of users can have a
single domain if all of their users and groups are managed by
some central individual or department.

Domain trees

Large organizations usually distribute the management of their user and group
accounts. In those distributed situations, a domain tree with parent and child
domains is often appropriate.

For example, World Metro Bank’s North American headquarters has an IT depart-
ment that manages the user accounts for headquarters employees. Each major region
of the country has a regional service office, which has an independent IT department
that manages the user accounts for that region’s employees. All of the regional
offices report to headquarters. In this instance, headquarters might create a top-
level, or root, domain named worldmetrobank.com. Each regional office would
then be assigned a child domain, such as west.worldmetrobank.com and east.
worldmetrobank.com. Figure 4-2 shows how the domains are related to one another.

Each of the domains is managed by a separate IT department. However, all of
the domains trust one another, meaning users in one domain can access resources
in the other domains. That trust is transitive, meaning that because the West
region trusts headquarters, and because the East region also trusts headquarters,
both East and West implicitly trust one another. This implicit transitive trust is
shown by a dotted line in Figure 4-2.
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Worldmetrobank.com

West.worldmetrobank.com East.worldmetrobank.com

Figure 4-2 World Metro Bank’s domain tree

Forests

World Metro Bank’s European division is an independent entity, with its own head-
quarters, regional service offices, and so forth. The European division uses the root
domain metrobank-euro.com, with child domains named uk.metrobank-
euro.com and fr.metrobank-euro.com.

Users in the European and North American divisions sometimes need to access
information located in the other division. To accommodate this need, a manual
trust is created between the two root domains, as shown in Figure 4-3. This trust
creates a forest, consisting of the two trees that trust each other.

Deciding on 0Us

Once you've decided what domains you'll have, you need to decide what OUs those
domains will contain. You can look at the political organization of your company
as a guideline for creating OUs, but remember that the primary purpose of 0Us is
to organize users who have common security or configuration requirements.
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lorldmetrobank.com Metrobank-euro.com

West.worldmetrobank.com East.worldmetrobank.com Uk.metrobank-euro.com Fr.metrobank-euro.com

L \
Figure 4-3 Designing a forest

For example, Metro World Bank’s North American headquarters includes hun-
dreds of employees in various departments. Each department has an administrative
assistant who is responsible for performing tasks like resetting user passwords.
That capability can be provided by breaking each department’s users into separate
0Us and granting the assistants password-reset and other permissions on the
appropriate OUs.

In the regional service offices, all of the employees share identical security and
configuration requirements, so only a single OU is required.

Your OU structure is not permanent. You can create new OUs,
delete old ones, and move users between OUs as necessary to

accommodate your organization’s needs.

Note

Making a Domain Controller

After (and only after) you've decided how many domains you'll have, and what
their names will be, should you make your first DC. The first DC on your network is
for a root domain, such as World Metro Bank’s worTdmetrobank.com domain.
Subsequent DCs can be added to that domain or can be used to create new child
domains, such as east.worldmetrobank.com.

To create a domain controller, install Windows Server 2003 on a computer. Then,
open the Start menu and select Run. Type dcpromo.exe and click OK. The Domain
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Controller Promotion Wizard walks you through the process of promoting the
server to be a domain controller.

If you don't already have a compatible DNS server on your net-
work, the Wizard offers to install the Microsoft DNS Server soft-

ware on the new DC. You should allow it to do so if the new DC
Note will also be the DNS server for the new domain.

After you provide the Wizard with your new domain name and other informa-
tion, it installs Active Directory on your server and then restarts the server. Active
Directory installation can take a long time, especially when you're adding a new
domain controller to an existing domain. Be patient, have a cup of coffee, and let
the Wizard do its work.

Running dcpromo.exe on a system that already serves as a

domain controller demotes the controller to a standalone server.

Note

How Many DCs Do You Need?

Every domain (both root and child domains) should contain at least two
domain controllers, to ensure that the domain continues running even if
one server fails. Beyond that, you should carefully consider how many

other DCs you need in each domain and where those DCs will be located.

Generally, you want to place a DC on the same local area network as any
large number of users. Doing so makes it easier and faster for those users
to log on, since they'll have a DC right on the same network. Especially
large groups of users may need more than one DC to handle the task of
logging everyone on.

DCs perform other special functions, such as providing a global catalog
that enables users to locate domain resources more easily. You can deter-
mine which DCs provide these special functions. Although a complete
description of how to do so is beyond the scope of this session, you can
find many good books on Active Directory design and implementation
that provide all the details.
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Managing Domain Users and Groups

Once your domains are up and running, you can start creating OUs, domain user
accounts, and domain group accounts. Domain users and groups work just like
local users and groups, which you learned about in Session 3. However, instead of
using the Computer Management application, you use the Active Directory Users
and Computers application, shown in Figure 4-4.

4 Active Directory Users and Computers

J@ Console  Window  Help ‘;Iilll
| i ven [« > O X 5B 2 0B YIE
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@ Active Directory Users and Computers [win2kds |_Hame [ Tepe [ Descrption |
= @ indisconsulting. com

(0 Builtin

-] Computers

{&) Domain Controllers

-] ForeignSecurityPrincipals

-] LostdndFound
&) Newnvork
{53l SanFrancisco
(20 System
-] Users

I — B

\ |
Figure 4-4 Active Directory Users and Computers

Active Directory Users and Computers enables you to create, edit, delete, and
reorganize 0Us, users, and groups in the domain. The application is installed along
with Active Directory and can be found in the Administrative Tools folder on
the Start menu.

Active Directory includes several built-in groups and offers three different types
of groups. The built-in groups include

e Domain Administrators. This domain group has full control over the
domain. This group is similar to the local Administrators group included on
each server.

e Enterprise Administrators. This domain group has full control over an
entire forest.
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The types of groups used within Active Directory are

e Domain local groups. These groups can be used only by members of a

domain and can contain domain user accounts and domain global groups. Ny
For example, you generally assign file and folder permissions to domain 2
local groups. wn |
e Domain global groups. These groups can be used by all domains within a % 3
tree and can contain only domain user accounts. You usually place users S E'
into domain global groups to organize them and then place domain global S m
groups into domain local groups. Because permissions are assigned to i
domain local groups, users gain access to resources through their nested é

group membership. I explain this concept in more depth in Session 6.

e Universal groups. These groups can be seen by all members of a forest.
These groups are used only occasionally and can contain users and other
universal groups.

REVIEW

In this chapter, you learned how Active Directory can be a useful addition to your
network, and how it can save time and headaches for both yourself and your users.
You learned the basics of how Active Directory works, and how to plan an Active
Directory domain. You also learned how to promote a server to be a domain con-
troller, and how to manage the users and groups in a domain.

Done!

Quiz YOURSELF

1. Why would you want to use Active Directory? (See “Why Use Active
Directory?”)

2. What process allows domain controllers to synchronize their copies of the
directory? (See “How Active Directory Works.”)

3. How do you change a member server to a domain controller, or vice-
versa? (See “Making a Domain Controller.”)

4. Several top-level domains that trust one another form a what?
(See “Planning a Domain.")

5. What application is used to manage Active Directory users and groups?
(See “Managing Domain Users and Groups.”)
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10.

11.
12.
13.

What are the four editions of Windows Server 2003, and what are their
major differences?

What does the term multitasking mean?
What are three methods you can use to install Windows Server 2003?

How would you set up and start an unattended upgrade of Windows
Server 2003 using a CD-ROM?

What capability allows Windows Server 2003 to run on servers that have
no mouse, monitor, keyboard, or video card?

What are the built-in local users included with Windows Server 2003?
How about the built-in users installed with Active Directory? What can
these users do?

What are some of the built-in local groups included with Windows Server
2003? How about the built-in groups installed with Active Directory?
What can these groups do?

How can you determine who has been logging on to your servers and
accessing resources?

How can you force users to select passwords with at least ten characters?

How can you prevent users from changing their passwords and then
immediately changing back to their old passwords?

What are the three roles a server can play on your network?
What is the difference between a standalone server and a member server?
When is a single domain appropriate for an organization?
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14.

15.
16.

17.

18.

19.

20.

Why might an organization choose to include all of their users in a single
organizational unit (0U)?

How can two independent domains be brought together into a forest?
What must a DNS server provide in order to be compatible with Active
Directory?

How can you remove Active Directory from a domain controller and make
it a standalone server again?

What is the best method or methods to install Windows Server 2003 on a
dozen identical computers that are attached to your network?

What advantages does Active Directory offer over using local user
accounts on standalone servers?

What must you do to reactivate a user who has mistyped her password
too many times and has become locked out?
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SESSION

Managing Disks, Files,
and File Systems

Session Checklist

v How to configure disk drives

v How to use software fault tolerance

v How to select a file system and format disks

v How to optimize disk performance

mass-storage devices in your computer, and Windows Server 2003 is no excep-

tion. It provides powerful and flexible features that enable you to get the
most from the hard drives installed in your computer, and in this session you'll learn
all about Windows Server 2003 disk management, file systems, and disk optimization.
You'll also learn about Windows Server 2003’s built-in fault tolerance features, which
can help keep a failed hard drive from becoming a nightmare.

0 ne of the primary purposes of any operating system is to help manage the

Disks, Partitions, and Drives

Windows Server 2003 is designed to automatically recognize all of the hard disks
installed in your computer, and it refers to each one as a disk. The first hard drive
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is referred to as disk 0, the second as disk 1, and so forth. All new disks are
referred to as basic disks, which means they can contain a limited number of parti-
tions and cannot be used for special features like fault tolerance (which I'll discuss
later in this session).

Once partitions have been created on a disk, they are assigned drive letters by
the operating system. These drive letters represent logical drives. Drive letters A
and B are reserved for the first two floppy disk drives in your computer; the first
hard drive partition is usually lettered C, the next one D, and so on. CD-ROMs and
other types of drives also receive drive letters. Drive letters are the primary way of
accessing the contents of a drive. All of the folders and files on a drive are refer-
enced by their location on a specific drive letter. Figure 5-1 shows an example of
the drive letter assignments given to hard disks, floppy disks, and CD-ROM drives
on a typical server.

ST
File Edit “iew Favorites Tools Help | ""7
L3 Back ~ €3 ~ 54 | ) Search | Folders ‘ & @ X 8 ‘ -

Address I “$ My Computer j Go
hame | Type | Total Size | e

Hard Disk Drives
e Local Disk (C:) Local Disk. 2.99GE 964 MB

ith Removable Storage

B Tt-Inch Floppy Disk
D Drive (D1} D Drive

|3 objects [ | J My Computer 7

Figure 5-1 Drive assignments in a computer

Disk Management

Windows Server 2003 includes a special application to help you manage the disks
and drives on your computer. The application is located within the Computer
Management application, which is located in the Administrative Tools folder on
the Start menu. After launching Computer Management, select the Disk
Management item to see the disks and drives attached to your computer. A typical
server's Disk Management is shown in Figure 5-2.
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Breaking Up Disks with Partitions

When you install Windows Server 2003, it enables you to create at least
one partition on one of your disks. Partitions are used to break large hard
drives into smaller segments. In the past, partitions were a necessity
because many operating systems could only handle hard drives that were
smaller than 2GB in size. Larger drives had to be divided up so that the
operating system could deal with the smaller sections. Windows Server
2003 is capable of dealing with disk drives in excess of 1,000GB, so parti-
tions aren’t usually necessary.

All disks must have at least one partition in order for the operating sys-
tem to use them; you'll normally create a single partition that encom-
passes all of the available space on a disk.

i
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Figure 5-2 Disk Management

Disk Management includes only hard drives, CD-ROMs, and other
drives; floppy drives are not shown.

Note
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The server in Figure 5-2 has one hard drive and a CD-ROM. The hard drive has
been divided into four partitions, and three of those partitions have been assigned
drive letters. The CD-ROM has also been assigned a drive letter.

Partitions without an assigned drive letter cannot be used to

store files and folders.

Note

You can use Disk Management to accomplish several important tasks:

e To create a new partition, right-click the empty area of a hard disk and
select Create Partition from the pop-up menu.

e To change the drive letter assigned to a CD-ROM or partition, right-click it
and select Drive Letters from the pop-up menu.

e To convert a basic disk to a dynamic disk, which supports more partitions
as well as special features like fault tolerance, right-click the disk and
select Convert to Dynamic Disk from the pop-up menu.

e To remove a partition, right-click it and select Delete from the pop-up menu.

without carefully considering the consequences. Changing a drive
letter or deleting a partition may break applications that have

Never already been installed, or it may cause permanent loss of appli-
cations or data.

@ Never change the drive letter of a partition or delete a partition

Fault Tolerance

Unfortunately, hard drives can sometimes break. When they do, all of the informa-
tion on that hard drive is often lost. Modern hard drives can be enormous, and
when one breaks, you can lose an enormous amount of data. Windows Server 2003
helps prevent such losses by providing two levels of software-based fault tolerance:
mirroring and RAID 5.

Windows Server 2003’s fault tolerance features are also found on
special disk controller cards, which are often installed in servers.
These controllers provide much faster and more efficient fault tol-

erance, so you should use them instead of Windows Server 2003’s
software-based fault tolerance whenever possible.
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Mirroring

Mirroring allows two identically sized partitions, located on separate disks, to
automatically duplicate one another. Both partitions become a mirror set, which
means they always contain the same content and appear to the operating system
as if they were a single partition. Mirror sets use only one drive letter.

If one of the disks in a mirror set fails, the other one continues operating, and
no data is lost. Disk Management gives you the tools necessary to work with mirror
sets:

e To create a mirror set, select an empty, unformatted area of a dynamic
disk. Hold down the Ctrl key and select another unformatted partition of
the same size. Right-click one of the disks and choose New Volume from
the pop-up menu. On the New Volume dialog box, choose Mirror Volume.

® To break a mirror set, right-click one of its partitions and choose Break
Mirror from the pop-up menu. The first partition retains the drive letter
that was assigned to the mirror; the other partition becomes a normal logi-
cal drive, although it will contain the same content as the first.

e If one of the drives in a mirror set fails, replace the affected disk. Break
the mirror, and then re-create the mirror using the new disk.

Saving information to a mirror set is somewhat slower than sav-
ing to a normal partition because Windows Server 2003 must
write the saved information to both parts of the mirror set.

Note

RAID 5

RAID is an acronym that stands for Redundant Array of Inexpensive Devices. That's
a fancy way of saying disks are fairly inexpensive, and using several of them
together (the array) can help improve fault tolerance. Each of the several different
RAID “levels” has different features. Mirror sets, in fact, are also referred to as
RAID 1 on some operating systems.

On Windows Server 2003, RAID 5 arrays consist of at least three partitions of
equal size. You create a RAID 5 array in much the same way that you create mirror
sets: Select all of the areas you want to include in the volume, right-click one, and
select New Volume from the pop-up menu. On the New Volume dialog box, select
RAID 5 Volume.

G uoLssas
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Remember that RAID 5 volumes can be created only by using
identically sized empty areas of dynamic disks. If you want to
include a basic disk in a RAID 5 volume, you must first convert

Note the disk to a dynamic disk.

In a RAID 5 array, the operating system saves data to all of the array partitions
at once, dividing saved information between them. The operating system also calcu-
lates checksum data, which is derived by performing a mathematical operation on
the saved data. This checksum data allows the operating system to re-create miss-
ing data, and the checksum data is also spread across the partitions in the array.

If one disk in a RAID 5 array fails, the checksum data from the remaining drives
is used to recreate the data that was stored on the failed disk. Until the failed disk
is replaced, the checksum data is used to recalculate the missing data, as if the
disk had never failed. Once the disk is replaced, the checksum data is used to
rebuild the data on the new disk. If two or more disks in the array fail, then all of
the data on the array is lost.

RAID 5 arrays also slow down the process of saving data a bit,
although not as much as mirror sets. On the other hand, RAID 5
arrays actually speed up the process of reading data because all

Note of the disks in the array work together to deliver data to the
operating system.

The greatest disadvantage to RAID 5 arrays is that some of your available disk
space is sacrificed to store the checksum information. In any RAID 5 array, your
total disk space equals the space available on all but one of the disks in the array.
For example, in an array with five 10GB disks, you have a total of 40GB of available
space. The other 10GB is used to store checksum data. Most administrators feel the
tradeoff of disk space for fault tolerance is a good one, and you'll find that most
servers use RAID 5 arrays.

File Systems

Once you've configured the disks and partitions in your computer, including any
fault tolerance features you choose to use, you need to select a file system. File sys-
tems are used to organize the data on a drive into files and folders. Windows Server
2003 supports several different file systems, each with different features:

e FAT16. The FAT16 file system is compatible with older operating systems
like MS-DOS and Windows 95. FAT16 is an inefficient file system and causes
wasted space on modern, large hard drives. Use FAT16 only if the file sys-
tem needs to be accessed by older operating systems.
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e FAT32. The FAT3?2 file system is more efficient than FAT16 and is compati-
ble with Windows 98 and Windows Me (as well as later versions of Windows
95). FAT32 does not provide the ability to assign security permissions to
files and folders, does not support encryption or compression, and is less
efficient than NTFS.

® NTFS. The NTES file system is the best file system to use with Windows
Server 2003. It is very efficient, supports compression, encryption, and
security permissions, and is compatible with Windows 2000 and Windows
NT 4.0 Service Pack 4 and higher. You should use the NTES file system
unless you have a specific reason not to.

Windows Server 2003 enables you to format almost any type of disk, including
removable disks like floppy disks, with these file systems. The one exception is
CD-ROM and DVD-ROM discs, which are always formatted with their own special file
systems.

The only reason to select a file system other than NTFS is usually
on a computer that contains two operating systems. In those
cases, you should select a file system that both operating sys-
tems can work with.

Once you've selected a file system for a partition, you need to format the parti-
tion with the file system. Formatting is a process that organizes the partition and
allows the operating system to begin saving data to it. Use Disk Management to
format partitions by right-clicking the partition, selecting Format from the pop-up
menu, and then selecting the appropriate file system from the dialog box.

Formatting a large partition can take a long time, no matter

which file system you select. The partition cannot be used until
the formatting process is complete, so be prepared to be patient!

Note

Disk Optmization

Windows Server 2003 offers additional capabilities to improve the performance of
the disks in your computer. Most hard drives have pretty standard capabilities for
transferring data to the operating system, so once you've installed top-of-the-line
drives in your computer, you have to look at optimization methods to improve the
performance of those drives.
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Using disks carefully

Carefully planning how the disks in your computer are used can help improve disk
performance. The key is to not overburden any one disk with too much work. For
example, suppose your computer contains four hard drives. You could use one hard
drive for the operating system files and another hard drive for user data files. The
remaining two drives might be saved for future expansion. That scenario sounds
good, but the user data drive would be doing an awful lot of work if you have a lot
of data on it.

A better solution is to use one drive for the operating system files and make a
RAID 5 array from the remaining three drives. You'll achieve much better perfor-
mance because all three drives can share the load of the user data, rather than
dumping all of the work on one drive.

Many administrators insist on at least five drives in every server. The first two
drives are configured as a mirror and used to store the operating system files. The
mirror ensures that the operating system is protected from the failure of a single
drive. The remaining drives are made into a RAID 5 array, which provides great
performance and fault tolerance.

Whenever possible, use a hardware disk controller to create mir-
ror sets and RAID 5 arrays. Because the disk controller has its
own dedicated processors to handle your data, it offers much
better performance than Windows Server 2003’s software-based
fault tolerance features.

Stripe sets for better performance

Earlier in this session, you learned that RAID 5 volumes save data a bit slower
than a regular volume because the operating system must calculate and save
checksum information along with the data. Windows Server 2003 supports a spe-
cial type of volume called a stripe set, which is very similar to RAID 5 in the way it
works. As with a RAID 5 volume, stripe sets spread data across several identically
sized disks, which speeds up the process of reading data. Unlike RAID 5, stripe sets
do not calculate checksum information. This means they can save data very
quickly. However, because they lack checksum information, stripe sets do not pro-
vide fault tolerance. And, because the data on a stripe set is spread across the
disks in the set, if one disk should fail, all of the data on the stripe set will be
lost.
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World Metro Bank

In a large organization like the World Metro Bank (our fictional case study
for Windows implementation), you're likely to find a number of different
drive-usage scenarios.

For example, each branch office will probably include a Windows Server
2003 computer that contains the office’s files and provides shared printing
for the office’s users. That file server might include a number of disk dri-
ves in a RAID 5 array, which would be used for storing shared files. The
server might also include two large hard disks in a mirror set, which
would be used for the operating system files.

World Metro Bank would likely choose to use hardware-based RAID 5
arrays and mirror sets because of the increased performance offered by the
hardware drive controllers.

Stripe sets without checksum information are sometimes referred

to as RAID 4 arrays or as stripe sets without parity. Parity is a
term used to refer to the checksum data a RAID 5 array uses.
Note

Stripe sets are useful for storing less important data that needs to be accessed
quickly but can be easily restored from a CD-ROM or a tape backup if necessary. To
create a stripe set, select the empty areas of two or more dynamic disks, just as
you would to create a RAID 5 array. Then, right-click one of those areas and select
New Volume from the pop-up menu. On the New Volume dialog box, select Stripe
Set Volume.

ularly backed up. Remember, if only one of the disks in the

Do not store critical data on a stripe set, unless that data is reg-
@ stripe set fails, all of the data in the stripe set is lost.

Never

G uoLssas
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REVIEW

In this chapter, you learned about Windows Server 2003's organization of the disks
in your computer, including basic disks and dynamic disks. You learned how to cre-
ate partitions on a disk, select a file system for the partition, format the partition,
and assign a drive letter to the partition. You also learned about Windows Server
2003's software fault tolerance features, including the ability to create mirror sets
and RAID 5 arrays by using the Disk Management application. Finally, you learned
some tips for optimizing the disks in your computer, such as striped sets.

Done!

Quiz YOURSELF

1. What kinds of disk fault tolerance does Windows Server 2003 offer?
(See “Fault Tolerance.”)

2. What three main file systems does Windows Server 2003 support?
(See “File Systems.”)

3. What are the advantages of the NTES file system? (See “File Systems.”)

How can you change the drive letter associated with a specific partition?
(See “Disk Management.”)

5. When a new drive is added to a computer, what type of disk does
Windows Server 2003 configure it as? (See “Disks, Partitions, and
Drives.”)
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SESSION

Managing File Sharing
and File Security

Session Checklist

v How to protect files with file security

v How to make files available to network users

v How to protect files with share security

v How to best manage file and share security

tem. That means your servers primarily are used by users who connect to

the server via a network, rather than by users who log on to the server
itself. As a network operating system, Windows Server 2003 provides powerful,
flexible features that enable you to determine who may access your files and what
they can do with them.

A s its name implies, Windows Server 2003 is a network server operating sys-

File Security

The basis of Windows Server 2003’s file security system is the NTES file system
because only the NTFS file system supports file-level security. On any volume for-
matted with NTES, every single file and folder includes an Access Control List, or
ACL. The ACL is basically a list of users and groups who are permitted to access the
file or folder, and a list of the actions those users may perform.
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File permissions are available only on NTFS volumes. Volumes

formatted with the FAT16 or FAT32 file systems cannot use file
permissions.

Note

Managing permissions

File and folder permissions are managed from within Windows Explorer. Simply
right-click any file or folder (or a group of files and folders), and select Properties
from the pop-up menu. Then, select the Security tab, as shown in Figure 6-1.

Genelall Sharing  Security |Web Shalingl Customizel

Group or user names;
Administiators (METSERVER‘Administrators]
€T CREATOR O'WwWHER
€7 5vSTEM
ﬁ Users [NETSERVERNUsers]
Add Bemaove
Permissions for Administrators Allow Deny
Full Control o =
Modify a
Fiead & Execute m|
List Folder Contents O
Read [m}
wiite [m} =l
For special permissions or far advanced settings,
click Advanced atikicsl

Ok I Cancel I Lpply I

Figure 6-1 File permissions dialog

The Security tab enables you to specify the users or groups that should have
access to the file or folder. On the tab, you can do the following:

® You can select users and groups from the local users and groups on your
computer. However, keep in mind that domain controllers don’t have local
users and groups.

e If your computer is a member of a domain, you can also select users and
groups from the domain. On a domain controller, this option is your
only one.
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® You can select more than one user or group and assign different permis-
sions to each.

Figure 6-2 shows the dialog box used to select users and groups from the local
computer or from the domain.

Select Users or Groups B _"Iﬁl
Select this object type:
IUsels, Groups, or Builtin security principals DObiject Types.
From this location:
|NET5EFWEF\ Locations
Enter the object names to select [examples):
NETSERYER'Linda LCheck Mames I
Ldwanced... ok | Cancel
A

Figure 6-2 Selecting users and groups

Permission types

Once you select the users and groups you want, you need to assign their actual
permissions to the file or folder. There are several basic permissions:

e Full Control. Allows the user to perform any action on the file. Full
Control includes all of the other possible permissions.

e Modify. Allows the user to change the contents of the file or delete it.
However, the user cannot change the permissions on the file. This permis-
sion includes Read, Read & Execute, and Write permissions.

e Read. Permits the user to examine the file but not change or delete it.

e Read & Execute. Allows the user to load the file into memory (in the
case of an executable file) and run it. This permission is appropriate for
applications.

e Write. Allows the user to change the contents of the file.

e List Folder Contents. This permission applies only to folders and never to
files. This permission allows a user to see what other files and folders are
in a particular folder.

9 UOLSS3S
buruioly Aepinies — II Hed



Saturday Morning

What's in a Permission?

The basic permissions for file security — Full Control, Modify, Read, and so
forth — aren't the only permissions you can assign. Windows Server 2003
also supports “special permissions,” which provide a finer degree of con-
trol over how files and folders are used.

Windows Server 2003 enables you to assign or deny special permissions by
clicking the Advanced button on the Security tab. On the Advanced
Security Settings dialog box, you can set all of the special permissions:

® Read Attributes and Write Attributes. Allow a user to modify file and
folder attributes, such as Hidden or Read-Only.

® Read Extended Attributes and Write Extended Attributes. Allow a
user to read and write the extended attributes of a file. These attributes
differ depending on the file type and may include information like the
file’s author, the file’s subject, and so forth.

® (Create Files. Applies only to folders and allows users to create new files
within a folder. Likewise, Create Folders allows new folders to be created.

® Write Data. Allows users to overwrite the contents of a file, while
Append Data only allows users to add to a file’s contents.

e Delete Subfolders and Files. Applies only to folders and allows a user to
delete the subfolders and files in a folder.

e Change Permissions. Allows a user to modify the permissions on a file.
e Take Ownership. Allows a user to make herself the owner of a file.

Some of these special permissions are included in the reqular file permis-
sions (Read, Write, Full Control, and so forth). Working with the special
permissions directly enables you to customize exactly how a file or folder
can be used.

Assigning permissions
Each of these permissions can be assigned in one of three states:

e Allow. Gives the permission to the user.

e None. Doesn't assign any permission to the user. However, users may gain
20 Min. permission through membership in another group (more on this in a bit).

To Go ® Deny. Prevents the user from gaining the permission through any means.
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Imagine that you work for World Metro Bank and have a user named Linda.
Linda belongs to a group named Accounting. If you allow the Accounting group
Read permission to a file, Linda gains Read permission through her membership in
the group — she doesn’t need explicit permission on the file. You can deny Linda
Read permission on the file, which prevents her from accessing the file even
though the rest of the Accounting group can do so. In that type of scenario, the
file’s Security tab might look like the one shown in Figure 6-3.

Ganarall Gharing  Security IWeh Sharingl Eusmmizel

Group or uger names:

ﬁi Administrators [METSERVER\Admiristrators)
€7 CREATOR OWNER

ﬂ Linda Johneon [METSERVER\Linda)

€7 5YSTEM

ﬁi Users [METSERVERW sers)

Add.. Bemove |

Pemissions for Linda Johnson Allow Deny
Full Contral O O &=
Modify m] O
Read & Execute a
List Folder Contents a
Read O
Write O [m] =l

For special permissions o for advanced settings, Advanced
click Advanced, =
ok | Cencel | apph |

Figure 6-3 Setting up Allow and Deny permissions

A Deny permission always overrides any other permissions.

Note

Ownership and permissions

The creator of a file is considered to be its owner, and the owner of a file always
has Full Control over the file, even if he isn't specifically listed on the Security tab.
In addition to the permissions I described earlier, you can assign two special per-
missions to files:

e Take Ownership. This permission gives users the right to become the own-
ers of a file. By default, the Administrators group always has Take
Ownership permission over all files on the computer.
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e Change Permissions. This permission gives users the ability to change the
list of groups and users who can access a file and to change the permis-
sions on a file.

Both of these special permissions are included in the Full Control permission I
described previously.

Understanding inheritance

Windows Server 2003 supports inheritance in file and folder permissions.
Inheritance means that a file or folder doesn't have to have permissions applied
to it. Instead, the file or folder picks up the permissions from the folder it is con-
tained in.

For example, suppose you create a folder named Documents and apply security
permissions to it. By default, any other subfolders you create within Documents, as
well as any files contained within Documents or those subfolders, have the exact
same permissions as the Documents folder itself. You can assign different permis-
sions to subfolders, and those permissions combine with the ones on the parent.
The actual permissions on any file or folder are a combination of its own explicit
permissions and the ones inherited from its parent folder.

You might not always want inheritance to work, though. To continue the exam-
ple, suppose you create a subfolder named Private under the Documents folder.
You might want the permissions on Private to be completely different from those
on Documents. Also, you might not want any future changes to the permissions on
Documents to “fall through” to the Private folder through inheritance.

To block inheritance, modify the Security properties on the folder (like
Private) that should have different permissions. Click the Advanced button on
the Security tab to display the Advanced Security Settings dialog box, as shown in
Figure 6-4.

Uncheck the “Inherit from parent the permission entries that apply to child
objects” check box. Windows Server 2003 prompts you to copy the parent’s permis-
sions or remove them completely.

e If you want use the parent folder’s permissions as a starting point, select
Copy. Then, modify the permissions to meet your needs.

e If you want to start with a clean slate, select Remove. Then, assign the
appropriate permissions.
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ndvanced Security Settings for SUS B 2 x|

Pemissions |Aud\ling| Owmer | Effective Pemissions |

To view more information about special permissions, select a permission entry, and then click Edit.

Pemission enries:

Inhedited From

Permission

Full Con <rotinherteds | This folderonly

Allow Administrators [METS...  Full Control Parent Object This folder, sublolders...

Allow CREATOR OWMER Full Control Parent Object Subfolders and files only

Al SYSTEM Full Contral Parent Object This folder, sublolders...

Al Users [METSERVER...  Special Parent Object This folder and subfal...

Allow Users [NETSERVER Read & Execute  Parent Object This folder, subtolders.
Add Edit Bemaove

~ Allow inheritable permizsions from the parent to propagate to this object and all child objects. Include
these with enliies explicity defined here.

™ Replace pemmission entiies on all child objects with entries shown here that apply to child objects

’TI Cangcsl | Spply

Figure 6-4 Advanced Security Settings

Inheritance can be very tricky to figure out. Windows Server 2003 helps by
always showing you the current combined permissions on a file or folder in the
Security tab. Permissions gained through inheritance are grayed out, indicating
that you cannot modify them directly. This behavior enables you to easily identify
permissions applied directly to the file or folder, and permissions that were inher-
ited from the parent folder.

Sharing Files

Once you've secured your files and folders by using file permissions, you can make
them available to the other users on your network. You start by sharing one or
more folders on your server. Sharing makes the folder and its contents available to
network users.

To share a folder, right-click it and select Properties from the pop-up menu.
Then click on the Sharing tab and select the “Share this folder as” radio button, as
shown in Figure 6-5.
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SUS Properties ﬂﬁl

General  Sharing |Sscuﬂly| Wieb Shaﬂngl Cuslum\zel

You can share this folder with ather users on your
network. To enable sharing for this folder, click Share this
folder.

" Do nat share this folder
[ Bhere the folder
Share name: |5U5

Description: I

User limit: & pawimum allowed

 Allow this number of users: 3:
To set permissions for users who B
access this folder over the network, —
click Permissiors:

To modify how peaple use the content Dffiine Seth
while offine, click Dffine Settings. =

oK I Caneel | Apply |

Figure 6-5 Sharing a folder

You must provide a share name, which is the name users will use to access the
folder. The share name may be different from the folder name, or it may be the
same, depending on your needs.

Once a folder has been shared, users can access it by using a UNC path. UNC
stands for Universal Naming Convention, and a UNC path is a standardized way of
accessing shared resources on a network. UNCs begin with two backslash charac-
ters, followed by the name of the server hosting the shared resource. The server
name is then followed by a single backslash and the name of the shared folder. So,
if a server named Server01 is hosting a shared folder name Documents, the UNC
would be \\Server01\Documents.

UNCs are not case-sensitive, so you don’t have to worry about
mixing up uppercase and lowercase letters.

Accessing shared folders

Windows desktop operating systems, such as Windows 98, Windows Me, Windows
2000 Professional, and Windows XP, make it easy to use UNCs to access shared
resources. For example, you can select Run from the Start menu, type a UNC, and
click OK. The designated shared folder appears in an Explorer window, enabling
you to work with the files in the shared folder.
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Mapping drive letters

Many users find it difficult to remember UNCs, especially when they have to
remember a lot of them. On the other hand, most users are comfortable working
with drive letters, since the hard drives on their computers already use drive let-
ters (such as C:\ and D:\). Windows operating systems enable users to map a UNC
10 Min. to a drive letter. Mapping assigns a drive letter to a specific UNC, enabling the user
To Go to open the UNC just as if it were a hard drive or CD-ROM on her computer.
To map a drive letter to a UNC on Windows XP Professional:

Open the Start menu.

Right-click My Computer and select Map Network Drive from the pop-up
menu.

3. On the Map Network Drive dialog box, shown in Figure 6-6, type the UNC
the drive letter should map to and select the drive letter you want to use.

Map Network Drive E|
wWindows can help you connect to a shared network Folder
and assign & drive letter ko the connection so that vou can
\‘ access the Folder using My Computer,
=

i ] Specify the drive letter For the connection and the Folder
that you want ko connect to;

Drive! Z: v

Folder: | USERVERDIWMyFies v | [ Browse.. |

Example: Y\serverishare
Reconnect at lagon
iZonneck using a different user name,

Sign up For online storane of connect o a
network server,

Figure 6-6 Mapping a drive letter to a UNC

4, If you want the drive letter to automatically remap to the same UNC
every time the you log on, check the “Reconnect at logon” checkbox.

5. Click OK.

Most other Windows operating systems follow the same proce-
dure, although My Computer may be located on the desktop
rather than on the Start menu.
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Share Security

Shared folders can have their own permissions, called share permissions.
Remember, files on a FAT16 or FAT32 volume cannot have file permissions. If you
want to share files on a FAT16 or FAT32 volume, then share permissions offer the
only means of limiting user access to the files.

Share permissions can be applied to any shared folder. It does

not matter what file system is used to store the files within the
shared folder.

Note

When you create a new shared folder, it starts out with the special Everyone
group having Read permission on the share. You can modify the share permissions
by clicking the Permissions button on the Sharing tab, as shown in Figure 6-7.

Permissions for SUS 2

Share Pemissions I

Group or user names:

Add, Bemove

Permissions far Everyone Allaw Deny

Full Cantral O [m]
Change m] m|
Fead [m]

0K I Cancel I Apply I

Figure 6-7 Share permissions
Shared folders have only three types of permissions:

e Full Control. Allows users to take any action with the shared files.
e Change. Allows users to modify the shared files.

e Read. Allows users to read the shared files. This is the default permission
assigned to new file shares.
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What's the Everyone Group?

Windows Server 2003 contains several “special” groups that you won't see
in User and Group management or in the Active Directory Users and
Computers application. The most important of these special groups is
Everyone. The Everyone group represents literally everyone; that is, any
user who connects to the server. The Everyone group contains all other
users and groups.

When a shared folder is sharing files that are located on an NTFS volume, the
share permissions and file permissions combine. The most restrictive combination of
the share and file permissions take effect. For example, suppose you have a file
named Private.doc, located in a shared folder named Documents. Private.doc
has NTES file permissions assigned, granting Read permissions to the Domain Users
user group. The Documents shared folder has the default share permissions, grant-
ing Full Control to the special Everyone group. The effective permissions on the
file, or the permissions that users will encounter, is the most restrictive combina-
tion of the two. In this example, the Domain Users group will have Read permis-
sions, despite the more lenient permissions on the shared folder.

Other special groups include:

e System. Represents the operating system itself.

e Interactive Users. Represents any user logged on to the server's console.

e Network Users. Represents any user accessing the server from across the
network.

Best Practices for File Security

With so many options for file and share security, it's easy for things to get out of
control. World Metro Bank has chosen to follow the industry best practices regard-
ing file security:
® Always assign permissions to domain local groups (or to local groups if
you're not in a domain).
® Place users into domain global groups.

e Place domain global groups into domain local groups (or local groups) to
assign permissions to the users in the global groups.

9 UOLSS3S
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e Only use share permissions when you need to control access to files on a
FAT16 or FAT32 partition.

e When sharing files on an NTFS partition, only use NTFS file permissions.
Combining file and share permissions makes it difficult to troubleshoot any
security problems you may encounter.

e Allow inheritance to work whenever possible. Try to organize your folders
so that you don't have to block inheritance. Blocking inheritance can lead
to tricky situations when it comes time to troubleshoot access problems.

e If you do need to assign different permissions to a file or folder, block
inheritance before doing so. If you don't, the file or folder will still inherit
permissions from its parent folder and combine those with the permissions
you apply directly. This situation makes it very difficult to troubleshoot
the file permissions if a user has trouble accessing the file or folder.

REVIEW

In this chapter, you learned how permissions can be applied to files and folders, and
how those permissions can be inherited from parent folders. You also learned how to
share files to make them available on your network, and how to use share security to
protect shared files. Finally, you learned important best practices for file security,
including the best ways to use inheritance and user groups to control access to files.

Quiz YOURSELF

1. What permission allows a user to read, write, and change permissions on
a file? (See “Permission types.”)

2. How can you make files accessible to users on the network? (See “Sharing
Files.”)

3. In what order should you place users in groups and assign file permis-
sions? (See “Best Practices for File Security.”)

4. When it is appropriate to use share security over file security?
(See “Share Security.”)

5. How can you tell which file permissions have been inherited from a file’s
parent folder? (See “Understanding inheritance.”)
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Managing the Distributed
File System

Session Checklist

v How the Distributed File System works
v How to create a Distributed File System root server

v How to add nodes and replicas to a Distributed File System root

v How to manage the Distributed File System

tents available to users on your network. Those users can access the shared

folders by using Universal Naming Convention paths, or UNCs. Many users
have difficulty remembering UNCs, though, and so the Windows operating systems
enable those users to map drive letters to UNCs. The drive letters enable users to
access shared resources as if the resources were on the users’ local computers.

Many users may run out of drive letters, though. After all, there are only 26,

and several of those are used for the user’s local drives — floppy drives, CD-ROM
drives, and so forth. When users run out of drive letters to map, theyre stuck with
having to remember UNCs.

A s you learned in Session 6, you share folders in order to make their con-
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Windows Server 2003 offers a way to make UNCs easier with the Distributed File
System (DES). In this session, you'll learn how DES works, how to set it up, and how
to use it to make your network resources easier to access and more reliable.

How DFS Works

Without DFS, users must access shared resources in a server-centric fashion. In
other words, they have to know what server a resource is on because UNCs all start
with a specific server name. Remembering which server has which resources is the
hardest part about using UNCs, especially since many organizations tend to use
hard-to-remember server names like SRNYNET01 or PHLFS034.

DES is designed to hide the server-centric view of network resources. In a DES
system, users have to remember only two things: the names of the DFS server and
of the DFS root. You can name the DFS root anything you like. DFS enables you to
create a single virtual network resource that brings together all of the shared fold-
ers on all of your servers.

You'll have to select a Windows Server 2003 to act as the DFS
server. Choose a server with an easy-to-remember name, so that
users will have an easier time remembering what UNCs to use.

Building a tree

DES works by building a tree. The start of the tree is the DFS root, which is simply
an easy-to-remember name that you make up. You might use the name of your
company, for example, which is easy for users to remember.

You build the rest of the tree by adding links. A link is a single shared folder
located on another computer. You provide the name of the link, which does not
have to be the same name as the shared folder.

For example, suppose you have several file servers in your organization, each
with several shared folders, as shown in Table 7-1.

Table 7-1 Sample File Servers and Shared Folders

Server Name Shared Folder
NYFS001 Documents

NYES001 Applications
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Server Name Shared Folder
NYFS001 ConfidentialOps
SFFS002 Documents
SFES002 UserFiles
SFFS002 ConfidentialHR

for

The set of sample servers and shared folders in Table 7-1 offers many difficulties
users:

The server names are difficult to remember, although the names probably
have significance to your organization’s network administrators.

One shared folder name is used twice, making it difficult for users to
remember which Documents shared folder they need to use.

Confidential documents are stored on two different servers under two dif-
ferent shared folder names, making it difficult for users to remember which
UNC to use.

DES can make this sample situation easier for users. Imagine that you set up a

DFS server named Corporate and create a DFS root named Files. You could then add
each of the shared folders shown in Table 7-1 as nodes in the DFS tree. The UNCs

for

those nodes might look something like this:

\\Corporate\Files\Documents\NY (a link for \\NYSFOO1\Documents)
\\Corporate\Files\Documents\SF (a link for \\SFFS002\Documents)
\\Corporate\Files\Applications (a link for \\NYSFOO1\Applications)

\\Corporate\Files\Confidential\0ps (a link for \\NYSFOOI\
ConfidentialOps)

\\Corporate\Files\Confidential\HR (a link for \\SFFS002\
ConfidentialHR)

\\Corporate\Files\UserFiles (a link for \\SFFS002\UserFiles)

As you can see, DFS enables you to construct a well-organized tree. What's

more, users can browse the tree on their computers, navigating their way to the
correct shared folder. Users no longer have to worry about what server they need

to

access because the DFS server offers all of the information in an easy-to-use

location.
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Notice that DFS paths can be sort of virtual. For example, \\Corporate\Files\
Documents doesn't map to any shared folders. But the two subnodes, NY and SF, do
map to shared folders. Documents is referred to as a virtual link because it exists
not to map to a shared folder, but rather to provide organization to the DFS tree.

Virtual nodes are a great way to organize shared folders that con-
tain related content but are located on different servers. Virtual
nodes enable users to browse to the shared content more easily,
without worrying about all of the actual servers involved.

Providing references

The DFS server doesn't store the files that your users access — the files remain on
their original servers. DES simply provides a reference to users’ computers. The ref-
erence process works like this:

1. A user types a UNC (or browses to one) that is on the DFS server — for
example, \\Corporate\Files\UserFiles.

20 Min.

To Go
The DES server receives the request and looks up the UNC in the DES tree.

3. The DFS server retrieves the actual shared folder UNC from the DFS tree
and returns that UNC to the user’s computer.

4. The user’s computer directly accesses the UNC provided by the DES server.

DFS does these steps transparently, so the user doesn't even realize it is hap-
pening. This behavior provides DFS with several advantages:

e The DFS server doesn’t actually have to do much work, so a relatively small
DES server can serve an entire organization.

e If you have to move the files in a shared folder to another server, you don't
have to tell your users. You simply have to update the link mapping in the
DFS tree, and DES provides users’ computers with the new reference.

® DFS can even provide references to non-Windows shared folders, such as
the shared volumes created on a Novell NetWare server.

® Users who have already mapped drive letters to UNCs can continue using
them because DFS doesn't “break” the original shared folder UNCs.

DFS also includes a few caveats you should be aware of:

® Because users’ computers are receiving a reference from DFS, they must be
able to directly access the UNC DFS provides. For example, if DFS provides a
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reference to a NetWare server’s shared volume, the users’ computers must
have the client software necessary to access a NetWare server.

DES has no effect on permissions. The permissions on the shared folder,
as well as any permissions on the files themselves, continue to operate
normally.

Users’ computers have to support the DES referral behavior. Windows 98,
Windows Me, Windows 2000, Windows XP, and Windows Server 2003 all
feature built-in support for DFS. Windows NT 4.0 supports DES if Service
Pack 4 or later is installed. Windows 95 requires you to install special DFS
client software, which is available from Microsoft.

Creating a DFS Root

You can create two types of DES roots on a Windows Server 2003 computer:

1.

6.

Standalone. A standalone DFS root runs on a Windows Server 2003
computer. The root exists only on that computer.

Domain-based. A domain-based DFS root is stored in Active Directory. A
member server may still act as the DFS server, but because the DES tree
itself is stored in Active Directory, it is protected by Active Directory’s own
fault tolerance features.

To create a new DFS root on a server:
Open the Distributed File System console, which is located under the
Administrative Tools program group on the Start menu.

Right-click the Distributed File System item in the left pane of the con-
sole and select New Root from the pop-up menu.

Select the type of root you want to create (standalone or domain-based).
Enter the name of the server that will become the DFS server. The default

server name is the name of the server you are running the DFS console on.

Either select an existing file share on the server or create a new one. This
file share becomes the root share in the DFS tree. It does not need to
contain any files.

Select a name for the DFS root. You're finished!

After creating the root, the DES console appears as shown in Figure 7-1.
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Figure 7-1 The DFS console

Adding DFS Links and Targets

After creating your DES root, you can begin adding links. DES also enables you to
add multiple shared folders for a single link, creating multiple targets. Multiple tar-
gets can be used to load-balance user requests across several identical shared folders.

Adding links

To add a new link to the DES tree, right-click the DFS root in the DES console.
Select New Link from the pop-up menu to display the New Link dialog box, as
shown in Figure 7-2.

When you create a new link, you must provide the following information:

e The name of the link.
e The complete UNC path to the shared folder that the link represents.

e The number of seconds clients will cache the DES referral. Whenever a
client receives a DFS referral to a shared folder, the client saves, or caches,
that referral for the specified number of seconds. By caching the referral,
the client can return to the shared folder again without having to get a
new reference from DFS.
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Create a New Dfs Link [2]x]
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Comment:

IAccnuntmg files]

Clients cache this ieferral for |1800 seconds.
Cancsl
Figure 7-2 Adding a DFS link

Remember to make your link names logical and easy to remem-
ber, so that users can use the DFS tree more easily.

After creating the new link, it appears in the DFS console. The link includes
only a single target: the UNC you provided when you created the link.

Adding targets

Once you've created a link, you can add multiple targets to it. You should add mul-
tiple targets only if each one contains the exact same files and folders as the oth-
ers. When clients request a referral for the link, DFS refers them to only one of the
targets.

Using multiple targets is a great way to help spread the burden associated with
popular files on your network. For example, you may have a set of documents that
are frequently accessed by your organization’s users. You could store one copy of
the documents on one server and force that server to handle all of the users who
want to read the documents. The server may not be able to handle the load,
though, and will begin to respond slowly. The solution is to copy the documents to
one or more additional servers, placing the documents into shared folders. You can
then add those shared folders as targets in the DES link. DFS automatically distrib-
utes the incoming referral requests across all of the targets associated with the
link, distributing the workload.

modifying the files in the shared folders. DFS does not automati-
cally copy the changes made in one shared folder to the others,
Never and so the targets will no longer contain identical content.

@ Do not configure a link with multiple targets if users will be
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DFS and Replication

Domain-based DES trees can use Active Directory's File Replication Service
(FRS) to help synchronize the content of multiple targets. While this

may seem like a great way to enable users to modify documents that are
contained in a multiple-target DFS link, you'll find that FRS has serious
limitations.

® FRS cannot merge changes made to files. Imagine that you have created
a DFS link with two targets. Both targets contain a file named
Phones.doc. Sally accesses the DFS link and is referred to the first tar-
get, while Bob accesses the DFS link and is referred to the second target.
Both Bob and Sally modify Phones.doc at the same time and save their
changes. FRS overwrites one copy of Phones.doc with the other, causing
either Bob or Sally to lose their changes.

® FRS can only copy files that are not in use. If users have a file open in
an application, FRS is unable to copy or overwrite the file.

® FRS is inefficient when handling large files and can impact server perfor-
mance when it tries to copy them.

I recommend that you use multiple targets only when users will not
change the content of the shared folders. You can learn more about FRS'
capabilities in Windows Server 2003's online help.

Managing DFS

In addition to creating new DFS roots and links, the DFS console enables you to
perform many day-to-day administrative tasks relating to DFS:

e To delete a DFS link target, right-click the target and select Delete from
. h - .
10 Min. the pop-up menu
To Go e To filter the links that are displayed (making it easier to find the one you
want), right-click the DES root and select Filter Links from the pop-up menu.

Then, enter the number of links to show or the name of the links to show.

e To temporarily prevent users from receiving referrals to a specific target,
right-click the target and select Disable/Enable Mapping from the pop-up
menu. This action does not disconnect users who are currently using the
target’s shared folder. To reenable the target, simply repeat the procedure.
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World Metro Bank

How will the World Metro Bank use DES? In such a large organization, with
so many offices and so many file servers, DES becomes a critical part of the
bank’s plan to make their network resources easily accessible to their users.

A Windows Server 2003 at both the American and European headquarters
will host a DES root. Major file shares from each branch office will be rep-
resented as DFS links. For example, the Houston branch office would keep
its loan files in \\WMB-USA\Files\Houston\Loans, which is much easier
to remember than the actual server and share name: \\USAHOU465\
LoanFiTes.

Users’ personal files will be addressed in DES, too. A user named Charles
might access his files by connecting to \\WMB-USA\Users\Charles. No
matter what office Charles moves to, his personal files will always be
accessible at that UNC, even if his files are moved to a different file server
in the company.

The bank also plans to use DFS to load-balance access to common docu-
ments. Four file servers will be set up at the American headquarters, each
with identical content. DFS will be used to load-balance access to that
content. Only network administrators will be able to post changes to the
load-balanced documents, and those administrators know to copy new
files to all four servers. Users will be granted only Read permissions to the
documents, preventing them from making any changes.

You can use the DFS console to manage DFS roots on other
servers, too. Just right-click the Distributed File System item in
the console and connect to a DFS server. This technique enables
you to manage multiple DFS servers from one place.

REVIEW

In this chapter, you learned how the Distributed File System (DES) can be used to
create a representation of your network’s files and folders that is not server-centric.

I
Done! You learned how to create a DFS root, how to add DFS links to the root, and how to
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add multiple targets to DES links. You also learned how multiple targets are used
by DES to load-balance access to shared files and folders. Finally, you learned how
to perform day-to-day DFS administrative tasks using the DFS console.

Quiz YOURSELF

1. What happens when a DES server receives a client request for a particular
UNC? (See “How DES Works.")

2. How can you configure DFS to load-balance access to shared folders across
multiple identical copies of the folder? (See “Adding targets.”)

3. How can you make the DFS tree more fault tolerant, so that the failure of
the DES server will not necessarily result in the loss of the DES tree data?
(See “Creating a DFS Root.”)

4. How does DFS enable clients to access shared folders on non-Windows
servers? (See “Providing references.”)

5. What should you do in DFS if you need to move a shared folder to a dif-
ferent server? (See “Providing references.”)
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SESSION

Advanced File Management

Session Checklist

v How to compress files on a hard disk

v How to encrypt and decrypt files on a hard disk

v How to manage disk space using quotas

features, which can help organizations use their servers’ hard disks

more efficiently and safely. In this session, you'll learn how to use file
compression to save hard disk space. You'll also learn how to use file encryption to
protect the files stored on a server. Finally, you'll learn how to use disk quotas to
limit the amount of disk space individual users can utilize on a server.

W indows Server 2003 offers a number of advanced file management

File Compression

Windows Server 2003 has the ability to compress files stored on any NTES volume.
When compression is used, files take up less space on disk. The operating system
automatically decompresses files that are being accessed, so client computers
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don't need to have any special compression software installed. The operating system
also recompresses files that are changed and then saved, ensuring that the file uses
as little disk space as possible.

New versions of Windows (including Windows Me and Windows

XP) have a feature called Compressed Folders, which are special
folders whose filenames have a .zip extension. Compressed

Note Folders do not use Windows file compression; they are actually
ZIP archive files, identical to the kind created by third-party

applications like WinZIP. Windows Server 2003 is capable of
working with Compressed Folders.

Performance impact of compression

Windows Server 2003 requires extra time when a user accesses a compressed file.
The operating system has to decompress (and recompress, if the file is changed
and then saved) the file. The performance impact required to decompress a single
file is very small, but if a large number of users are attempting to access a large
number of compressed files, the additional work performed by the server becomes
quite noticeable and can make the server seem unusually slow to respond.

Hard disks are becoming larger and less expensive every day. Whenever possible,
you should upgrade the hard disks on your servers if they are full, rather than use
compression.

I recommend using compression if you need to make extra disk
space on a server while you are waiting for new hard disks to be
shipped.

Compression is most commonly used on files that are not used very often. For
example, when you install a Windows Service Pack, the Service Pack’s installation
saves copies of the files it replaces. Those copies are compressed, which means
they take up as little disk space as possible. Because the files are accessed only if
you decide to uninstall the Service Pack, the server’s performance isn't negatively
impacted.

Other files that might be eligible for compression include:

e Last year’s accounting files, which aren't reqularly needed but still must be
available at a moment’s notice.

e 0ld customer files, which might be needed in an emergency but are other-
wise seldom used.
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e (Qther archived data, which is accessed often enough to keep it on the
server, but usually less than once or twice a week.

If you have archived data that is accessed less than once a
month, consider burning the data onto a CD. The CD provides a
permanent copy of the data, and the data no longer takes up
hard disk space on the server.

How to use compression

Windows Server 2003 makes it easy to enable compression. You can compress a
single file, a group of files, a folder, or a group of folders, by following these steps:

1. Select the files or folders that you want to compress.

2. Right-click a selected file or folder and select Properties from the pop-up
menu.

3. Click the Advanced button to display the Advanced Attributes dialog box.

Check the “Compress contents to save disk space” check box, as shown in
Figure 8-1.

@ Chonse the settings wou want For this Folder

= When vou spply these changes you will be asked if wou wankt the
changes to affect all subfolders and files as well,

i~ Archive and Tndex attributes

¥ For fast searching, allow Indexing Service to index this foldsr

[~ Compress or Encrypt attribukes

I™ Compress contents to save disk space

I Encrypt contents ta secure data Details |
|

Figure 8-1 The Advanced Attributes dialog box

5. Click OK. If you are compressing a folder, Windows Server 2003 asks if
you want to apply the compression to the files and folders contained
within the folder you selected. Select the appropriate option.

Windows Server 2003 may require several minutes to compress the files and
folders you selected. When they are compressed, their filenames are displayed in
an alternate color, alerting you to the fact that they are compressed.
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By default, Windows Server 2003 displays the names of com-

pressed files and folders in blue. You can change that color by
selecting Folder Options from the Tools menu in Windows Explorer.

Note

You can uncompress files by performing the same procedure and simply clearing
the compression check box on the Advanced Attributes dialog box.

Note

You can uncompress files only if the hard disk contains enough
free space to store the uncompressed files.

Rules for compressed files and folders

Windows Server 2003 allows the compression attribute to be applied to files and
folders. When you move and copy files and folders, Windows Server 2003 may
change the compression attribute. When deciding how to handle compressed files
and folders, Windows Server 2003 follows these rules:

e Compressed files remain compressed if they are moved to a new location on
the same volume. Compressed files moved to a different volume take on
the compression attribute of the folder they are placed into.

e Compressed files that are copied always take on the compression attribute
of the folder they are copied to. The original file remains compressed.

e Compressed folders follow the same rules as compressed files.

Notice that the treatment of the compressed file is closely related to whether
it is being copied or moved. For example, imagine that you have a folder named
C:\Archive, which contains a file named Resources.x1s. Both the file and the
folder are compressed. Your server also has a folder named C:\Active, which is
not compressed, and a second hard disk named D:\ which uses the FAT32 file sys-
tem. Here’s how Windows Server 2003 would treat them if they were moved or
copied:

e If Resources.xl1s is moved to another folder on C:\, it remains compressed.

e If Resources.x1s is copied to C:\Active, the new copy is uncompressed,
but the original file remains compressed.

e If Resources.x1s is moved to the D:\ drive, it is uncompressed because
the FAT32 file system does not support compression.
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® If Resources.x1s is copied to the D:\ drive, the original file remains com-
pressed, but the copy on D:\ is uncompressed.

Remember, only the NTFS file system supports file compression.
If you want to compress files on any other file system, use the
Compressed Folders feature or a third-party archiving application

Hota like WinZIP.

File Encryption

Many organizations store confidential information on their servers, and they may
need to ensure that only authorized users can access those files. Of course, NTFS
file permissions provide a great way to restrict access to files and folders, as you
learned in Session 6. However, some organizations may be under legal or govern-
mental restrictions that require even stronger security.

For the strongest possible file protection offered by the operating system,
Windows Server 2003 provides the Encrypting File System (EES). EFS uses digital
encryption keys to encode files so that only the owner, and users the owner desig-
nates, can access the files. Windows Server 2003 uses the strongest encryption
methods available and provides a way for organizations to recover files that were
encrypted by employees who have left the company.

Some countries have laws regarding the encryption of files.
International versions of Windows Server 2003 may contain

weaker encryption routines, or no encryption capabilities at all,
Note in compliance with international and local laws.

Performance of encryption

Similar to the extra time required for file compression, Windows Server 2003
requires extra time to encrypt and decrypt files. If a large number of users attempt
to access a large number of encrypted files, the server may seem slow to respond.
Generally, only especially sensitive files are encrypted, so the negative perfor-
mance impact of encryption is minimal.

One way to further minimize the performance overhead of encryption is to
encrypt only individual files. When you encrypt a folder, Windows Server 2003
automatically encrypts the files within that folder, as well as any new files added
to the folder. The folder itself isn't encrypted; it is simply marked so that future
files placed within it will be automatically encrypted. While that’s a nice feature,
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users have a tendency to forget about the work on the server and just dump large
numbers of files anywhere, whether or not they need encryption. If you encrypt
only files, then Windows Server 2003 won't automatically encrypt new files placed
into the same folder, and you can prevent unnecessary performance overhead due
to encryption.

You should also consider how your users utilize encrypted files. For example,
when Microsoft Word opens a document, it creates one or more temporary files. If
the original file is encrypted, but the folder containing the file is not marked for
encryption, then the temporary files will be unencrypted — exposing their con-
tents for all to see. In that kind of situation, it makes sense to encrypt the folder,
so that any temporary files will also be protected.

How to use encryption

You can encrypt files and folders using the same procedure you use to compress
them (see “How to use compression” earlier in this session). The Advanced
Attributes dialog box also contains a check box labeled “Encrypt contents to pro-
tect data.” Checking that check box encrypts the files or folders you've selected.

You cannot apply both compression and encryption to the same

files or folders. If you select one option, the other is automati-
cally cleared. You have to choose one or the other.

Note

When you encrypt a file, Windows Server 2003 asks if you want to encrypt only
the file, or if you want to encrypt the file and its parent folder. Select the appro-
priate option to complete the encryption process.

By default, only the user who encrypts a file can decrypt it. So, while it is a
common practice for administrators to compress files for their users, the users have
to encrypt their own files. Once a file is encrypted, not even an administrator can
access it.

By default, the names of encrypted file and folder are displayed

in green. You can change the color by selecting Folder Options
from the Tools menu in Windows Explorer.

Note

After you encrypt a file, you can view its Advanced Attributes again and click the
Details button next to the encryption check box. The Encryption Details dialog box,
shown in Figure 8-2, enables you to specify other users who can decrypt the file. You
can also see (but not modify) a list of users who can act as Data Recovery Agents,
which are users authorized to decrypt the file on behalf of your organization.
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Users "Who Can Transparently Access This File:

User Mame | Certificate Thum. |
Adrinistratar[&dministrator@NETSERVER) 4939 B498 954...

Add ... Hemaove Backup Keps
Data Recovery Agents For This File As Defined By Recovery Policy:
Recovery Agent Mame ‘ Certificate Thum... |
0K Cancel

Figure 8-2 Managing an encrypted file
Users on the “allowed” list can access encrypted files transpar-
ently, as if they were not encrypted at all. Users on the Recovery
Agents list must take special steps to decrypt a file, and they
Note must save a decrypted copy in order to access the contents of
the file.

Rules for encrypted files and folders

Encryption follows the same rules for moving and copying as file compression (see
“Rules for compressed files and folders” earlier in this session). Encrypted items
that are moved on the same volume retain their encryption; items moved to a dif-
ferent volume, or copied, take on the encryption attribute of their new folder.
Remember that only the user who encrypts a file (or users they permit) can
decrypt it. This rule often trips me up when I'm trying to move files to a different
volume or copy the file. Because those operations may require the file to be
decrypted, they can be performed only by a user with permission to decrypt the file.

Recovering encrypted files

Domain administrators define recovery agents using domain security policy. These
agents are added to the “recovery agents” list of all encrypted files on all computers
that belong to the domain. The agents can decrypt any encrypted file. To do so,
they must back up the encrypted file, restore it to a secure computer, log on as a
recovery agent, and decrypt the file.
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World Metro Bank

World Metro Bank has decided to make good use of the Encrypting File
System. Users in the bank are encouraged to encrypt sensitive files that
contain confidential customer information, such as loan documents. Once
a customer loan is complete, the encrypted files are backed up to tape for
archival purposes and removed from the file servers.

Should the files ever be needed, they can be restored from tape, and
either decrypted by the original loan officer or decrypted by one of the
bank’s designated Recovery Agents.

Encrypted file recovery is usually performed only if the original, encrypting
user has left the organization, has somehow lost her digital encryption certificate
(which is usually managed automatically by her workstation operating system), or
if a law enforcement agency requests that the file be decrypted.

Encrypted file recovery can be a complicated task, depending
on the configuration of your organization’s domains. Read
the Windows Server 2003 documentation thoroughly before
attempting to recover encrypted files.

Disk Quotas

One of the most common uses for Windows Server 2003 is as a file server: a central
repository where users can store their data files. Unfortunately, users often forget
to clean up old files, they save many copies of the same file, and they do other
things that result in a lot of server disk space being consumed. Sure, hard disks
are getting bigger and less expensive every day, but no company wants to pay for
disk space that's being wasted.

Disk quotas were created to help manage how users utilize server disk space.
You can define quotas, which assign specific space limitations (called thresholds)
to specific users. The thresholds apply for an entire volume, and users who exceed
the threshold can be cut off — preventing them from using any more disk space.
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Quota warnings are sent using the Windows Messenger service
and appear as a small pop-up dialog box on users’ computers.
Users’ computers must be running the Messenger service (which
is installed and started by default) in order to receive quota
warnings.

Using disk quotas

You have to enable disk quotas on a per-volume basis, and they can be enabled
only on volumes that use the NTFS file system. To enable disk quotas, right-click
the volume in Windows Explorer, and click on the Quota tab. As shown in Figure
8-3, checking the “Enable Quota management” check box makes the rest of the
tab’s options available to you.

Local Disk (C:) Properties 2l
General I Tooks I Hardware I Sharing | Security |
Shadow Copies | Remate Storage Guota

¥ Status: Disk quotas are disabled

¥ Enable quata management

v Deny disk space to users evceeding quota limi

Select the default guota limit for new users on this volume:

@ Dg not limit disk usage

" Lirit disk space to o Limit -
Getwarming lewelto Mo Limit -

Select the quota logging options for this volume:

™ Log event when a user exceads their quota fimit

™ Log event when a user exceeds their wamning level

bt o |
oK I Cancel | Apply I

Figure 8-3 Enabling quota management
The Quota tab has several options. Here's what they do:

e Deny disk space to users exceeding quota limit. Check this check box to
prevent users from using any more disk space once they exceed their quota
threshold.
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e Limit disk space to. This option enables you to specify the maximum
amount of disk space each user can utilize on the volume.

e Set warning level to. This option warns users that they are approaching
their quota limit when they reach the designated utilization level. This
option should be set at a lower level than the “Limit disk space to” option.

e Logging options. The two logging options cause Windows .NET Server
2003 to create an Event Log entry whenever a user exceeds the warning
limit you set or when they exceed their quota limit.

The options on the Quota tab are the defaults and apply to all users who do not
have a specific quota entry. If you leave the “Do not limit disk space to” option
selected (the default), only those users with a specific quota entry are limited.

Only files that a user owns count against that user’s quota. By
default, users own the files they create. Administrators (or
anyone with the correct permissions) can take ownership of a

Note file; when they do so, the file then counts against their quota.

To create a quota entry, click the Quota Entries button. The Quota Entries dialog

box, shown in Figure 8-4, enables you to review existing entries, edit them, and
create new ones.

“3 Quota Entries for Local Disk (C:) o =]
Quots Edt  Wiew Help

OXEeq
Status | Name | LogonMame | Amount Used | Guota Limit | Warning Level Percent Used |

@OK [Re... 5-1-5-21-21... 0 bytes 1EB 1PB 0
LOK BUILTIMYAd, .. Mo Limit Mo Limit

1 tatal ikemis), 1 selected.,

Figure 8-4 Quota entries
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To create a new quota entry, select New Quota Entry from the Quota menu.
Enter the user names (you cannot use groups) that the new quota will apply to.
Then, enter the maximum amount of disk space and a warning level for those
users. Keep the following facts in mind:

® Quota entries override the default settings, which you specify on the
Quota tab.

e Windows Server 2003 creates a default quota entry for Administrators,
specifying no limit. Applying a limit to Administrators can cause Windows
Server 2003 to malfunction.

e Any users who do not have a specific quota entry will use the default
quota, which you specify on the Quota tab.

e If you set a default quota on the Quota tab, you can exempt specific users
by creating a “No limit” quota on the Quota Entries dialog box and includ-
ing the appropriate user accounts in the quota entry.

® Quotas are created on a per-volume basis. If your server has multiple vol-
umes, and you want the same quotas on each volume, you have to create
them on each volume. The Quota Entries dialog box enables you to export
quota entries to a file. You can then import those entries from the file into
another volume’s Quota Entries dialog box.

You can use the Quota Entries dialog box to see which quota
entries have reached a warning level and which ones have been
exceeded. Checking the dialog box every so often is a great way
to keep tabs on your users’ disk use.

Disk quotas and compression

What if your users compress some of their files? The files use less disk space, but
the users may need to uncompress the files some day. To avoid problems when users
uncompress their files, Windows Server 2003 uses the uncompressed file size in
quota calculations, regardless of how much disk space the file is actually using.

This behavior may cause some confusion with your users. They can use Windows
Explorer to see that the compressed files aren’t using the entire amount of space
allotted in their quota, yet they may be receiving warning messages that their
quota is approaching its limit. You need to educate your users and explain that the
uncompressed file size is used in quota calculations.
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REVIEW

In this session, you learned how to use file compression to compress files so that
they use less disk space than they normally would. You also learned how to use file
encryption to protect sensitive files and how to recover encrypted data if necessary.
You also learned how to use disk quotas to limit the amount of disk space users can
fill up on your servers.

Done!

Quiz YOURSELF

1. What happens if you move a compressed file to a different hard disk?
(See “Rules for compressed files and folders.”)

2. What happens if you mark a folder for encryption and then create a new
Notepad file in that folder? (See “How to use encryption.”)

3. Can you encrypt and compress a file at the same time? (See “How to use
encryption.”)

4. What types of restrictions can you apply using disk quotas? (See “Disk
Quotas.”)

5. How does file compression interact with disk quotas? (See “Disk quotas
and compression.”)
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SESSION

Managing Printers and Faxes

Session Checklist

v How to set up printers

v How to set up fax services

v How to share printers and faxes

technologies for file sharing, one of the most common uses of any network

server operating system. One of the other common uses for a network server is
to share printers, enabling all of the users on your network to use a common set of
print devices. Windows Server 2003 extends its print-sharing capabilities to include
fax sharing, enabling the users on your network to easily send faxes from the
desktops via a properly configured Windows Server 2003.

In this session, you'll learn how to install and configure printers and print shar-

ing, set up Fax Services, and share fax devices with the users on your network.

I n Sessions 6, 7, and 8, you learned how to use various Windows Server 2003

Setting Up Printers and Print Devices

Windows Server 2003 is a Plug and Play operating system, which makes it rel-
atively easy to add new hardware like print devices. Windows Server 2003 also
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supports older, non-Plug and Play printers, so you can continue using the print
devices your company already owns.

Installing print devices

If you attach a Plug and Play print device to your system using either a Universal
Serial Bus (USB) or parallel cable, Windows Server 2003 automatically detects the
print device and prompts you to insert the Windows Server 2003 CD or a CD pro-
vided by the print device’s manufacturer. Windows Server 2003 installs the neces-
sary printer drivers, automatically sets up a printer, and the new print device is
ready to go.

Printer Terminology

Whenever a printer is connected to a network file server, several software
and hardware components are involved. In order to keep things straight,
you need to become accustomed to the terminology used to refer to those
components:

® A print device is a physical piece of hardware that produces printed out-
put on sheets of paper. Print devices can take the form of laser printers,
inkjet printers, dot-matrix printers, and so on.

® A printer, in Windows terminology, is a software queue managed by a
server. Because a print device can print only one thing at a time, a
printer lines up the items that need to be printed and feeds them to the
print device one at a time. Administrators can change the order of the
items in a printer, allowing important print jobs to be sent to the print
device more quickly than less important print jobs.

Applications always print to printers, which queue the print job until
the print device is ready to handle it.

® A printer driver is a software component that knows how to communi-
cate with a print device. In order for Windows to use a print device, you
must install a matching printer driver. The print device’s manufacturer
usually provides a printer driver for Windows Server 2003, and the
Windows Server 2003 CD includes printer drivers for many popular
print devices.
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Some manufacturers provide specific, step-by-step instructions for installing a
print device for use with Windows Server 2003. Always follow those instructions.
Some manufacturers also provide additional software to help their print devices
work more efficiently; see the manufacturer’s documentation for details on using
the software.

If you have a non-Plug and Play print device attach it to your Windows Server
2003 computer. Then, follow these steps:

1. Open the Start menu, and click on Printers and Faxes.

2. Double-click the Add Printer icon to launch the Add Printer Wizard.

3. Follow the instructions provided by the Wizard. Depending on the type of
print device you attach, you may need to provide:

m The port the device is attached to, such as LPT1
= A name for the new printer

m The manufacturer and model of the print device
m QOther device-specific settings

4. The Wizard may prompt you to insert the Windows Server 2003 CD, or a
manufacturer-provided CD, in order to install printer drivers.

5. The Wizard installs the necessary drivers and automatically creates a
printer that represents the new print device.

Networked Print Devices

Many large organizations use networked print devices, rather than attach-
ing print devices directly to a Windows Server 2003 computer. Networked
print devices connect directly to your network and act as a self-sufficient
print server. For example, many Hewlett-Packard laser printers offer an HP
JetDirect option, which allows the laser printer to become a networked
print device.

Technically, the users on your network could send print jobs directly to the
networked print device. However, most organizations like to take advan-
tage of Windows Server 2003’s printer management features and create a
printer on a Windows Server 2003 computer. The printer accepts print jobs
from users and then sends them to the networked print device.

Follow the manufacturer’s instructions for creating a printer on Windows
Server 2003 that represents a networked print device.
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Configuring printers

Once you have installed your print devices and created the necessary printers in
Windows Server 2003, you can configure the printers to match your environment’s
needs. Printers are configured by right-clicking the printer’s icon and selecting
Properties from the pop-up menu. Windows displays the Printer Settings dialog
box, shown in Figure 9-1:

&' L aserlet Properties L 2l x|
Device Settings I PFrinter Commands I Fort Selection I
General | Sharing I Parts I Adwvanced I Security
e

Lacation: |

LComment:

Modek: Generic / Text Only

Features

Color: No Paper available:

Double-sided: No Letter -

Staple: Mo

Speed: Unknown

I aximum resolution: 00 dpi LI
Printing Preferences... | Print Test Page I

,TI Cancel I £ppl |

Figure 9-1 Printer Settings dialog box
Here are some of the things you can configure a printer to do:

e Only print during specified hours. The printer accepts print jobs during
all hours but holds them until the hours you specify. One use for this fea-
ture is to have large print jobs printed to a special “nighttime” printer,
which holds jobs until the evening hours. You can create a second printer
pointing to the same print device that accepts normal-sized print jobs dur-
ing the day for immediate printing.

e Configure a printer pool. This configuration allows one printer to point
to multiple identical print devices. Incoming print jobs are accepted by the
printer and sent to the least busy print device in the pool. This feature
allows a bank of print devices to handle print jobs, helping produce printed
output more quickly in a busy environment.
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e Modify a printer’s priority. If more than one printer points to the same
print device, each printer can be assigned a priority. Print jobs in printers
with higher priorities are directed to the print device first. When no high-
priority jobs are left, printers with a lower priority are allowed to use the
print device.

Sharing Printers

After you have created and configured your printers, you can share them. Just as
sharing a folder makes it available to network users, sharing a printer enables net-
work users to send print jobs to that printer. To share a printer, just right-click its
icon and select Sharing from the pop-up menu. You can specify a share name,
which is the name users will have to use to connect to the printer.

When you share a printer, you can specify permissions that control who is
allowed to print to the printer, who is allowed to control jobs on the printer, and
so forth.

As shown in Figure 9-2, the Sharing dialog box also enables you to install non-
Windows Server 2003 printer drivers on your server.

ET

‘You can install additional drivers so that users on the following systems
can download them automatically when they connect,

Processor I Version I Installed I
01 Itaniom  Windows %P or \NET No
P} Windows 2000, XP or .MET es
O xes ‘Windows 95, 98, or Milennium Edition Mo
0 x88 Windouws NT 4.0 Mo

OK. | Cancel I £ppl I

Figure 9-2 Installing additional printer drivers
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World Metro Bank

World Metro Bank plans to use networked print devices in all of its offices
and set up printers on each office’s Windows Server 2003 computer. Each
office will include one dot-matrix print device for each teller window and
will also include three laser print devices. The laser print devices will be
configured as a printer pool, so that users printing to the associated
printer can get their output as quickly as possible.

When a Windows XP client computer tries to print to a printer being shared by a
Windows Server 2003, the Windows XP client does not have to install any printer
drivers. Instead, it uses the drivers available on the server. Windows Server 2003
printer drivers are also compatible with client computers running Windows 2000.
If you have client computers running Windows 95, Windows 98, Windows Me, or
Windows NT 4.0, you can install the printer drivers for those operating systems
on your Windows Server 2003. When the client computers connect to the shared
printer for the first time, they can download the drivers right from the server,
rather than prompting their users to provide a manufacturer’s printer driver on CD
or floppy disk.

Other operating systems’ printer drivers aren’t installed normally.
Instead, they must be copied to a special folder on the Windows

Server 2003. Read the Windows Server 2003 documentation for
Note details on how to perform this special type of installation.

Setting Up Fax Services

Windows Fax Services is a separate piece of software that must be installed from
the Windows Server 2003 CD. To install Fax Services:

1. Select Control Panel from the Start menu.

2. Double-click Add/Remove Programs on the Control Panel.
3. Click the Add/Remove Windows Components icon.
4

Locate the Fax Services item on the list, as shown in Figure 9-3. Place a
checkmark next to the Fax Services item.

5. Click OK, and Windows Server 2003 installs Fax Services.
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wWindows Components Wizard

‘Windows Components
“Y'ou can add o remove components of Windows,

Ta add or remove a component, click the checkbox. A shaded box means that only
part of the companent will be installed. To see what's included in & component, click.
Details.

LCompanents:

] %Accessories and Utilites 4.4 MB ﬂ
] [BA Centificate Services 1.4MB

3] E-mail Services 1.0 Mg
g 5%
vl P Indexinn Service: nnmMer LI

Description: Allows fax to be sent and received

Tatal disk space required; 0.0ME Detai
Space available on disk: 9837 MB &I

< Back I Nexst > I Cancel I Helg |

Figure 9-3 Installing Fax Services

6. Click OK to close the Add/Remove Programs application and then close
the Control Panel window.

What's a Fax Device?

The most common form of fax device is a fax modem. Many notebook
computers include built-in fax modems, and most aftermarket modems
sold today have built-in fax capabilities. Windows Server 2003 automati-
cally recognizes most new fax modems and prompts you for the correct
device driver CD.

Windows Server 2003 also supports compatible fax boards. These boards
don't support the dual fax/modem functionality of less expensive fax
modems, but they do offer multiline, high-efficiency fax capabilities.
Brooktrout is one company that manufactures dedicated fax boards that
are compatible with Windows Server 2003. Their fax boards are available
in two-line, four-line, and larger versions, allowing Windows Server 2003’s
fax printer to send multiple faxes at once.

When purchasing a dedicated fax board, you must be extremely careful
to select a model that includes a Windows Server 2003-compatible
device driver. Visit the Windows Hardware Compatibility List at www.
microsoft.com/windows for a list of fax devices that Microsoft has
tested for Windows Server 2003 compatibility.
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Fax Services immediately recognizes any compatible fax devices that are already
installed in your computer. You can also add Plug and Play fax devices at any time,
and Fax Services will recognize them.

When a fax device is present in your computer, Fax Services creates a special
printer called “Fax Printer.” You can print documents to this printer, and Windows
prompts you for a destination fax number and cover page information. After filling
out the information, Fax Services converts the document to a fax and sends it.

You can manage the faxes in your system by using the Fax console. To access
the Fax console, open the Start menu. Under the A11 Programs folder, point to
Accessories, then Communications, and then click on Fax Console. The Fax console
is shown in Figure 9-4.

% Fax Console
File Edit Wiew
= 22 Fax [} Submission Time  / Recipient Name Recipier

5 Incaming [l sfearzont 4:36:53 M Dan Jonies 029208
(=0 Inbox

&5 Cutbox

L@ Sent Items

< ] |
For Help, press F1 1 Ttem 2 Ready

(E¥3

Figure 9-4 The Fax console

The Fax console enables you to configure your fax device, set default options
(such as the default cover page), and manage faxes that are currently in progress.

Sharing Fax Devices

Windows Server 2003’ fax printer can be shared like any other printer, enabling
network users to “print” to a server’s fax printer. This feature enables Windows
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Server 2003 to act as a basic fax server, providing a centralized place for users to
send faxes from their desktop computers.

10 Min. Want a REAL Fax Server?
To Go

Windows Server 2003's fax-sharing functionality is new, but fax servers
have been around for a long time. One popular Windows-based fax server is
RightFax. But now that Windows Server 2003 has built-in fax server capabil-
ities, why would anyone purchase a product like RightFax?

Full-fledged fax servers like RightFax cost thousands of dollars and pro-
vide plenty of extra features to justify the price. For example:

® Most fax servers can automatically route faxes to the fax server nearest
the recipient, automatically saving you long-distance phone calls with-
out requiring your users to take extra steps.

® Fax servers can also receive faxes, and use character recognition (CR)
technologies to route incoming faxes to the appropriate individual’s
e-mail box.

® Fax servers enable you to create standard documents, like sales
brochures, and attach them to outgoing faxes. This feature makes it easy
for sales organizations to send standard documents to customers.

® Fax servers usually use dedicated high-speed fax boards, allowing them
to send and receive faxes much more efficiently, with less performance
impact on the host server, than Windows Server 2003’s built-in fax-
sharing capability.

Windows Server 2003's fax-sharing capabilities are suitable for very small

businesses that only need to send faxes through the server; larger organi-
zations that also need to receive and automatically route faxes are better
off investigating products like RightFax.

World Metro Bank plans to implement a fax server product like RightFax.
By strategically installing fax servers throughout their organizations,
Bank employees will be able to send many faxes for the cost of a local
phone call, no matter where the fax actually originates from.
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Fax sharing offers wonderful opportunities to save money in your organization.
For example, suppose your organization has offices in several major cities, and
each office is connected by a wide area network (WAN) connection. If you place a
Windows Server 2003 in each office, install a fax device in each server, and connect
each fax device to a local telephone line, you can actually save money on faxes!
Simply have your users connect to all of the fax devices and then “print” to
whichever fax server is closest to the fax recipient.

For example, a user in New York could connect to the Boston fax server and
print a document that is to be faxed to a Boston-based recipient. Although the fax
was technically printed in New York, it would be faxed by the Boston fax server —
a local phone call, instead of a long-distance call from New York. This type of
setup requires your users to select the right fax server, but it can result in big sav-
ings for your organization.

REVIEW

In this session, you learned about the various terms used to refer to printers and
print queues within Windows Server 2003. You learned how to set up, configure,
and share print and fax devices, and how to perform advanced configuration
options like printer pooling. You also learned about different types of fax devices
supported by Windows Server 2003, and you learned how to configure Windows
Server 2003 to act as a fax server for your organization.

Quiz YOURSELF

1. If your environment includes Windows 98 client computers, how can you
ensure that those clients are able to print to the printer you share on
your Windows Server 2003 computer without requiring additional CDs or
floppy disks? (See “Sharing Printers.”)

2. In a busy environment, how can you combine several identical print
devices so that they balance your organization’s printing workload
between them? (See “Configuring printers.”)

3. How do you allow Windows Server 2003 to recognize fax devices installed
on your computer? (See “Setting up Fax Services.”)

4. How do users on your network send a fax using a shared fax device on a
Windows Server 20037 (See “Sharing Fax Devices.”)
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SESSION

Managing Terminal Services

Session Checklist

v How Terminal Services works

v How to set up Remote Administration mode

v How to set up Application Server mode

v How to set up Terminal Services licensing

The feature was originally introduced in Windows NT 4.0 Terminal Server

Edition and incorporated into the main Server product in Windows 2000.
Windows Server 2003 offers a number of improvements in Terminal Services, mak-
ing it one of the product’s most important features. In this session, you'll learn all
about Terminal Services, including how it works and how you can set it up on your
OWI Servers.

W indows Server 2003 includes a special feature known as Terminal Services.

What Is Terminal Services?

Terminal Services gives Windows Server 2003 the ability to act as a terminal server.
A terminal server uses a centralized computing model, rather than the distributed
computing model you are probably accustomed to.
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For example, in a traditional distributing computing environment, client and
server computers both run complex operating systems, like Windows XP and
Windows Server 2003. Client and server computers are both powerful computers,
each fully capable of performing complex tasks on their own. In this environment,
client computers are often referred to as smart clients or fat clients because they
are fully functional computers capable of running applications.

How Terminal Services Works behind the Scenes

Under the covers, Terminal Services works quite differently from products
like pcAnywhere. Most remote control products only allow a single user to
control the remote computer, and they are designed to enable users to
remotely control their office computers from home, making it easier to
work from home. Most remote control products transmit the user’s key-
strokes and mouse clicks from the client computer to the remote com-
puter, and transmit entire graphic images of the remote computer’s screen
back to the client for display.

Terminal Services is designed for multiple users, in effect splitting the
server into multiple processes, as shown in Figure 10-1. Each process con-
tains a single user’s desktop, enabling multiple users to control the server
without knowing that other users are doing the same thing. Using graphic
images for the screen display would be incredibly inefficient for multiple
users, so Terminal Services takes a different approach.

Windows applications draw their buttons, icons, windows, and other graphic
elements by simply asking the operating system to do so. All Windows oper-
ating systems include a Graphics Device Interface, or GDI, which allows
applications to tell the operating system what kind of things to draw on the
screen — buttons, check boxes, windows, and so forth. Terminal Services
intercepts the requests sent to the GDI by applications and transmits those
requests from the server to the client computer. The client computer’s
Terminal Services software receives the GDI requests and executes them on
the client computer, reproducing the exact screen elements requested by the
application. The GDI requests are also carried out on the server, so that

the applications running on the server can function properly.
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In a centralized computing environment, the client computers are often dumb
terminals, or thin clients. In this environment, the client computers don't need to
be anything more complex than a monitor, mouse, and keyboard, with a very small
operating system. Thin clients can also be implemented as special thin-client soft-
ware running on a traditional smart client. In a centralized computing environ-
ment, the client doesn't actually do any work. In fact, it’s not even responsible for
drawing the user’s desktop graphics and icons! All of the work is done on the
server, and the image of the desktop, along with the image of any applications the
user is running, are transmitted to the thin client or dumb terminal.

You may be familiar with remote control products like pcAnywhere. These prod-
ucts are a good example of how Terminal Services work. A Terminal Services client
essentially is remotely controlling the Terminal Services server. All of the work
takes place on the server. The client simply sends the user’s keystrokes and mouse
clicks to the server, and the server sends the screen image back to the client for
display. The big difference between Terminal Services and products like
pcAnywhere is that Terminal Services enables more than one user to remotely con-
trol the server at once. Each user has her own desktop, and Terminal Services
makes it seem as if each user is the only one remotely controlling the computer.
Figure 10-1 illustrates how Terminal Services works.

User #1 Processes

|
User #2 Processes

Desktop

i

—

—
Terminal
Server

Figure 10-1 How Terminal Services works
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Terminal Services Capabilities

When you think of all the things a computer has to do in order to run an applica-
tion, you start to realize how complex Terminal Services has to be. For example,
applications can do all of the following tasks when running on a computer:

e Print documents to a print device that is attached to the computer
e Play sounds through the computer’s speakers and sound card

® Access the storage devices, like hard disks and CD-ROM drives, on the
computer

® Access the communications ports, such as serial ports, on the computer

When an application is running on a Terminal Services server, the application
doesn't realize that it’s being controlled by a user on a totally different computer.
The application believes that it's running entirely on the Terminal Server and,
by default, uses the resources on that server, which can present problems for
applications:

e Documents print to the printer attached to the Terminal Services server,
rather than to a printer that is physically close to the user.

e Sounds play on the server, not on the user’'s computer.

e Only the server’s storage devices are accessible, although the user’s docu-
ments might be on his computer instead of on the server.

e Only the server's communications ports are available, although the user
might have devices attached to her client computer’s communications ports.

Terminal Services provides special capabilities to overcome these potential prob-
lems. Users connect to a Terminal Services server by using special Terminal Services
client software. This software is included with Windows Server 2003 and can be
installed on any computer running Windows 3.1, Windows 95, Windows 98,
Windows Me, or Windows NT. Windows XP comes with client software, which is
called Remote Desktop Connection. Windows CE also comes with Terminal Services
client software. The client software works with the Terminal Services server to pro-
vide map-back capabilities:

® When a user connects to a Terminal Services server, the server attempts
to create printers that match the printers configured on the user’s client
computer. So long as the server contains the correct printer drivers, this
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automatic printer mapping results in the user’s printer appearing on the
server. When the user prints documents to those printers, Terminal Services
transmits the print job to the printers on the user’s client computer, which
then takes care of printing the documents on the user’s print devices.

e Any sounds played on the Terminal Services server are transmitted back to
the client computer, where they are played by the computer’s sound card
and speakers.

e The storage devices on the user’s client computer are mapped to drive let-
ters on the Terminal Services server. For example, the user’s local C:\ drive
might appear as the Z:\ drive on the Terminal Services server, allowing
applications running on the server to access data on the user’s client
computer.

® Any applications that attempt to access the server’s communications ports
are redirected to the client computer’s communications ports.

Windows Server 2003 includes version 5.1 of the Terminal
Services software, and Windows XP includes version 5.1 of the
client software. Earlier versions of the client software can pro-
Note vide only printer map back; sound, storage, and communication
port map back is not provided by earlier versions.

Why Use Terminal Services?

Terminal Services is a great way for users to remotely work on company projects.
For example, many client-server applications run very slowly over dial-up connec-
tions because the dial-up connection simply can’t handle the amount of data

the application needs to transmit. If the application is running on a Terminal
Services server, though, the application has a full-speed local area network

(LAN) connection, which can handle the data. The user’s dial-up connection
must carry only the Terminal Services data (keystrokes, mouse clicks, and screen
images), which is much smaller. Figure 10-2 illustrates a dial-up application envi-
ronment. Laptop computer #1 runs much faster because it is running the applica-
tion through Terminal Services. Computer #2 is slower because it is running the
application itself, and the application’s data must travel over a slow dial-up
connection.
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Application runs here
with LAN access to the
database server.

Only screen images,
keystrokes and mouse clicks
travel over this connection -
no application data

Application runs here
with slow access to
the database server.

—LAN connection—

Co,
i,
Sy
Q‘,o,]

Terminal Database
server server
All application data &
travels over this high- -
speed connection
All application data

travels over this low-
speed connection

Figure 10-2 Terminal Services as a dial-up application server

Terminal Services also makes it easier for administrators to maintain their
servers. Imagine that you're the network administrator in an organization with
four branch offices. When you need to work on the servers in your own office, it’s
easy enough: Just stroll into the computer room and log on to the server’s console.
But what if you need to work on the servers in other offices? You can either drive
(or fly) to the office, or get someone in the office to log on for you and follow
your instructions. With Terminal Services, you can remotely control the server, just
as if you were standing right in front of it.

Remote Administration with Terminal Services

Windows Server 2003 automatically installs Terminal Services in Remote
Administration mode — you don't have to do anything extra. Remote
Administration mode enables members of the server's Administrators group to
remotely control the server, just as if they were standing in front of it. Up to two
administrators can connect at once. The administrators simply have to install the
Terminal Services client software on their client computers.

Remember, when a server is joined to a domain, the Domain
Admins user group is added to the server’s local Administrators
group. So Domain Admins have the ability to log on to Terminal

Note Services for remote administration.
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When two remote administrators are connected to the same server, they both
see their own desktops and can control the machine independently. They don't see
one another moving the mouse, opening windows, and so forth. However, it is pos-
sible for them to shadow each other.

Shadowing enables an administrator to see what another remote user is doing,
and even allows the administrator to control the other user’s mouse and keyboard in
Terminal Services. This feature is designed to enable administrators to look “over
the shoulder” of a user and help them resolve any problems they might be having.

To use shadowing, you must be logged on to the same Terminal Services server
as the user you want to shadow. You must be logged on remotely; you cannot
shadow if you are logged on to the server’s console. Once you're logged on, follow
these steps:

1. Open the Terminal Services Administrator application, which is located
on the Start menu under the Administrative Tools folder.

2. Locate the Terminal Services session that you want to shadow. Sessions
are listed with the name of the user who initiated the session, making it
easy to locate the right one.

3. Right-click the session and select Shadow from the pop-up menu.
Depending on how Terminal Services is configured, the other user may
have to click on a dialog box giving you permission to shadow him.

A separate window opens, displaying the other user’s session. You and the other
user will see the same thing. Either one of you can move the mouse or type using
your keyboards.

Application Server Mode

Although Remote Administration mode is certainly useful, application server (also
called AppServer) mode is where Terminal Services really shines. AppServer mode
enables users to connect to Terminal Services and run applications.

You have to install separate software in order to run Terminal Services in
AppServer mode. The software is included on the Windows Server 2003 CD, and
you can install it by following these steps:

1. Open the Start menu, and then open the Control Panel.
2. Open the Add/Remove Programs utility.
3. Click on Add/Remove Windows Components.
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4. In this list of Windows components, place a checkmark next to Terminal
Services, as shown in Figure 10-3.

Windows Components Wizard

‘Windows Components
“Y'ou can add of remaove companents of Windoms,

Ta add or remove a component, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's inchuded in a component, click
Details.

Comporents:

Remote [nstallation Services 20MB d
[l & Remate Storage 35MB
¥ Temminal Gerver 0.0 MB
] yTelmlnal Server Licensing 0.9MB
W1 < 1INDI Sarvies frun =l

Description:  Configures this computer to allov multiple users to un one or more
applications remotely.

Total disk space required: 0.0ME Dietais
Space avalable on disk 963.7 MB =

< Back I Mexst > I Cancel | Help |

Figure 10-3 Installing Terminal Services

5. Click OK. Windows reminds you of restrictions regarding user applica-
tions, which I discuss next. Click Next.

6. Decide what kind of Terminal Services security you want. Full Security
mode does not enable user applications to access the server's Registry or
sensitive areas of the hard disk. Older applications may require this type
of access in order to work correctly; if you are installing that type of
application, select Relaxed Security mode.

7. Wait while Windows installs Terminal Services and provide the Windows
Server 2003 CD-ROM if Windows asks for it.

When you install Terminal Services for Application Server mode,
you must also install at least one licensing server on your net-
work. I discuss licensing servers later in this chapter.
Note

Install Terminal Services only on a computer that doesn’t have any user applica-
tions (like Microsoft Office) installed. When you install Terminal Services, any
existing user applications no longer function. They must be uninstalled and then
reinstalled using special techniques I discuss next.
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Setting up applications

Applications running on a Terminal Services server have some restrictions on how
they behave. For example, many applications create temporary files in a folder
named C:\Temp. That won't work under Terminal Services because many different
users might be using the application at once, and their temporary files could get
mixed up.

Some applications, such as Microsoft Office XP, take special steps when you
install them on a server that is running Terminal Services in AppServer mode.
Other applications require that you take special installation steps to ensure
Terminal Services compatibility. Those special steps generally involve running an
application compatibility script, which modifies the application after you install it
to ensure compatibility with Terminal Services.

Microsoft includes several compatibility scripts with Windows
Server 2003 (for a complete list, refer to Windows Server 2003’s

online help). Microsoft often makes additional scripts available
Note for download from the Windows Web site.

You can install most applications using the Add/Remove Programs utility on the
Control Panel. Older applications’ setup routines may fail using that method; if
they do, take the following steps:

1. Open a command-line window.
2. Type change user /install and press Enter.

3. Install the application using its regular Setup routine. Be sure to install
the application on an NTES volume.

Type change user /execute and press Enter.
5. Run any appropriate application compatibility scripts.

After installing an application, log on to Terminal Services remotely as a regular
user (one who is not an administrator) and test the application thoroughly.

Setting up users

You can decide which users have access to Terminal Services and modify the condi-
tions under which they can connect. Simply use Active Directory Users &
Computers, and open a user’s properties, as shown in Figure 10-4.
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TsInternetUser Properties [2]
Envirnnmentl Sessions  Remote contral | Teminal Services Prnfi\el : I k
Use this tab to configure Temminal Services remote control settings.

To remately control or observe a user's session, select the fallowing
check box

¥ Enable remote cortrol

Ta require the user's pemmission to control or observe the session, select
the follawing check box:

¥ Require user's permission

Level of control

Specify the level of contral you want to have over a user's session
£ View the user's session

& |nteract with the session

Start |J | Control Panel I [FAdd/Remove I ‘Windows Compo

Figure 10-4 Terminal Services user properties

Installing Client Software

Windows XP is the only Windows operating system to date that includes a
Terminal Services client, called Remote Desktop Connection. The Windows
Server 2003 CD includes Terminal Services client software for 32-bit and
16-bit Windows operating systems, and Microsoft provides a free down-
loadable client for Windows CE.

Users with Windows-based computers must have client software in order
to connect to Terminal Services. You install the client software by simply
running the Setup program for the appropriate version.

Many organizations use dumb terminals, also called WinTerminals, that
have the client software built-in. These terminals are much less complex
(and less expensive) than a full computer, and usually require little or no
administrative effort to set up and maintain. However, dumb terminal
users perform all of their work on Terminal Services. Users with Windows-
based computers can use a combination of Terminal Services and their
own computers’ capabilities.
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You can adjust the following properties on a per-user basis:

Whether or not a user is permitted to log on to Terminal Services
How long a user may remain connected once logged on
How long the user may remain idle before Terminal Services disconnects him

How long disconnected sessions remain active before Terminal Services logs
the user off. A user can disconnect and then reconnect later, and her session
will still be up and running. When a user logs off, her session is terminated.

e How many active sessions a single user may have at once.

You can set these properties on a per-user basis. You can also provide default
values for most of these properties using the Terminal Services Manager application.

Terminal Services Licensing

Terminal Services does not have any special licensing requirements when running
in Remote Administration mode, because Remote Administration mode is designed
so that only two administrators can remotely control a single server. However, once
you install Terminal Services for AppServer mode, Terminal Services operates for
only 90 days without a Terminal Services Licensing Server.

You can install Terminal Services Licensing on any Windows Server 2003. Simply
follow the same procedure for installing Terminal Services: Open Add/Remove
Programs, click on Add/Remove Windows Components, and place a checkmark next
to Terminal Services Licensing.

Licensing servers keep track of how many Terminal Services Licenses you have
purchased. Each license allows a single user to log on to Terminal Services. All of
the Terminal Services servers on your network can share a single Licensing server;
the Licensing server distributes licenses to the other servers as users attempt to
log on. When a user logs off, her license is released and can be reused when
another user attempts to log on. However, when all of the licenses are depleted, no
additional users are allowed to log on to Terminal Services.

When your company purchases Terminal Services licenses, you must activate
those licenses using Microsoft’s Web site and the Terminal Services Licensing appli-
cation, which is installed on Licensing servers. The activation process registers
your licenses with Microsoft and makes them available for your Licensing server to
distribute.
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World Metro Bank

World Metro Bank plans to use Terminal Services in Remote Administration
mode to administer its servers, allowing the bank to physically secure the
servers in a locked room and aggressively limit access to that room.

The bank also plans to use Terminal Services in Application Server mode,
providing bank employees with the ability to work on corporate applica-
tions from home. By using Terminal Services, the bank can be sure that a
wide variety of home computers can be used to access the company appli-
cations, rather than providing employees with the high-end computers
necessary to run those applications.

Finally, the bank plans to use Windows terminals instead of computers in
their customer service divisions. Customer service representatives run only
a single database application, which runs fine on Terminal Services. By
using terminals instead of regular computers, the bank will save hundreds
of thousands of dollars in hardware costs alone, especially since terminals
rarely require hardware upgrades.

Once you activate a license, it becomes tied to a specific
Licensing server. Make sure you perform regular backups of the
Licensing server to prevent the licenses from becoming lost in a

Note hardware failure. If you do lose your licenses, you must contact
Microsoft to reactivate them.

The procedure for activating a license differs depending on how you purchased
it; consult the instructions included with the license, or the Windows Server 2003
online help, for complete details on license activation.

REVIEW

In this session, you learned how Terminal Services works, and how it can be used
in an enterprise environment. You learned how to install Terminal Services in
AppServer mode, and how to use Terminal Services for remote server administra-
tion. You also learned about Terminal Services licensing, and how to install appli-
cations on a Terminal Services server running in AppServer mode.
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Quiz YOURSELF

How long can you use Terminal Services in Remote Administration mode
before you need to install a Licensing server? (See “Terminal Services
Licensing.”)

What security mode should you select for older applications that need
access to the Windows Registry? (See “Setting up applications.”)

How many administrators can connect to a server running Terminal
Services in Remote Administration mode? (See “Remote Administration
with Terminal Services.”)

What determines how many users can connect to Terminal Services in
AppServer mode? (See “Terminal Services Licensing.”)

What information is transmitted between a Terminal Services server and
client? (See “How Terminal Services Works behind the Scenes.”)

What map-back capabilities does a Terminal Services 5.0 client feature?
(See “Terminal Services Capabilities.”)
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10.
11.
12.
13.
14.
15.
16.
17.

What file system supports file and folder permissions?

What file system is compatible with Windows Server 2003 and
Windows 987

How can you make the files on a Windows Server 2003 computer available
to users on the network?

How can you control access to files that are located on a FAT32 volume?
What is the minimum number of hard disks required for a RAID 5 array?
What are the two components of a UNC?

What does DES stand for?

How do you add new UNCs to DES?

How does DFS enable you to load-balance access to shared files?

How can you compress an encrypted file?

Who can access an encrypted file?

How can you prevent users from using too much disk space on a server?
If a user compresses a file, how does it count against his disk quota?
How does a printer relate to a print device?

How can you control the hours that users can print documents?

How does Terminal Services send screen images to a client?

Who is allowed to log on to Terminal Services in Remote Administration
mode?
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18. How long will Terminal Services operate in AppServer mode without a
Licensing server?

19. What map-back capabilities are provided by the Terminal Services 5.1
client software?

20. How can users send faxes using a centralized Windows Server 2003
computer?
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SESSION

Configuring Security Policies

Session Checklist

v How security policies work

v How to configure local security policy

v How to configure domain security policy

v How to manage security policies

Server 2003 is to enforce security. Older versions of Windows were capable of

maintaining a high level of security, if properly configured. Unfortunately,
their security configuration settings were scattered throughout a dozen different
applications, making it difficult for administrators to configure their servers
properly.

Windows 2000 introduced centralized security configuration through the use of
policies, and Windows Server 2003 expands on the use of policies to administer
servers.

Most organizations have written policies in place detailing how the organiza-
tion’s private information should be handled. Likewise, Windows Server 2003's
policies provide a written description of how the server treats various security

One of the primary functions of a network operating system like Windows
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features. And, just as the CEO of a company can modify that company’s written
policies, an administrator can modify the policies of a server to fit the needs of an
organization or situation.

In this session, you'll learn what policies are and how they work. You'll also
learn the difference between local and domain security policies, and you'll learn
about some of the most important policies supported by Windows Server 2003.

How Security Policies Work

Windows Server 2003's policies act as a list of rules, instructing the operating sys-
tem how to perform certain tasks, whether or not to require certain actions, and
so forth. In fact, you've already learned about two types of Windows Server 2003
policy: account policy audit policy, which I discussed in Session 3.

The policies I discuss in this session are much like those in Session 3 because
they act as configuration options for the operating system. These policies are not
like another type of policy you may have heard about: group policies. Group poli-
cies are beyond the scope of this book, although I've included some basic informa-
tion about them in the sidebar entitled “Group Policies,” in this session.

Policies work because they are built into the core Windows Server 2003 operat-
ing system. Whenever Windows Server 2003 is asked to perform certain tasks, or
allow certain actions, it checks to see if the appropriate policy is configured to
support or allow the task or action.

Other software applications can add their own policies, which they can check
before performing certain tasks or allowing certain actions. For example, installing
Terminal Services on a Windows Server 2003 (a topic I discussed in Session 10)
adds policies relating directly to Terminal Services, which an administrator can
configure to customize the behavior of that software.

Local and Domain Security Policies

Security policies exist on all Windows Server 2003 computers, whether or not they
belong to a domain. For example, in Session 3, you learned about the account
policies that a server uses to determine the minimum length of passwords, the
maximum age of a password, and so forth. In Session 4, you learned that some of
those same policies can be configured on a domain controller to affect an entire
domain.
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Group Policies

Windows Server 2003 is well known for another type of policy: group poli-
cies. Like the security policies I discuss in this session, group policies act
as configuration options and rules. However, group policies are primarily
designed to configure and control users and their computers, rather than
to provide global control over basic aspects of a server or an entire
domain.

For example, you can create a group policy that specifies the picture
shown on each user’s desktop. That policy can be applied to a domain, a
site, or an organizational unit (OU) within Active Directory and affects all
users and computers contained within the domain, site, or OU.

Other types of group policies enable you to automatically install new soft-
ware applications on users’ computers, prevent users from changing drive
letter mappings, and so forth. Group policies are a great way to reduce the
cost of administering a large organization because they enable you to cre-
ate centralized configurations that are then distributed to your users.

Unfortunately, group policies are also extremely complex because they
support a hierarchy of inheritance, precedence, and combination. The very
flexibility that makes group policies so useful also makes them complex
enough for their own book, and if you're interested in learning more
about group policies, I recommend you purchase such a book. One title
you might find helpful is the Active Directory Bible, published by Wiley.

Security policies exist on local servers, where they are enforced by the server
itself. Security policies also exist in Active Directory domains, and those policies
are enforced by all servers and client computers that are members of the domain.

Managing local security policy

Local security policy is managed using the Local Security Policy application, shown
in Figure 11-1. Simply double-click any policy to modify its setting.
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Figure 11-1 The Local Security Policy application
The security policies on a local computer are organized into four basic groups:

e Account policies. Control how user accounts and passwords are treated.
You learned about these policies in Session 3.

e Audit policies. Determine the activities that the operating system moni-
tors and logs to the Security Event Log. You learned about these policies in
Session 3.

e User rights assignment policies. Control the special actions users can
perform on the server. I discuss these policies in this session.

e Security options. Control the operation of Windows Server 2003’s security
features. I discuss these policies in this session.

Additional policies enable administrators to customize different aspects of the
server's security. Some of these policies will be discussed in later sessions; others
are beyond the scope of this book, although you can find more information on
them in Windows Server 2003's online help. The additional policy categories are

20 Min.

o e Public key policies. By default contains only the policy for Encrypted
0 Go

Data Recovery Agents. As you learned in Session 8, designated agents have
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the ability to decrypt data on a server. The Encrypted Data Recovery
Agents policy contains the digital certificates used by the recovery agents
to perform decryption.

you do, you will be unable to recover any encrypted data without
the user name and password of the user that originally encrypted
Never the data.

@ Do not delete the default recovery certificate from the policy. If

e Software restriction policies. Added by Terminal Services when it is
installed in AppServer mode, which I discussed in Session 10. Only two
policies are available, and only the default policy is in effect. You origi-
nally configure the default policy by selecting the software security mode
when you install Terminal Services.

e IP security policy. Controls the network-level security provided by the
IPSec protocol. IPSec allows servers to automatically encrypt data sent
between two specific locations, treat certain protocols in a special fashion,
and so forth. A discussion of IPSec is beyond the scope of this book,
although I provide a brief discussion of it in Session 19.

Managing domain security policy

Domain security policy is also managed with the Local Security Policy application,
on any domain controller in the domain. The name of the application in this case
is a little confusing because you're not really modifying the security policy of an
individual server, as the name implies; you're modifying the policy for the entire
domain.

The trick is that an Active Directory domain controller doesn't have very many
private configuration options. Active Directory replicates most of a domain con-
troller’s configuration options to all of the other domain controllers in the domain,
or it disables the local configuration entirely.

For example, you cannot create local users and groups on a domain controller
using the Computer Management application. Once Active Directory sets itself up,
Computer Management disables the Users and Groups folder because Active
Directory’s database overwrites the server’s local user and group database. And,
while the server's local security policy can still be managed using the Local
Security Policy application, any changes you make automatically replicate to the
local security policy of your other domain controllers.
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Pick one domain controller that you'll use to make security pol-
icy changes. Make sure your fellow administrators use the same
computer. Otherwise, you could each make conflicting changes
on two different domain controllers, and Active Directory would
determine which change “sticks” and becomes domain policy.

Domain policy vs. local policy

Security policies don't combine or inherit. If you configure local security policies
on a domain controller, all your other domain controllers pick up the same policies
through Active Directory replication. However, your member servers do not inherit
the new policies.

For example, suppose you modify domain policy so that passwords must be at
least ten characters long, and must be changed every 30 days. All domain user
accounts would be subject to the new policies, and the policies would replicate to
all domain controllers, which would enforce them. The policies would not in any
way affect the password configuration for local user accounts created on member
servers, unless you manually edited the local security policy on each member
server as well.

Managing policies on a large number of individual servers is very
time-consuming. In the next session, I'll introduce you to the
Security Configuration Manager, which can help automate the
task of managing local computer policies.

Usually, user accounts are created only in the domain, and so the configuration
of local security policy on member servers isn't an issue. However, some local secu-
rity policies that are designed to protect servers should be implemented on all of
your servers, and you need to be aware that simply changing domain policy isn't
sufficient. I'll point out a few of these critical security policies in the next section.

Using Security Policies

Since security policies define the “rules of the road” for your servers’ secure opera-
tion, you should take some time to review the available policies and configure
them to meet the security needs of your organization. In this section, I'll address
some of the most important security policies and give you recommendations for
using them to implement a reasonably secure environment.

Always remember that security comes at a cost of some kind. We're all familiar
with the cliché television comedy in which the urban apartment-dweller has to
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unlock fifty deadbolts to open his door and gets locked out when he loses just one
of the fifty keys. Some security policies make your servers more secure but may
make working with those servers less convenient, or even make the servers less
accessible than your organization desires. Be sure you understand the ramifica-
tions of any policy you implement so that the policy won't negatively affect your
organization’s operations.

Make policy changes one at a time and then review their effect
on your operations. If things stop working correctly, you’'ll know
exactly which policy to change back.

Account and audit policies

Account policies are divided into two groups: password policies, which control the
length, age, and other parameters of users’ account passwords, and lockout poli-
cies, which control when a user’s account is locked out and how long it stays that
way.

Audit policies determine which operating system events, like logging on or
accessing a file, are logged to the Security Event Log.

I discussed the account and audit policies in Session 3.

User rights assignment policies

Try to log on to a Windows Server 2003 that is a domain controller using a regular
user account (an account that isn't an Administrator). You can't! That's because
regular users don't have the right to log on to a server’s console. Only domain
administrators have that right.

Just as the Bill of Rights quarantees American citizens certain freedoms, Windows
Server 2003's user rights assignment policies guarantee certain capabilities to users
and groups. Unlike the Bill of Rights, though, you can modify user rights with the
click of a button. Here are some of the most important user rights:

® Access this computer from the network. This right enables users to con-
nect to a server to retrieve a list of shares. Users must have this right
before they can access any shared files or printers on a server. By default,
the special Everyone group has this right.
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e Allow logon through Terminal Services. This right enables a user who
connects to Terminal Services to log on to the server. By default, only
members of Administrators and Remote Desktop Users have this right.

e Backup files and directories. This right enables a user to read files and
folders only for the purpose of writing them to a backup device. By
default, members of the Administrators and Backup Operators groups have
this right.

e Deny access to this computer from the network. Anyone with this
“right” isn’t allowed to connect to the computer. This is one of a half-
dozen “reverse rights,” or “nonrights” that Windows Server 2003 sup-
ports. This right overrides the “Access this computer from the network”
right. If you have both rights, you can’t access the computer from the
network.

® Log on locally. This right determines who can log on at the server’s con-
sole by physically standing in front of the server and typing on its
attached keyboard. The default user groups with this right are different on
domain controllers and member servers.

e Remove computer from docking station. I mention this right because it’s
one that doesn’t usually apply to Windows Server 2003. However, because
Windows Server 2003 and Windows XP share a common code base, they
have the same user rights. You may run into a few user rights that, like
this one, don’t make sense; keep in mind that they may apply more to the
Windows XP product line and are just in Windows Server 2003 because
they're part of the family.

e Shut down the system. This is a right you'll want to manage carefully,
since you don't want just anyone shutting down a server. This right goes
along with another one named “Force shutdown from a remote system,”
which enables remote users to force the server to shut itself down.

e Take ownership of files and other objects. Anyone with Full Control per-
missions on a file can take ownership of it, but members of the
Administrators group can always take ownership of a file, even if the group
has no other permissions on the file. That capability comes from this user
10 Min. right, which includes the Administrators group by default.

To Go
The user rights’ default users and groups change when a server
joins a domain and when a server is promoted to a domain con-
troller. Be sure to verify your servers’ user rights whenever you
Note make one of those changes.
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Security options policies

The security options policies are a collection of miscellaneous security options that
enable you to make your Windows Server 2003s more secure (a process known as
hardening). I'll cover some of the key policies and give you recommendations for
using them.

e Accounts. Four policies start with “Accounts:” and you should set all of
them. They are

= Administrator account status. This policy determines whether or not
the built-in Administrator account is enabled, which, by default, it is. If
you can disable this policy (thereby rendering the Administrator account
useless), then you should do so because the Administrator account is one
of the first ones a hacker tries to attack. Make sure that you have another
user account with administrative rights, though, so that the disabled
Administrator account doesn’t prevent you from managing your servers.

= Guest account status. Disabled by default, this policy allows you to
enable the Guest account. I don't recommend that you do because the
Guest account is usually a hacker’s second target in an attack.

= Rename administrator account. If you must leave your Administrator
account enabled, name it something else by configuring this policy.
Hackers won't be able to attack the user name “Administrator” any
more, which will slow them down.

= Rename Guest account. You should definitely configure this policy,
even if your Guest account is disabled. Renaming the account removes
an obvious target for hackers.

e Devices: Restrict CD-ROM access to locally logged-on user only and
Devices: Restrict floppy access to locally logged-on user only. These
two policies, disabled by default, prevent network users from accessing the
contents of the server's CD-ROM or floppy drive. Many administrators share
their servers’ CD-ROM drives, so the first policy should usually be left dis-
abled. However, floppy drives are often a source of computer viruses.
Enabling the second policy prevents network users from accessing the con-
tents of the server’s floppy drive, stopping a potential virus.

e Interactive logon: Do not display last user name. When enabled (it’s dis-
abled by default), this policy clears out the name of the previously logged-
on user when you try to log on. It's a good security precaution to take
because it prevents someone from picking up a valid user name, which she
can use in an attempt to break through your servers’ security.
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e Shutdown: Allow system to be shut down without having to log on.
Disabled by default, this policy (when enabled) allows the server to be shut
down simply by clicking a button on the logon screen. If enabled, this pol-
icy bypasses the “Shut down the system user” right. While it may seem
convenient to be able to shut down the server without having to log on, I
don't recommend enabling this policy because it creates an enormous secu-
rity problem, enabling anyone who strolls by the server to shut it down
completely.

There are many other security options policies, and more can be installed when
you install additional server or networking software. You should review the avail-
able security policies and implement the ones that best fit your organization’s
needs.

Don’t implement more than one or two policies at once, until
@ you've had a chance to verify and review their effect on your

operations. If you implement a bunch of policies and they cause
a problem, you’ll have trouble tracking down the policy causing
the problem.

World Metro Bank

World Metro Bank plans to use aggressive security policies to protect their
computers. They plan to apply policies regarding password length, account
lockout, and password age to all computers, ensuring that even local com-
puter accounts will be more secure. World Metro Bank also plans to imple-

ment some common security best practices using their policies:

e Changing the Administrator account name
e Changing the Guest account name and disabling it

® Removing the Administrator account’s ability to log on over the network,
requiring anyone using the account to physically log on to the console or
use Terminal Services

® Allowing users to log on using Terminal Services or over the network and
removing their ability to log on at the server's console.

These security measures help make a network more secure and help pre-
vent abuse by disgruntled or careless users.
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REVIEW

In this session, you learned how Windows Server 2003 uses policies to manage
local and domain security configurations. You learned how to manage local secu-
rity policy, and you also learned how the local computer policy of a domain con-
troller acts as the security policy for the entire domain.

Quiz YOURSELF

1. How can you prevent members of a specific user group from logging on to
a server? (See “User rights assignment policies.”)

2. How can you keep network users from accessing the contents of a server’s
floppy drive, even if that drive has been shared? (See “Security options
policies.”)

3. What happens to the local security policies on your domain controllers
when a change is made on only one of them? (See “Managing domain
security policy.”)

4. How can you change the local security policy of several member servers
from a central location? (See, “Domain policy vs. local policy”)
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SESSION

Using the Security
Configuration Manager

Session Checklist

v How the Security Configuration Manager works, and what it’s
used for

v How to manage server and domain security with the Security
Configuration Manager

v How to create and use security templates

using security policies and the Local Security Policy application. You learned

how Windows replicates the “local” security policy of domain controllers to all
other domain controllers, and how member and standalone servers’ policies must
be individually managed.

If your organization has a large number of servers, managing the local security
policy of each can become very time-consuming. To help automate the task,
Microsoft provides the Security Configuration Manager, or SCM. The SCM uses secu-
rity templates to apply the same security policies to multiple servers, enabling you
to quickly apply your preferred policies to a large number of servers without man-
ually configuring the policies on each one.

I n Session 11, you learned how server and domain security can be configured
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In this session, you'll learn all about the SCM and how it works. You'll learn how
to use the SCM to apply policies to computers, and you'll also learn how to create
your own security templates by using the SCM.

About the SCM

The SCM is designed to analyze a computer and check its compliance with a given
security template, apply a security template to a computer, or create a new secu-
rity template based on a computer’s policy settings. The SCM also includes a
command-line utility, Secedit.exe, that enables you to create and apply security
templates from the command line. Secedit.exe makes it easy to apply security
templates in a semi-automated fashion, using batch files.

Opening the SCM

The SCM is a collection of tools, which are available as Microsoft Management
Console (MMC) snap-ins. Windows Server 2003 may not create icons for these con-
soles on the Start menu; if you don't see them on your Start menu under the
Administrative Tools folder, just follow these steps to create a new console and add
the various SCM snap-ins:

1. Select Run from the Start menu.

2. Type mmc and click OK. Windows displays a blank MMC console.
3. Select Add/Remove Snap-Ins from the File menu.

4. Click the Add button.
5

Double-click the Security Configuration and Analysis and Security
Templates items to add the snap-in to the console. You may also wish to
add the Local Computer Policy snap-in, making your new console a con-
venient place to manage all of your computer’s security settings.

6. Click OK to close the list of snap-ins.
Click OK to close the Add/Remove Snap-Ins dialog box.

You can save your new console by using the File menu’s Save
Console As option. Saving the console enables you to load it
more easily later.
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When you open the SCM for the first time, you need to create a new security
database and import a security template before you can use the Security
Configuration and Analysis snap-in. To create a new database and import a tem-
plate, just follow these steps:

1. Right-click the Security Configuration and Analysis item in the left-hand
pane of the MMC.
Select Open Database from the pop-up menu.

Select a name and location for the new database and click OK. For exam-
ple, you might use a name like mysecurity.sdb.

4. Select a template to import into the database. Microsoft provides several
templates to get you started, and I'll describe them later in this session.

Working with the SCM

The SCM is comprised of several different tools, including the three main ones I'll
discuss in this session:

e Security Configuration and Analysis. Used to analyze a computer’s secu-
rity policies and apply security templates

e Security templates. Used to create and manage security templates
® Secedit.exe. Command-line tool used to apply templates to a computer

Security Configuration and Analysis and Secedit.exe have overlapping func-
tions. The purpose of Secedit.exe is to make it easier to automate security con-
figuration by using batch files. Both Security Configuration and Analysis and
Security Templates are MMC snap-ins; you work with them using a graphical user
interface, or GUI, as shown in Figure 12-1.

The SCM also interacts with group policy, enabling you to apply a
security template to a group policy object and apply that group

Note procedure is beyond the scope of this book. You can learn more
by reading Windows Server 2003’s online help.

policy to a collection of computers. However, a discussion of that
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ta view the information in your database
To Analyze Your Computer Security Settings
1. Right-click the Securty Configuration and Analysis scope item
2. Select Analyze Computer Now
3. Inthe dialog, type the log file path, and then click OK
NOTE: To view the log file created during a configuration or analysis,
& | 21| select View Loa File on the Security Confiouration and Anaivsis b
Cone

Figure 12-1 The SCM's MMC snap-ins

Security Templates

Security templates enable you to create standardized security policies for your
computers, and then easily apply those settings to a group of computers, either
using “Security Configuration and Analysis,” Secedit.exe, or group policies.
Microsoft provides several predefined security templates, and you can modify these
or create your own.

Predefined templates

In order to get you started, Microsoft includes a number of predefined security tem-
plates with Windows Server 2003. You can use these templates as-is, or you can use
the Security Templates tool to customize them. The predefined templates are

o Default security (Setup security.inf). This template applies the default
security settings that Windows Server 2003 starts with after installation. This
template effectively resets a computer’s security policies to their post-
installation values. You should not apply this template using group policy.
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e Compatible workstation or server (Compatws.inf). This template
applies the default permissions to the Administrators, Power Users, and
Users local user groups. This template is designed to make Windows Server
2003 behave like older versions of Windows, which granted additional
privileges to these three local user groups.

Secure workstation or domain controller (securews.inf or
securedc.inf). These two templates enhance a computer’s security by
defining stronger password policies, account lockout, and audit settings.
These templates also limit backward compatibility with older versions of
Windows. Take the following into consideration before you use this template:

If Securews.inf is applied to a member of a domain, all of the domain
controllers in that domain must run Windows NT 4.0 Service Pack 4, or
later.

Client computers running Windows for Workgroups 3.11, Windows 95, or
Windows 98 may not be able to connect to servers that have
Securews.inf or Securedc.inf applied, unless they have Microsoft’s
Directory Services Client Pack installed.

High security workstation or domain controller (Hisecws.inf or
Hisecdc.inf). These templates build on the Secure templates by requiring
additional levels of encryption for authentication and data.

Applying Hisecws.inf to a server or workstation requires that all
domain controllers run Windows 2000 or later.

Applying Hisecdc. inf to a domain controller requires that all trusted
and trusting domain controllers run Windows 2000 or later.

Clients running Windows 95 or Windows 98 must have the Directory
Services Client Pack installed (which is included on the Windows Server
2003 CD-ROM).

Applying Hisecws.inf to a server requires that all clients attempting
to connect to the server support and enable SMB packet signing.
Windows 2000 and Windows XP enable SMB packet signing by default.
To learn more about SMB packet signing and the security it provides,
search for “SMB packet signing” in Windows Server 2003’s online help
system.

Hisecws.inf removes all members of the Power Users group.

Hisecws.inf removes all members of the local Administrators group
except the local Administrator account and the Domain Admins user
group.
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Do not apply any security template until you have carefully

reviewed how it will affect the operation of your network. More

information on these templates and their effects can be found in
Never Windows Server 2003’s online help.

Editing and creating templates

The Security Templates snap-in enables you to edit the settings of existing tem-
plates or create new ones. To create a new template, right-click Security Templates
in the MMC and select New Template from the pop-up menu. Windows prompts you
to enter a name and description for the new template, and then Windows adds it
to the list of templates.

To edit a template (either one you just created or an existing one), just expand
the template in the left pane of the MMC. You can see all of the policy settings
included in the template, as shown in Figure 12-2. You can edit the policies in the
template just like you would edit the policies directly on a computer: Double-click
any policy to change its value.

‘i Security - [Console Root\Security Templates\C:\WINDOWS)securityMemplatesthisecws)Moc... E‘EEJ

nﬁ] File  Action Wiew Favorites  Window  Help == x|
& = | 8@ > 2
|_1 Console Root Policy _# J Computer Setting o |
g Securiky Corfiguration and Analysis (88 accounts: Administrator account status Mot defined
= Security Templates Accuunts: Guest account skatus Disabled
=) m CHINDOW Shsecurity| bemplate: Accounts: Limit local account use of blank pa...  Ensbled
;t compatus Accounts: Rename administrator account Mot defined
i ::z:i:{i Accnunts: Rename guest account Mot defined
= account Policies Aud\t: Audit the access of global system obje.., Disabled
= % Local Policies Aud\t: Audit the use of Backup and Restore ... Disabled
= Audt Policy Aud\t: Shut down system immediately if unab... Disabled
: Dewces: Allows undock without having to log on  Disabled
Dewces: Allowed to Format and eject remava... Administrators B
Dewces: Prevent users from installing printer... Enabled
H Restricted Groups Dewces: Restrict CD-ROM access to locally lo... Disabled
+ System Services Dewces: Restrick floppy access to locally log...  Disabled
8 Registry Dewces: Unsigred driver installation behavior Do nat allow installation
+- [ File System (5] Domain contraller: Allow server operators ta ... Mot defined
] rootsec Dumain controller: LDAP server signing requir,.. Mot defined
[c3 securede Domaln cortroller: Refuse machine account p... Mot defined
&2 SeCurews Domaln member: Digitaly encrypt or sign sec.., Enasbled
+ setup security Dﬂmain member: Digitally encrypt secure cha...  Enabled
= Tast Dﬂmain member: Digitally sign secure channe... Enabled
Dumain member: Disable machine account pa.., Disabled
Domaln memmber: Maximumn machine account ... 30 days
Domaln member: Require strong {Windows 2... Enabled
Interactive logon: Do not display last user na... Enabled 2
L T e S R Y el
) | || | &

Figure 12-2 Editing policies with the Security Template snap-in
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Policies in a template can be defined or undefined:
® When a policy is defined in the template, the policy’s value overwrites a com-
puter’s local policy setting when the template is applied to that computer.

e When a policy is undefined in the template, a computer’s local policy set-
ting remains in effect when the template is applied to that computer.

As shown in Figure 12-3, you can select a check box within each policy to
define that policy in the template. Clearing the check box makes the policy unde-
fined in the template.

Domain controller: Allow server operators to schedul... rz”gl

Template Security Policy Ssttmg‘ ‘

rg_ Domain controller: Allow server aperators to schedule tasks

Drefine this policy setting in the template
() Enabled
(%) Disabled

[ ok ][ Cancel J[ Apply ]

Figure 12-3 Defining a policy in a template

system, services, and user groups on your computer. Never apply
a template without investigating all of its settings with a tool
Never such as Security Configuration and Analysis.

@ Security templates can also define settings for the Registry, file

Security Configuration and Analysis

Security Configuration and Analysis enables you to work with the security settings
on a single computer using an intuitive GUI. Security Configuration and Analysis
enables you to work with security templates in a database, where you can analyze
them before applying them to your computers. Security Configuration and Analysis
enables you to perform the following tasks:

e Import security templates. You must import at least one security tem-
plate into the analysis database. However, if you import more than one,
the database merges the templates by default. This enables you to
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layer templates and review their combined result. To perform this task,
right-click Security Configuration and Analysis and select Import Template
from the pop-up menu.

e (lear database prior to import. When you import a template, you can tell
Security Configuration and Analysis to clear its database prior to the
import. Clearing the database enables you to start from scratch with the
new template, rather than layering it over the templates already in the
database.

e Analyze your system. Security Configuration and Analysis compares your
computer’s policy settings to the ones currently in the analysis database.
To perform this task, right-click Security Configuration and Analysis and
select Analyze Computer Now from the pop-up menu. The results of the
analysis are displayed in the MMC, as shown in Figure 12-4.

‘i Security - [Console Root\Security Configuration and Analysis\Account Policies\Password Policy] EE|E]
“ﬁ] File Action  Wiew Favorites  Window  Help = = x|
& = @mm 2

|_] Consale Rook
- @ Security Configuration and Analysis
29 accaunt Policies

-2 Password Palicy
£l g Aiccount Lockout Policy
i Local Policies
B g Event Log
-8 Restricted Groups
(C8 system Services
(8 Reqistry

(28 File System
[#)- @ Security Templates

FPolicy I Database Setting ] Cormputer Setting J

Enfurce password history 24 passwords reme,., 0 passwords remem...
Maximum password age 42 days 42 days

Mlmmum password age 2 days 0 days

Mlmmum password length 8 characters 0 characters
Passwnrd must meet complexity re... Enabled Disabled

Stnre password using reversible e...  Disabled Disabled

Figure 12-4 Reviewing analysis results
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e Note the icons next to each policy. These icons indicate whether or not
the policy, as defined in the database, is active on your computer. The
icons are as follows:

m A red “X” indicates that the policy values on your computer do not
match those in the database.

m A green checkmark indicates that the policy values on your computer
match the ones in the database.

m A question mark indicates that the policy is not defined in the database
and was therefore not analyzed.

®m An exclamation point indicates that the policy exists in the database
and does not exist on your computer.

e Edit the database. You can double-click any of the policy settings in the
database to change their values. Your edits affect only the database, not
the policies on your computer.

e Configure your system. This task applies the values in the analysis data-
base to your computer’s local policies. To perform this task, right-click
Security Configuration and Analysis and select Configure Computer Now
from the pop-up menu.

Secedit.exe

Secedit.exe is a command-line utility that enables you to perform most of the

same tasks as the graphical Security Configuration and Analysis tool. Secedit.exe

has four primary commands:

® Secedit /analyze performs an analysis. You must specify an existing
security database file using the /db parameter — for example, Secedit
/analyze /db mysecurity.sdb.

® Secedit /configure configures your computer with a security template.
You must specify a security database using the /db parameter.

e Secedit /export exports the security settings on your computer into a
template file. You must specify the output filename.

® Secedit /validate compares your computer to an existing template and
reports on any differences.
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More Than Just Policies

Security templates can define more than just policies, and Security
Configuration and Analysis makes it easy to work with the additional set-
tings a template can contain. Templates can define the following security
settings:

® Restricted groups. Templates can define restricted groups, such as the
local Power Users group, and define the membership of those groups. For
example, a template might specify that the Power Users group contain
no members. Security Configuration and Analysis then red-flags the
group’s name if analysis reveals that your computer’s Power Users group
contains members.

e System services. Templates can define the services that should be pre-
sent on a computer and define their startup values. You can make
servers more secure by stopping services that arent used. You might dis-
able the World Wide Web Publishing Service on servers that aren’t used
as Web servers, for example. Security Configuration and Analysis red-
flags any services that don’t match the template’s definition.

® Registry. Templates can specify Registry settings and security, and
Security Configuration and Analysis highlights any template-defined
Registry settings that don’t match your computer’s Registry.

o File System. Templates can define file security settings for files and
folders on your computer, and Security Configuration and Analysis high-
lights any security settings defined in the template that don't match the
security settings on your computer.

Although you can perform these tasks with Security Configuration and
Analysis, the graphical tool enables you to work only with a single computer at a
time. Because Secedit.exe is a command-line utility, you can use it in batch files,
which can be easily run on multiple computers, applying a security template to
each.
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World Metro Bank

World Metro Bank will create a number of standardized security templates
for their member servers, domain controllers, and even their client com-
puters. They'll use the Secedit.exe tool to apply the templates to the
appropriate computers.

Because World Metro Bank is concerned about security, theyll select poli-
cies that enforce strict security, even on local user accounts. Policies that
require long passwords, frequent password changes, and aggressive

account lockout will help ensure that the Bank’s network remains secure.

By applying these policies using Secedit.exe, the bank’s network admin-
istrators save a great deal of time and effort. Once the templates are
ready, they can be applied to an individual computer in a few seconds.

REVIEW

In this session, you learned how the Security Configuration Manager (SCM) con-
sists of several tools that can help you manage computers’ security policies and
other security settings. The Security Templates snap-in enables you to modify and
create security templates, which can be applied to computers. Security
Configuration and Analysis enables you to view templates’ settings and view the
result of multiple overlapping templates. Security Configuration and Analysis also
enables you to apply a set of templates to your computer. Secedit.exe duplicates
most of Security Configuration and Analysis” key functionality but works from a
command line, enabling you to perform analysis and configuration tasks from
batch files.

Quiz YOURSELF

1. How can you determine the effect of applying multiple different security
templates to your computer? (See “Security Configuration and Analysis.”)

2. What tool works from a batch file and makes it easier to automate the
application of security templates? (See “Secedit.exe.”)
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3. How can you create your own security templates? (See “Security
Templates.”)

4. Which predefined security template resets a computer’s security con-
figuration to the post-installation default values? (See “Predefined
templates.”)



SESSION

Networking with TCP/IP

Session Checklist

v How computers communicate by using TCP/IP
v How to configure Windows TCP/IP
v How to calculate subnet masks

One of the most important protocols is TCP/IP, which is actually a protocol
suite, or a collection of protocols that work together. TCP stands for
Transport Control Protocol, and IP stands for Internet Protocol.
30 Min. One of the reasons TCP/IP is so important is that just about every type of com-
To Go puter understands it. Whether you're using a UNIX computer, a Macintosh, a
Windows server, or a mainframe computer, you can usually rest assured that your
computer can talk to all of the others through TCP/IP protocols.
In this session, you'll learn how the various TCP/IP protocols work together, and
how to configure Windows Server 2003 to work correctly on a TCP/IP network.

P rotocols are the languages computers use to communicate with one another.
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How TCP/IP Works

TCP/IP is a fairly complex protocol when you look at all the different things it can
do, but it becomes pretty simple when you break it down. TCP/IP’s operation is
based on the configuration parameters that you program into your computers.
You program a computer with the following TCP/IP parameters:

An TP address that is unique on your network

A subnet mask

The IP address of a default gateway

The IP address of a name resolution server

Sending the data

When your computer needs to communicate with another computer, it usually
knows only the other computer’s name. That's all TCP/IP needs to jump into
action. Here’s how it works:

1. TCP/IP checks to see if it knows the IP address for the remote computer.
If it doesn't, it contacts a name resolution server and asks that server to
translate the computer name into an IP address. TCP/IP saves the IP
address for several minutes, so that it doesn’t have to ask the name reso-
lution server for help as often.

2. TCP/IP uses its subnet mask to determine whether or not the remote
computer is on the same subnet. A subnet is a single network that uses a
single range of IP addresses. I'll show you how subnet masks work in the
next section.

If TCP/IP determines that the remote computer is on the same subnet, it
follows these steps:

1. TCP/IP sends out a special query using the Address Resolution
Protocol (ARP). The query is read by all computers on the subnet,
and it contains a simple question: “Which one of you is using this IP
address?”

2. The computer using the IP address in the ARP query responds: “I'm
the one using it, and here is my physical address.” The computer
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includes its physical address in the reply. The physical address, also
called a Media Access Control (MAC) address, is burned into the com-
puter’s network interface card (NIC) by the manufacturer.

3. TCP/IP receives the ARP reply. TCP/IP now knows the remote
computer’s MAC address and can send data directly to the remote
computer.

If TCP/IP determines that the remote computer is not on the same sub-
net, it follows these steps:

1. TCP/IP sends the data destined for the remote computer to the
default gateway you configured.

2. The default gateway is usually a network hardware device called a
router, which is capable of connecting multiple subnets together.
The router accepts data from computers and forwards the data
to the appropriate subnet, based on the IP address of the data’s
destination.

Subnets and subnet masks

Clearly, one of the most complex tasks TCP/IP has to perform is determining
whether or not a given IP address is on the same subnet. The task isn't really that
complicated once you understand how TCP/IP uses its IP address and subnet mask.

An IP address looks something like this: 192.168.10.52. IP addresses always
contain four numbers from 0-255, separated by periods. A portion of the IP
address is called the network ID and acts as a unique identifier for a particular sub-
net. The rest of the IP address is called the host ID and uniquely identifies a par-
ticular computer or network device on that subnet. How can you tell which part of
the IP address is which? By using the subnet mask. A subnet mask looks a lot like
an IP address, with four groups of numbers: 255.255.255.0.

Remember, computers are binary devices that can think only in zeros and ones.
For the subnet mask to make sense, you have to translate it and the IP address
into binary.

You can switch the Windows Calculator into Scientific view, which
enables you to convert numbers from decimal to binary.
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Convert each of the four groups (called octets) of numbers into binary. For
example, an IP address of 192.168.10.41 and a subnet mask of 255.255.255.0 look
like this in binary:

Address or Mask 1st octet 2nd octet 3rd octet 4th octet
192.168.10.41 11000000 10101000 00001010 00101001

255.255.255.0 11111111 11111111 11111111 00000000

Everyplace you see a “1” in the subnet mask corresponds to the portion of the
IP address that is the network ID. Everyplace you see a “0” in the subnet mask cor-
responds to the portion of the IP address that is the host ID. So, in this example,
the network ID is 192.168.10, and the host ID is 41.

TCP/IP treats everything with an IP address that starts with 192.168.10 as if it
were on the same subnet. Any IP address that starts with something other than
192.168.10 is treated as if it were on a different subnet.

Basic TCP/IP Services

A number of the protocols in the TCP/IP suite are considered core protocols, which
means they are usually present on any network that uses TCP/IP. The core proto-
cols provide basic services that no network can do without. These services include

e Data transmission. Handled by two protocols: the User Datagram Protocol
(UDP) and the Transport Control Protocol (TCP). Computers use UDP when
they need to send a small packet of data and don't care if the remote com-
puter actually receives the data. Computers use TCP when a lot of data
needs to be sent because TCP allows the remote compute to reply, confirm-
ing its receipt of the data.

e Name resolution. Provided by the Domain Name System, or DNS, protocol.
DNS enables people to use easy-to-remember names like
www.microsoft.com and allows computers to translate those names to
numeric IP addresses. You'll learn more about DNS in Session 14.

e Windows Internet Name System (WINS). Older versions of Windows also
use WINS to translate computer names into IP addresses. Windows Server
2003 is compatible with WINS, and you'll learn more about it in Session 15.
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o Address Resolution Protocol (ARP). Provides address resolution. As you
learned in the previous section, ARP allows computers on a subnet to
determine the physical address of a computer that is using a specific IP
address.

e IP configuration. Provided by the Dynamic Host Configuration Protocol,
or DHCP. DHCP usually runs on a server and is responsible for issuing IP
addresses and other configuration information to client computers on the
same network. You'll learn about DHCP in Session 16.

e Application services. Such as Web servers and file transfer servers. Each
application uses a different TCP/IP protocol to accomplish its task. For
example, the HyperText Transport Protocol, or HTTP, is responsible for car-
rying Web pages across a TCP/IP network, while the File Transfer Protocol,
or FTP, is responsible for carrying file transfer traffic across the network.
You'll learn more about these and other application protocols in Session 17.

Designing services into a network

The basic TCP/IP services (WINS, DNS, and DHCP) aren’t automatically included in a
network because you usually install them on only one or two servers. That means
you have to decide which servers will run the various services, and you have to
make sure the services remain available to your network users.

Most organizations include two DNS servers on their network, so that if one
stops working, the other can continue servicing name resolution requests. Most
organizations also include two WINS servers for the same reason.

Most organizations also include two DHCP servers on their network, although
you have to be careful with that scenario. After all, you don't want the two servers
issuing the same IP addresses to different client computers, because that behavior
would cause your network to stop working correctly. Organizations usually config-
ure the two DHCP servers to each issue separate ranges of valid IP addresses.

If you're starting to add up the number of servers required, don't worry! Most of
the basic TCP/IP services can all be installed on a single pair of servers, so that
each server runs DNS, WINS, DHCP, and perhaps a Web or FTP server. Especially
large organizations may need more than one pair of servers to handle the workload
imposed by their users. Other organizations use multiple servers because their net-
work is spread across multiple geographic locations, and using separate servers for
each location can sometimes improve performance.
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You'll learn more about configuring DNS, WINS, DHCP, and Web
and FTP servers in Sessions 14 through 17.

TCP/IP services and Windows Server 2003

Some companies run their DNS and DHCP servers on UNIX-based computers.
However, Windows Server 2003 includes the software necessary to provide all of the
basic TCP/IP services to your network, so you don't need to purchase any other
operating systems. All of the basic TCP/IP services are included as separate instal-
lation options, enabling you to choose which Windows Server 2003 computers on
your network run those services.

To install any of the basic TCP/IP services, just run the Add/Remove Programs
utility from the Control Panel. Select the Add/Remove Windows Components
option, and then select the service you want to install:

e To install a Web server or FTP server, select Internet Information Services
(IIS). Modify the IIS installation option to include a Web server, FTP server,
or both, as appropriate.

e To install a DHCP server, select DHCP Service from the Networking options.
e To install a WINS server, select WINS Service from the Networking options.
e To install a DNS server, select DNS Service from the Networking options.

After installing a TCP/IP service on Windows Server 2003, you have to con-
figure the service. As you'll learn in Sessions 14-17, some services require more
configuration than others. Once the services are configured properly, you have to
configure your client computers to take advantage of the services. For example,
Windows client computers, including Windows 95, Windows 98, Windows Me,
Windows NT Workstation, Windows 2000 Professional, and Windows XP Professional
all enable you to configure the IP address of a DNS server and a WINS server, and
they all enable you to configure the operating system to use a DHCP server if one
is available.

Set up a DHCP server and configure your client computers to use
DHCP. You can then configure most other network options,
including the addresses of WINS and DNS servers, through the
central DHCP server, rather than configuring each client individu-
ally. Read Session 16 for more information.
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To DHCP or Not: The Argument

As you will learn in Session 16, the DHCP protocol, as its name implies, is
completely dynamic. That means a computer that uses DHCP might receive
a new IP address each time it restarts. That behavior doesn't present a
problem for client computers because very few other users are attempting
to access resources like files and printers on a client computer.

Users are always trying to access the resources on a server, though —
that’s the whole point of a server. Using DHCP to issue IP addresses to
servers can cause network problems because the server’s IP address can
change, making it difficult or impossible for client computers to connect
to the server. For that reason, many administrators prefer to manually
configure their servers’ IP address and other IP options.

Manual configuration, however, means having to manually reconfigure all
of your servers anytime something on your network changes, such as the
IP address of a DNS server or WINS server. In recent years, Microsoft has

taken major steps that make DHCP a completely viable option for servers:

® As you'll learn in Session 16, DHCP can be configured to always issue the
same IP address to a given computer through a reservation. This tech-
nique allows a server to always receive the same IP address but still
receive its other IP configuration information from the DHCP server's
centralized configuration database.

® On a network that uses only Windows 2000 or later computers, servers
whose IP addresses change are accommodated by Dynamic DNS. When a
server receives an IP address, it updates its name resolution records in
the DNS server automatically. Since Windows 2000 and later operating
systems all use DNS to translate computer names into IP addresses, the
server’s dynamic IP address doesn't cause a problem.

I recommend using DHCP to configure your servers’ IP address information
unless your servers are running an application that requires a static IP
address. For example, the DHCP Service itself can run only on a server
with a manually configured IP address (otherwise, it would have to some-
how issue an address to itself).
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Configuring TCP/IP

Windows Server 2003 requires you to configure its TCP/IP settings, just as you
would with any client computer on your network. You can manually configure all
of the TCP/IP settings, or you can have the server configure itself by using a DHCP
server on your network.

To configure the TCP/IP settings in Windows Server 2003, follow these steps:

1. Select Connect To from the Start menu, and then select All Connections.
Windows displays the Network Connections window, as shown in Figure
13-1. The window includes icons for all of your network connections.

% Network Connections 1Ol x|
File Edit “ew Favortes Tools Advanced Help | ﬂ"
OBk ~ €3 - (¥ | ) Search | Folders ‘ & G X 8 ‘ -
Address IQ Metwork Connections =] Go
Mame | Tvpe | Status Device Mamr
LAN or High-Speed Internet
L Local Area Connection LAM o High-Speed Inter...  Enabled AMD PCHET
Wizard
[Eiktiew Cornection Wizard | wizard
| | |
|2 objects 7

Figure 13-1 The Network Connections window

2. Locate the icon for your local area network (LAN) connection, right-click
it, and select Properties from the pop-up menu. Windows displays the
connection’s properties, as shown in Figure 13-2.
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_L Local Area Connection Properties ] 2l

General | Authentication I Advanced I

Connect using,

| B8 AMD PCMET Famiy PCI Ethernet Adapter

This connection uses the fallawing items:
= Bl s
O g Metwork Load Balancing

Q File and Frinter Sharing for Microsoft Metwarks

= Microsoft TCPAP version B T
1] |
Install... I Urinstall | Properties |
r~ Description
Allows your computer 1o access resources on a Microsoft
netwark.

I Showicon in notification area when connected

0K Cancel |

Figure 13-2 (onnection properties

3. Select the TCP/IP protocol from the list, and click the Properties button.
Windows displays the TCP/IP Properties dialog, as shown in Figure 13-3.

General | Alkernate Configuration

*fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, wou need ta ask your netwark administratar
For the appropriate IF settings,

" Use the Following IP addr

IP address: " . .
Subnet mast i . 3
Default gateway: ; ; 5

" Ohtain DNS server address automatically

—(+ Lsg the following DNS server addresses:
Preferred DNS server: 122, 0 .0 .1

Alternate DS server: 192,165 . 247 . 2

Advanced,., |
|

Figure 13-3 TCP/IP Properties
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The TCP/IP Properties window gives you several options:

m Select the “Obtain an IP address automatically” button to have the
server use DHCP to obtain an IP address. If you select this option, you
can also select the “Obtain DNS server address automatically” button,
and the server obtains DNS server information from the DHCP server.

m Select the “Use the following IP address” option and manually configure
an IP address, subnet mask, and default gateway. If you select this
option, you must also provide the IP addresses of your network’s DNS
servers.

4. Click the Advanced button to display the Advanced TCP/IP properties dia-
log box, and select the WINS tab, as shown in Figure 13-4. You can con-
figure the IP addresses of one or two WINS servers that the server should
use for name resolution.

Advanced TCP/IP Settings 3 2l x|

1P Settings | DNS WIS | Options |

WINS addresses, in order of use:

[
[

Add... Editi» | Remoye |

If LMHOSTS lookup is enabled, it applies to all connections For which
TCRJIP is enabled.

¥ Enable LMHOSTS lookup Import LMHOSTS. . |

WetBIOS setking

& Defaul:
Use MetBIOS setting from the DHCP server, If static IP address
is used or the DHCP server does not provide NetBIOS setting,
enable MetBIOS aver TCRIP,

€ Enable NetBIOS over TCRIP
" Disable MetEIOS over TCP/IP

Cancel
Figure 13-4 WINS properties

If your network contains older Windows clients, then you should
configure Windows Server 2003 with the address of a WINS
server. Otherwise, those older clients may be unable to locate

the server by name.




Done!

Session 13 — Networking with TCP/IP m

REVIEW

In this session, you learned how computers use TCP/IP to communicate over a net-
work. You also learned how TCP/IP works, and how the basic TCP/IP services pro-
vide the necessary features for TCP/IP to function on a network. You learned how
Windows Server 2003 provides the necessary software to implement the basic
TCP/IP services, and you learned how to configure the TCP/IP settings on a
Windows Server 2003.

Quiz YOURSELF

1. What are the four TCP/IP settings you have to configure on a Windows
Server 2003? (See “How TCP/IP Works.”)

2. What TCP/IP protocol translates IP addresses into MAC addresses?
(See “How TCP/IP Works.”)

3. Which TCP/IP protocols translate computer names into IP addresses?
(See “Basic TCP/IP Services.”)

4. How can you configure Windows Server 2003 to obtain IP address and
configuration information from a DHCP server? (See “Configuring
TCP/IP.")

5. How can you configure a Windows Server 2003 to use DHCP, and still
ensure that it always receives the same IP address? (See the sidebar
“To DHCP or Not: The Argument.”)
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key TCP/IP network services required by all TCP/IP-based networks. DNS pro-

vides name resolution services, allowing computers to translate human-
friendly names like www.microsoft.com into TCP/IP addresses like 192.168.34.214.
In this session, you'll learn how DNS works, and how to install and configure
Microsoft’s DNS Server software, which is provided with Windows Server 2003.

A s you learned in Session 13, the Domain Name System (DNS) is one of the

How DNS Works

DNS is a database that is designed to cross-reference names and IP addresses. Like
any database, DNS is built on a set of records. Each record cross-references a single
name to an IP address. Most DNS servers require an administrator to manually
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maintain these records, but newer DNS servers like the Microsoft DNS Service
support Dynamic DNS, which allows computers to register their own name-to-IP
address cross-references. Dynamic DNS can thus save administrators a tremendous
amount of manual labor.

DNS records

DNS can contain several different types of records. Each record type supports a
specific type of name resolution. The most common type of record is the A record,
which cross-references a computer name to an IP address. A records are also
referred to as host records because each one represents a specific computer, or
host.

DNS supports a number of other record types for other purposes, including the
following:

e SOA records. Record a DNS server’s Start of Authority. The SOA indicates
that a DNS server is authoritative for a particular domain name. For exam-
ple, if a DNS server contains an SOA record for iridisconsulting.com,
then the DNS server knows it is the only legitimate source for resolving
names in that domain. A DNS server never forwards name resolution
requests for a domain that it has an SOA record for. I'll explain DNS for-
warding in the next section.

e MX records. Contain information about a domain’s mail exchangers, or
mail servers. When you send an e-mail to somebody at Yahoo!, for exam-
ple, your e-mail server contacts the DNS server for the yahoo.com domain.
Yahoo's DNS server provides its MX records, which tell your e-mail server
the names of Yahoo's e-mail servers.

® CNAME records. Provide a canonical name, or nickname, for a computer.
CNAME records contain a nickname, such as “www,” and the real name of
the server that responds to that nickname. Computers can obtain the
server's IP address by querying DNS for the host record that matches the
server's real name.

® SRV records. List network services and the servers that provide them. For
example, Active Directory domain controllers register SRV records in DNS,
which allows client computers to easily find a domain controller. SRV
records contain the name of the service offered and the host name of the
server that is offering them.
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DNS servers support a number of other record types used for spe-
cialized purposes. You can consult the Windows DNS Server’s
online help for more information on the other record types it

Note supports.

The DNS process

DNS is a hierarchical, distributed name resolution system. That means a single
name resolution request may involve several servers, each one providing a piece of
the puzzle. The easiest way to understand how the DNS name resolution process
works is to look at an example. Imagine that you're using a home computer, which
is dialed into an Internet Service Provider (ISP). You fire up your Web browser and
type www.google.com into the address bar. Here’s what happens:

1. Your computer sends a DNS request for www.google.com to your ISP’s
DNS server. Remember, your computer is configured with the IP address
of your ISP’s DNS server. Your ISP usually configures that information
dynamically, so that your computer always has the correct address.

2. Your ISP’s DNS server doesn’t have an SOA record for the com domain or
the google.com domain, so it knows it has to forward the request to
another server. Your ISP’s DNS server does have a list of the top-level
domain (TLD) servers, so it forwards your request for www.google.com to
a server that handles the com domain.

com is one of many TLDs, including org, edu, gov, mil, tv, us,
and so forth. Each TLD is assigned to one or more standard DNS

servers that handle requests for the TLD. The TLD DNS servers are
Note maintained in part by public funding, since those servers help
make the Internet possible.

3. The TLD server can't resolve the full name www.google.com, but it does
know the IP address of the DNS server that is authoritative for
google.com. In other words, the com DNS server knows the IP address of
the DNS server that handles the google.com namespace.

4. Your ISP’s DNS server saves the IP address of the google.com DNS server
for future use (this behavior is called caching). Your ISPs DNS server then
contacts the google.com DNS server, sending your original request for
www.google.com.
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5. The google.com DNS server looks up www in its database and finds an A
record that lists the IP address for www. The DNS server returns that IP
address to your ISP’s DNS server.

6. Your ISP’s DNS server saves the IP address for www.google.com in its
cache for future use and sends the IP address to your computer in a DNS
reply.

7. Your computer uses the HTTP protocol to contact the IP address returned
by your ISP’s DNS server and begins downloading the Web page you
requested.

This process happens millions of times every minute on the Internet. Most com-
puters cache DNS replies for a short period, so that, for example, your computer
doesn't have to contact your ISP’s DNS server every time it needs to contact
www.google.com. Your computer retains the DNS reply for several minutes, which
speeds up Internet access.

Dynamic DNS

The DNS Service included with Windows Server 2003 supports Dynamic DNS, which
helps alleviate the need to manually configure host records. Client computers that
are Dynamic DNS compatible (including Windows 2000, Windows XP, and Windows
Server 2003) register their own host records when they start up.

Dynamic DNS allows your DNS server to maintain accurate host records even
when hosts are receiving dynamic IP addresses through Dynamic Host
Configuration Protocol (DHCP). When a computer receives a new IP address, it con-
tacts the Dynamic DNS server and updates its own host record.

You can use non-Microsoft DNS servers to support Windows
Server 2003, provided they support Dynamic DNS. Dynamic DNS

is a key requirement for Windows Server 2003-based networks to
Note function properly.

Setting Up DNS

Windows Server 2003 does not automatically install its DNS Server. You need to
install the DNS Service and then configure it before you can begin using it on your
network.
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Installing DNS

To install the DNS Service on Windows Server 2003, follow these steps:

. Open the Control Panel from the Start menu.

Double-click Add/Remove Programs.
Click Add/Remove Windows Components.
. Place a checkmark next to Network Services, and click the Details button.

U'I-I-\?UNI—\

. As shown in Figure 14-1, place a checkmark next to the network services
you want to install, such as the DNS Service.

Networking Services ommentst @

Ta add or remaowe & companent, click the check bow. & shaded box means that anly part
of the component will be installed. To see what's included in a component, click Details,

Subcompanents of Netwarking Services:

& COM Intemet Services Prowy 0.0ME
v Domain Name System [DMS] 15ME
Dynamic Hast Configuration Pratocal [DHCP] 0.0ME

B |ntermet Authentication Service 0.0ME
QS Adrission Contral Service 0.0ME
[ S\mple TCPAP Services 00ME
B findows Intemet Mame Servics (WINS) 09ME ¥

Description:  Enables DCOM (Distibuted Companent Object Model] to avel aver
HTTF via the Intemet Information Server [I15).

Total disk space required: 2BMB Detaie

Space available on disk: 15162.8 MB

Figure 14-1 Installing the DNS Server software

Once you are finished installing the DNS Service software, you can begin config-
uring it for use on your network.

Make sure your Windows Server 2003 computer has a static IP
. address before you start using the DNS Service. Client computers
cannot use DNS reliably if the server has a dynamic IP address.

Note

Configuring DNS

You manage the DNS Service using a Microsoft Management Console (MMC) snap-in.
When you install the DNS Service, Windows automatically adds an icon for the DNS
Server Manager to the Start menu, under the Administrative Tools folder.

Launch the DNS Manager, and then follow these steps to configure the DNS Server:
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1. Right-click the server's name in the left pane of the MMC. Select
Configure a DNS Server from the pop-up menu.

2. Select the appropriate scenario for your DNS server. Most organizations
need the “Medium office/large office” option, which allows the server to
be authoritative for a domain.

3. Select Yes to allow the Wizard to create a new forward lookup zone.

Zones contain DNS records and represent a single domain. Forward lookup
zones allow client computers to translate names to IP addresses; a reverse
lookup zone translates IP addresses to computer names.

4. Create a primary zone if this is your first DNS server. A secondary zone
depends on an already existing primary zone. Secondary zones allow
more than one DNS server to be authoritative for a single domain, since
the secondary zones are just copies of a master primary zone.

Type your domain name.

6. Accept the default for the new zone file, unless you want the DNS server

to use a zone file from another DNS server.

7. Select the appropriate option to allow or not allow dynamic DNS updates.

Types of Zones

Windows Server 2003 stores DNS records in one of two places: a zone file or
Active Directory. When the DNS Server is running on an Active Directory
domain controller, you can choose either type of storage; when DNS isn't
running on a domain controller, you have only the option to use zone files.

Zone files are simply text files that store the DNS records for the zone.
Most non-Windows DNS servers use zone files. Active Directory-integrated
zones store DNS records right in Active Directory (AD). AD-integrated
zones can take advantage of AD’s fault tolerance and replication. For
example, if a zone file becomes corrupted, the DNS server is useless. AD-
integrated zones, however, are copied to every domain controller in a
domain. That means no single server is responsible for protecting the zone
data, and that any domain controller can become a DNS server if you
install the DNS Service software.

I recommend using AD-integrated zones whenever possible. Use zone files
only if you can't run the DNS Service software on a domain controller.
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8. Select the option to skip creation of a reverse lookup zone. Reverse
lookup zones allow DNS clients to look up a computer’s IP address by
using its name; you can create a reverse lookup zone later if you need
that functionality on your network.

9. Select the appropriate option to forward DNS requests. Generally, you
should configure your DNS server to forward requests to your ISP’s DNS
server. That way, your server can use request forwarding to provide name
resolution for servers outside your organization.

The Wizard finishes setting up the DNS Service. Once it’s done, you can begin
adding DNS records or allowing Dynamic DNS clients to create their own records.

Managing DNS

The DNS Manager snap-in enables you to create, delete, and modify the DNS
records in your zones. You can also view the dynamic records that client computers
create in your zone, although you won't need to manually manage those records.
DNS Manager also enables you to manage multiple Microsoft DNS servers by con-
necting to them. To connect to a new DNS server, just right-click on DNS in the
left pane of the MMC and select Connect to Computer. Type the computer name,
and DNS Manager adds that DNS server to the list.

DNS Manager displays all of the records in an individual zone, as shown in
Figure 14-2.

= dnsmgmt - [DNSYWINNETAS\Forward Lookup Zones¥iridisconsulting.c... E]@@

ﬁ‘ File  action  View Window  Help ‘_ =l e
I EET - IEIEEL |
2 oS itidisconsulting.com 5 record(s)
= WINNETAS e e B
@ Evant leeliNaLu z (same as parent Falder) Start of Auth...  [1], winnetas.,
= i"'ulr O (same as parent folder) Mame Server winnetas,
idisconsulting. com [l b
-0 Reverse Lookup Zones WW;N :DSE 1221:221;
mai o 660,
£ | >

Figure 14-2 Managing a DNS zone
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DNS Manager enables you to perform several management tasks:

® To create a new record, right-click the zone folder and select the type of
record you want to create. If the record type you need isn't listed on the
pop-up menu, select Other New Records. As shown in Figure 14-3, you can
then select from any of the supported DNS record types.

Resource Record Type Comments? @
Select aresource record tupe:
Foute Thluuih ~

Signature

Text

Wwel Known Services
=25

=l

Drescription;

Service [SRY) record. Allows administrators to use several servers for a
single NS domain, to easily move a TCP/IP service from one host to
another host with administration. and to designate some service
pravider hosts as primary servers for a service and other hosts as
backups. DMS clients that use a SRY-lype query ask for a specific
TCP/P service and protocol mapped to a specific DNS domain and
receive the names of any available servers. [RFC 2052)

Create Fecord... I Cancel I

Figure 14-3 Creating new DNS records

e To delete a record, right-click it and select Delete from the pop-up menu.

client that registered the record won't try to modify it in the

future. Dynamic records should be managed only by the computer
Never that created them.

@ Don't delete dynamically created records unless you're sure the

e To modify a record, double-click it. As shown in Figure 14-4, Windows dis-
plays a dialog box that enables you to edit the record’s properties. The

appearance of the dialog box changes depending on the type of record
you're editing.

If your network primarily consists of Windows 2000 Server and
Windows Server 2003 computers, you won't need to spend much
time managing your DNS records. Those computers are capable of
managing their own DNS records through Dynamic DNS.
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mail Properties

Host 4] |
Parent domain:
Iirid\scnnsultmg com
Hast [uses parent domain if left blank):
IP address:
|1 92 188 0 10

I™ Update associsted painter (PTR] record

oK I Cancel | Apply |

Figure 14-4 Editing DNS records

Placing DNS Servers

Deciding where to place DNS servers on your network can be tricky. If
you're not using AD-integrated zones, you have to place a single primary
DNS server and one or more secondary servers as appropriate to handle
your user traffic. Figuring out how many DNS servers to use can be
challenging.

Using AD-integrated zones makes it easier to decide where to place DNS
servers. Remember that only domain controllers can be DNS servers in an
AD-integrated zone. You don't want to make every domain controller a
DNS server, though, because the DNS software does lower a server's perfor-
mance somewhat. Also keep in mind that each domain requires its own
DNS server.

Large organizations like World Metro Bank generally install DNS on a
domain controller in their headquarters. In the bank’s case, they would
install one in their American and European headquarters. Because the
bank is using a delegated domain structure, theyll also install DNS on a
single domain controller in each domain.
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REVIEW

In this session, you learned how to install, configure, and manage the Windows
Server 2003 DNS software. You also learned how DNS works, and how the various
types of DNS record work to provide name resolution services to client computers.
You also learned how DNS request forwarding works, and how the distributed
nature of DNS allows multiple DNS servers to work together to resolve DNS queries.

Done!

Quiz YOURSELF

1. What type of DNS record tells an e-mail server the name and IP address of
your e-mail server? (See “DNS records.”)

2. What tool do you use to administer Windows Server 2003’s DNS software?
(See “Managing DNS.”)

3. How can you reduce the amount of manual DNS configuration in your
organization? (See “Dynamic DNS.”)

4. How does your ISP’s DNS server resolve DNS queries for Internet
addresses? (See “The DNS process.”)
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resolves) Internet names into IP addresses. Windows 2000 and Windows

Server 2003 use DNS as their primary means of name resolution. Older ver-
sions of Windows, however, use the Windows Internet Name System, or WINS, as
their primary means of name resolution. Windows Server 2003 includes the WINS
Service to support those older operating systems.

A s you learned in Session 14, the Domain Name System (DNS) translates (or

How WINS Works

Beginning with Windows 2000, computers running a Windows operating system pri-
marily used Internet-style computer names, which is why they use DNS as their pri-
mary means of name resolution. Prior to Windows 2000, however, Windows operating
systems used a NetBIOS computer name. DNS servers don't work with NetBIOS names,
and so Microsoft provided the WINS Service to resolve NetBIOS names to IP addresses.
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WINS, DNS, NetBIOS, and Internet Names

Ever since the first computer networks were created, users have needed to
locate computers and network resources by using names. When the
Internet became ubiquitous in the early 1990s, the Internet’s technique
for name-to-address resolution — DNS — became popular, and operating
system manufacturers like Microsoft started building DNS (and other
Internet protocols) into their products.

Before the Internet became common, however, users still needed a way to
address computers and resources by name. One of the earliest network
protocols included with the Windows operating systems was NetBIOS,
which allowed computers to be configured with names of up to 15 charac-
ters. When the TCP/IP protocol was added to the Windows operating sys-
tems, WINS was introduced to resolve NetBIOS names to IP addresses.

As the Internet became more and more popular, Microsoft decided to use
Internet-style host names as the primary computer name for Windows
operating systems, starting with Windows 2000. To provide backward com-
patibility with older versions of Windows, Windows 2000 (and Windows
Server 2003) computers still have a NetBIOS name.

Windows 2000 and Windows Server 2003 work fine with WINS. However,
they always try to resolve names using DNS first, so they rarely actually
use WINS to resolve names on a properly configured network.

Name registration

When you configure a Windows-based computer with the IP address of a WINS
server, the computer starts using the WINS server on its next reboot. The first
interaction between a WINS server and a client computer is name registration.
Here's how it works:

1. The client computer contacts the WINS server and sends the client com-
puter’s NetBIOS name and IP address.

Note that the client computer sends this information after using the
Dynamic Host Configuration Protocol, or DHCP, to receive an IP address, if
necessary. You'll learn more about DHCP in Session 16.
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2. The WINS server checks its database to see if another computer has
already registered the client’s NetBIOS name. If no other computer has
done so, then the WINS server adds the client’s computer name and IP
address to the database, along with a lease time (more on that later).

If the client’s NetBIOS name has already been registered, then the WINS
server sends an error message to the client computer. The client com-
puter then warns the user of the conflict by displaying an error message.

3. Al WINS servers are configured with a lease time, which is the length of
time a computer can use a NetBIOS name without re-registering it. Once a
computer successfully registers a name, WINS responds with the length of
the lease.

4, After half of the lease time has passed, the client computer contacts the
WINS server to renew the lease. This process continues until the client
computer is shut down.

WINS registration occurs even if the client computer has a static

IP address.

Note

WINS ensures that every computer’s NetBIOS name and IP address is listed in its
database. If a name registration lease expires, WINS removes the entry from its
database, helping ensure that the database remains up-to-date at all times.

WINS name registration works a lot like Dynamic DNS name reg-

istration, which you learned about in Session 14.

Note

Name resolution

When a client computer needs to resolve a NetBIOS name to an IP address, it sends
a name resolution request to a WINS server. The WINS server checks its database
and returns any name-to-IP address mappings that it finds.

GT UOLSS3S
uooutdyyy Aepinles — IIf Med



20 Min.
To Go

Saturday Afternoon

WINS: Not Just for Computer Names

Computer names aren't the only thing a WINS server keeps track of. User
names, Windows NT domain names (including the downlevel NetBIOS
domain names supported by Active Directory domains), and workgroup
names are all registered with WINS servers.

All of these NetBIOS names are limited to 15 characters, although WINS
actually keeps track of 16 characters. The sixteenth character indicates
the type of the name: user, domain, workgroup, or computer. When a
computer sends a WINS name registration, it includes its own name, the
name of any user logged on to the computer, and the name of its domain
or workgroup.

Those extra name registrations help NetBI0OS-based services (like the
Messenger service, which allows computers to send pop-up messages to
users or other computers) to find the IP address associated with a user,
a domain, or a computer.

Configuring WINS

You can install the WINS Service on any Windows Server 2003 computer. After
installing the WINS Service, you need to configure your client computers and other
services to use it.

Installing WINS

To install the WINS Service on Windows Server 2003, follow these steps:

1. Open the Control Panel from the Start menu.

2. Double-click Add/Remove Programs.

3. Click Add/Remove Windows Components.

4. Place a checkmark next to Network Services, and click the Details button.
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ured with a static IP address. If you try to do so, Windows dis-
plays an error message warning you that a client computer will

tees be unable to use the WINS server until you configure it with a
static IP address.

@ You cannot install WINS on a server unless that server is config-

5. As shown in Figure 15-1, place a checkmark next to the network services
you want to install, such as the WINS Service.

Networking Services Ats: E]

Ta add or remaowe & companent, click the check bow. & shaded box means that anly part
of the component will be installed. To see what's included in a component, click Details,

Subcomponents of Networking Services:

= & COM Int iy 0.0ME Eal

v omain Name System [DNS] 15MB
ynamic Host Configuration Pratecol (DHCP) 0.0ME
nternet Authentication Service OOME

oS Admigsion Control Service 0.0ME

[l (= Simple TCPAF Services 00ME

B findows Intemet Mame Servics (WINS) 09ME ¥

Description:  Enables DCOM (Distributed Component Object Model] to tavel aver
HTTF via the Intemet Information Server [I15).

Total disk space required: 2BMB
Space available on disk: 15162.8 MB

Details

Figure 15-1 Installing the WINS Service software

Once you are finished installing the WINS Service software, you can begin con-
figuring your client computers to use it.

Configuring computers to use WINS

You have to configure your client computers to use WINS, by configuring them
with the IP address of a WINS server.

You can configure client computers with two WINS server
addresses. If the first server is unavailable, the client automati-
cally tries the second one.
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How you configure client computers depends on what version of Windows
they're running; follow these steps to configure a Windows XP Professional
computer:

1. Open All Connections from the Settings folder on the Start menu.

2. Right-click the Local Area Network icon and select Properties from the
pop-up menu.

3. Double-click TCP/IP Protocol.

4. Click the Advanced button and then the WINS tab, as shown in Figure 15-2.

Advanced TCP/IP Settings 21
| IP Settings ” DNS | WINS Dplions‘

WINS addresses, in order of use:

4
2l

L Add J[ Edi... ][ Femove J

IFLMHOSTS lookup iz enabled, it applies to all connections for which
TCPAP is enabled

[¥] Enable LMHOSTS lookup Impart LMHOSTS...
MetBI0S setting
O Default:

Use NetBIOS setting from the DHCP server, |f static [P address is
uzed ar the DHCP server does nat pravide MetBIOS setting,
enable MetBIOS over TCPAP.

(%) Enable NetBIOS aver TCPAP
() Disable NetBIOS over TCPAP

Figure 15-2 Configuring client computers to use WINS
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Managing WINS

You manage WINS by using the WINS snap-in to the Microsoft Management Console
(MMC). The snap-in enables you to view the WINS database of name-to-IP address
mappings, create static WINS entries, and manage WINS replication. The snap-in is
shown in Figure 15-3.

SWINS =l B
File Action ‘“iew Help
& o Blm| @

[ wins WINNETAS [192,168.131 67]
-3 server Status Configuration Folders For "WINNETAS' | Description
g @ SRR [_H active Reqistrations Mame entries in the WINS Databas

[ 4 Active Registrations

i g Replication Partners CBRepI\catmn Partners Servers that this WINS server repli

| | |
Figure 15-3 The WINS management snap-in

The WINS database

The WINS database contains all of the name-to-IP address mappings in a WINS
server. To display mappings in the database, right-click the Active Registrations
folder and select Display Records from the pop-up menu. Windows displays the
Display Records dialog box, shown in Figure 15-4, which enables you to specify
search criteria for the records you want to display. For example, you might want to
display records containing a certain name or IP address.
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Display Records 2] =l

Record Mapping | Recard Dwners I Record Types |

[¥ Filter records matching this Name pattem:

|SEHVEH

IV Filter records matching this [P address:

192,168, 0 .10

I” Malch the |P address hased on this subnet mask:

e

Displaving the records from the 'WINS database is a potentially long and
1esource intensive operation. T he response time is much improved if the
database is fitered either by a specific name prefix or by a unique awner.

Enabling result caching makes subsequent queries faster but increases the
memory consumption.

I” Enable result eaching

Cancel
Figure 15-4 Displaying WINS records

Static WINS entries

Some environments may require you to create static WINS entries. For example, if
your network contains servers that are not WINS compatible, as well as older ver-
sions of Windows that rely on WINS for name resolution, then you may need to
manually create WINS entries for those servers so that the clients can find them.

cally registering itself with WINS. If you do, you’ll create a name
conflict that may prevent other computers from properly resolv-
Never ing the first computer’s name.

@ Do not create static entries for any computer capable of dynami-

You should use static WINS entries only when absolutely necessary because it's
very easy to forget that they're in the database. If you change the IP address for a
computer that has a static WINS entry, you need to remember to update the WINS
entry yourself, or that computer may be inaccessible to the rest of the network.

To create a static WINS entry, follow these steps:

1. Right-click Active Registrations and select New Static Mapping from the
pop-up menu.

2. Enter the computer name and IP address for the static mapping. Select
the appropriate mapping type (use Unique if the static entry represents a
computer).

3. Click OK.
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WINS replication

Replication enables you to have multiple WINS servers on your network. For exam-
ple, if your network spans two different offices, you might want to include a WINS
server in each office to provide faster WINS services to the users in each office.

Normally, the problem with having multiple WINS servers is that they don't
share name-to-IP address mappings. Consider World Metro Bank, which plans to
include WINS servers in several of their offices. The users in each office will be
configured to use their local WINS server. Users in the Houston office, however,
wouldn't be able to resolve the IP addresses of computers in the Dallas office,
because the Houston WINS server wouldn't contain entries for Dallas computers.
WINS replication is designed to solve that problem, by copying the WINS records
from one WINS server to one or more other WINS servers, ensuring that all of the
servers contain the same records.

To enable replication between WINS servers, follow these steps:

1. Right-click Replication Partners and select New Replication Partner from
the pop-up menu.
2. Enter the name of the WINS server you want to replicate with, and click OK.

WINS adds new replication partners as push/pull partners, which means both
WINS servers will send records to one another and request new records from one
another. You should normally leave replication partners configured for push/pull
operation, unless you are upgrading from Windows NT 4.0 and you need to dupli-
cate a different replication configuration.

REVIEW

In this session, you learned about NetBIOS computer names and how WINS resolves
those names to IP addresses. You learned how to install WINS on a server, and how
to configure servers and client computers to use WINS. You also learned how to
manage WINS, including examining the WINS database and creating static WINS
entries in the WINS database.
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Quiz YOURSELF

1. How can you allow WINS client computers to look up the IP addresses of
non-WINS computers? (See “Static WINS entries.”)

2. What should you configure if you have more than one WINS server on
your network? (See “WINS replication.”)

3. How do you configure client computers to use a WINS server?
(See “Configuring computers to use WINS.”)

4. What name-to-IP address mappings, aside from computer names, does
WINS provide? (See “WINS: Not Just for Computer Names.”)
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v How to manage the Dynamic Host Configuration Protocol

settings of each computer can be very time-consuming. Very large compa-

nies could easily employ several people full-time just to keep up with
TCP/IP configurations — an expensive proposition! Fortunately, the Dynamic Host
Configuration Protocol, or DHCP, exists to help automate TCP/IP configuration.

0 n a network with thousands of computers, manually configuring the TCP/IP

How DHCP Works

DHCP is a client-server process, which means that client computers must communi-
cate with a central DHCP server in order to obtain their TCP/IP configuration infor-
mation. Client computers running Windows operating systems can be set to use
DHCP or to use manually-configured TCP/IP information.
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When discussing DHCP, the term “client” refers to any computer
that uses DHCP to obtain TCP/IP configuration information. DHCP
clients may include server operating systems like Windows Server

Note 2003, as well as clients like Windows XP Professional.

When a client computer is configured to use DHCP, here’s how it obtains its

TCP/IP configuration:

1.

When the client computer starts, it realizes that it doesn't have an IP
address or other IP settings but is instead configured to use DHCP.

The client computer broadcasts a DHCP request packet. All computers on
the local subnet receive the broadcast, but only a DHCP server recognizes
the request and processes it.

For subnets without a DHCP server, you can configure your
routers to pick up the DHCP request packet and forward it to a

subnet that does have a DHCP server. This technique enables you
Note to use a single DHCP server for multiple subnets.

The DHCP server selects an available IP address from its database. The
address matches the subnet that the DHCP request came from, ensuring
that the client will be able to use the address.

The DHCP server sends a DHCP offer packet to the client’s physical
address. The offer includes the IP address the DHCP server selected, as
well as other configuration information, like the IP addresses of the DNS
server that the client should use.

The DHCP client acknowledges receipt of the IP configuration information
and begins using the new settings. The IP address the client received is
leased from the DHCP server for a specific period of time.

When 50 percent of the lease time has expired, the DHCP client sends a
DHCP renew packet to the DHCP server. The server renews the DHCP lease,
allowing the client to continue using the IP configuration it already has,
without performing another DHCP request.

DHCP servers can issue many different IP settings to DHCP clients. An adminis-

trator must configure those settings on the DHCP server. The settings can include:

® The IP address of one or more DNS servers

® The IP address of one of more WINS servers
e The IP address of the default gateway

e The domain name that client computers should use
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If a DHCP server receives a DHCP request but doesn’t have any IP addresses
available to issue to the DHCP client, then the DHCP server sends the client a DHCP
non-acknowledgment, or DHCP nack. The DHCP nack tells the client that no IP
configuration is available, and the client computer has to take other steps to
obtain IP address information.

Most client computers temporarily disable their TCP/IP protocol

when they receive a DHCP nack, preventing the computer from
communicating with the TCP/IP protocol.

Note

DHCP in the World Metro Bank

While a single DHCP server can serve an almost unlimited number of sub-
nets, especially large organizations will want to have more than one DHCP
server. World Metro Bank wants to have more than one DHCP server in
case one should fail.

Having more than one DHCP server is no problem provided you follow
some basic guidelines:

® No two DHCP servers should issue the same IP addresses. If they did,
they might issue the same address to two different clients, causing con-
flicts on the network.

e When a client sends a DHCP request, multiple DHCP servers may respond,
since DHCP servers don't communicate with one another to coordinate
DHCP information.

® DHCP servers should be configured with the same IP settings, so that
clients receive the correct settings no matter which DHCP server
responds to their DHCP request.

World Metro Bank plans to include two DHCP servers in all of its major
offices. While they could use a single pair of servers, they want to avoid
placing too much workload on a single pair. The bank will configure its
routers so that DHCP requests aren't forwarded over wide area network
(WAN) connections in offices that have their own DHCP servers. That
router configuration will ensure that DHCP clients use only their local
DHCP servers, rather than contacting DHCP servers in another office across
the WAN.
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Configuring DHCP

Although DHCP centralizes and automates the configuration of your DHCP client
computers, the DHCP server itself isn't automatically configured. You have to man-
ually configure the server with information about your network, so it can issue
that information to DHCP clients.

Installing DHCP

To install the DHCP Service on a Windows Server 2003, follow these steps:

1. Ensure that the server is using a manually configured TCP/IP address. A
DHCP server cannot use DHCP to obtain IP addressing information; that
information must be configured by an administrator.

Launch Add/Remove Programs from the Control Panel.
3. Click on Add/Remove Windows Components.

Select the Network Services item, and then click Details. Windows dis-
plays the network services that you can install. Place a checkmark next
to the Dynamic Host Configuration Protocol, as shown in Figure 16-1.

Networking Services

To add ar remaove a component, click the check box A shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details
Subcomponents of N ervices:

S COM Internet oy noMe &l
(] = D omain Nam: MS) 15HME

Dynam\c Host Configuration Protocal [DHCP) 00ME
Inlemet Authentication Service 0.0ME
Qo5 Admission Control Service 0.0ME
(¥l Simpla TCPAP Services 00ME
3 wwindows Intermet Name Servios [wINS) 09Me ¥

Description:  Enables DCOM (Distributed Component Object Model] ta travel over
HTTP wia the Intermet Information Server [115),

Total disk space required: 2BMB Detais

Space available on disk: 15162.8 MB

Figure 16-1 Installing the DHCP service

5. Click OK, and then click OK again. Windows may prompt you to insert the
product CD while it installs the DHCP service.

After you install the DHCP service, you can create an initial DHCP configuration.
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Authorizing DHCP Servers

As you might expect, unauthorized (or rogue) DHCP servers can cause
problems on your network. Unauthorized servers might respond to DHCP
requests and issue inaccurate IP configuration settings, causing the client
computers on your network to stop functioning correctly.

Windows 2000 and Windows Server 2003 include features to help stop
unauthorized DHCP servers. Whenever the DHCP service starts on a
Windows 2000 or Windows Server 2003 computer that belongs to a domain,
the DHCP service checks the domain’s Active Directory to see if that server
is on a list of authorized DHCP servers. If the server isn't on the list, the
DHCP service shuts itself down.

Unfortunately, this feature doesn’t work when the DHCP service starts on
a standalone server that isn't a member of a domain, nor does the feature
stop Windows NT computers or non-Windows computers from starting an
unauthorized DHCP server.

To authorize a server in your domain to run the DHCP service:

1. Launch Active Directory Users and Computers.
2. Locate the server in your Active Directory tree.

3. Right-click the server and select Authorize DHCP Server from the pop-
up menu.

9T uoLSSas
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Setting an initial DHCP configuration

Your DHCP server's initial configuration should include the following:

e One or more scopes. Each scope represents a single subnet on your net-
work and includes a range of IP addresses that are valid on that subnet.
DHCP draws from that range of addresses when it responds to client
requests from that subnet.

e One or more server options. Each option configures a specific TCP/IP set-
ting, such as the IP address of your DNS server. Global options are issued to
all clients, no matter what scope their IP address is drawn from.
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e One or more scope options. Each option configures a specific TCP/IP set-
ting, such as the IP address of a subnet’s default gateway. Scope options
are tied to a specific scope and are issued only to clients who receive an IP
address from that scope. If a scope and global option conflict, DHCP issues

the scope option.

Use server options for networkwide settings, such as DNS and
WINS server addresses. Use scope options for subnet-specific
options, such as the default gateway address.

You configure DHCP by using the DHCP console, shown in Figure 16-2.

19 DHCP

File  Action Wiew Help

=+ |AmXFRE 2 ®

IE3 orice Seope [192.168,0.0] Subnet 1 - Houstan
B @ W‘””t Contents of Scope |
Ela Ad = Joned A\:I\:Iress Pool
il ((DAddress Leases
i (D Address Leases EH N
+-[ Reservations Skl
i @ Scope Options @Scnpe Options
{F Server Options
< i >

Figure 16-2 The DHCP console

The DHCP console can connect to multiple DHCP servers, enabling
you to manage all of your organization’s DHCP servers from a sin-

gle window.

To create a new scope:

1. Right-click the DHCP server name, and select New Scope from the pop-up

menu.
2. Provide a name and description for the scope.
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Specify the starting and ending IP address that the scope will use, and
specify the subnet mask the scope will use.

You may also specify the most common scope options at this point,
including DNS servers, domain name, WINS servers, and default gateways.

When specifying scope options, skip any options that you have
defined as server options, unless you need to override the server
options for the scope you just created.

You can also use the DHCP server to activate and deactivate scopes. DHCP stops
issuing addresses from a scope when you deactivate it, although clients who
already have addresses from the scope can continue to use them. Deactivating
enables you to change a scope and ensure that no additional clients will receive
addresses from it until you activate it again.

Configuring clients to use DHCP

You have to configure your client computers to use DHCP. Different client operat-
ing systems require different configuration steps, although most Windows operat-
ing systems require very similar steps. To configure Windows XP Professional to use
DHCP, follow these steps:

1.

Select “Show all connections” from the Connect to menu on the Start
menu.

Right-click your Local Area Network connection, and select Properties
from the pop-up menu.

Select the TCP/IP protocol from the list of protocols, and click Properties.
As shown in Figure 16-3, select “Obtain IP address automatically” and
“Obtain DNS server address automatically”. Selecting those options dis-
ables the other options on the dialog box, since the computer will obtain
the IP configuration information automatically by using DHCP.

Click OK to close the TCP/IP properties, and click OK to close the connec-
tion properties.
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Internet Protocol (TCP/IP) Properties El[z‘

General | Alemate Configuration

“You can get |P settings assighed automatically if your netwark supports
this capability. Otherwize, you need to ask your netwark, administrator for
the appropriate 1P settings.

(%) Obtain an IP address automatically

() Use the fallowing IP address:
e ]
R |

(%) Obtain DNS server address automatically

() Use the following DNG server addresses:

Figure 16-3 Configuring Windows XP Professional to use DHCP

Managing DHCP

DHCP servers don't require much in the way of day-to-day management. You can
use the DHCP console to create new scopes when necessary or to modify server and
scope options to reflect changes to your network’s configuration. The two main
administrative tasks you must perform, however, are creating reservations and
viewing the DHCP database.

Creating reservations

Reservations ensure that some computers always receive the same IP address.
Reservations enable you to combine the stability of static IP addresses with the
convenience of DHCP's centralized IP configuration. Many companies use reserva-
tions to issue addresses to their servers, since client computers have an easier time
connecting to servers when the servers’ IP addresses never change. You could just
manually configure your servers with static IP addresses, but then you'd have to
reconfigure the servers anytime your network’s DNS servers, WINS servers, or other
configuration settings changed.

To create a reservation, follow these steps in the DHCP console:

1. Right-click Reservations, and select New Reservation from the pop-up
menu.
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2. Provide a name and description for the reservation, as well as the IP
address the reservation should use and the physical (MAC) address of the
computer that the reservation applies to.

3. Click OK.

Reservations should use IP addresses that are valid within the scope that con-
tains the reservations, to ensure that the client computers receiving the reserva-
tions will work properly.

Viewing DHCP database information

As shown in Figure 16-2, you can use the DHCP console to view the addresses that
the server has leased from each of its scopes. Viewing lease information enables
you to see when an IP address was issued, what computer is using the address, and
how long the lease has before it expires.

If you find that your scopes are running out of IP addresses, use the DHCP con-
sole to view the lease information for the scopes. If you find that the same com-
puter has leased multiple IP addresses, then the computer may not be releasing its
older leases properly. One solution to that problem is to decrease the lease time of
the scope. If lease times are shorter, the DHCP server can try to reuse old addresses
even though the original lessee hasn't released them.

Decreasing the lease time to less than about three days can gen-
erate an unnecessary amount of network traffic. Remember that
a client computer renews its lease after 50 percent of the lease

time expires.

Troubleshooting DHCP

DHCP usually works without a snag, but sometimes client computers don't receive
an address through DHCP, or they receive incorrect address information. When
trouble occurs, use this checklist to help solve the problem:

e Make sure your network doesn’t contain any unauthorized DHCP servers.
The Windows Server 2003 CD includes a utility named DHCPLoc.exe. When
you run DHCPLoc.exe, it sends out a DHCP request and lists the servers
that respond with a DHCP offer. Make sure no unauthorized servers are
included on the list.
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e Make sure your DHCP scopes have sufficient available IP addresses by using
the DHCP console.

e Have clients try to release their DHCP address and obtain a new one. On
Windows NT 4.0 and higher clients computers, you can run ipconfig
/release and then ipconfig /renew from a command line to release the
client’s address and obtain a new one.

e If your network contains a large number of notebook computers that users
take in and out of the office, you may need to decrease the DHCP lease
time on your DHCP servers. Decreasing the lease time helps ensure that the
DHCP server reuses an IP address when the computer that the address was
issued to is no longer connected to the network. Setting the lease option
to three days (the default is eight) usually is sufficient.

® Make sure your client computers’ DHCP requests can reach a DHCP server

that contains a scope for their subnet. You need to check your routers’
configuration to ensure the routers are forwarding DHCP requests properly.

REVIEW

In this session, you learned about DHCP, the Dynamic Host Configuration Protocol.
You learned how DHCP clients work with a DHCP server to obtain IP addresses and
configuration settings, and how to manage a DHCP server using the DHCP console.
You learned how to configure a DHCP server and DHCP clients, and you learned how
to create DHCP reservations for computers that always need to have the same IP
address. You also learned basic troubleshooting steps to help resolve DHCP problems.

Quiz YOURSELF

How do DHCP clients locate a DHCP server? (See “How DHCP Works.")

2. What happens when a network contains two DHCP servers? (See “How
DHCP Works.”)

3. What tool can help you locate unauthorized DHCP servers on your net-
work? (See “Troubleshooting DHCP.”)

4. How can you ensure that a DHCP client will always receive the same IP
address? (See “Creating reservations.”)

5. What do you have to do to a DHCP server that belongs to a domain to
ensure that it will start up? (See “Authorizing DHCP Servers.”)
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10.

11.

12.

What are some of the common configuration options that DHCP can
configure on a client computer?

How can you use DHCP and still ensure that a computer always uses the
same IP address?

How can you use DHCP to configure client computers to use a WINS or
DNS server?

How do you configure two WINS servers to exchange name-to-IP address
mappings with each other?

How can you use the WINS snap-in to manage more than one WINS server
at once?

How do you ensure that WINS clients can look up the IP addresses of
servers that aren’t compatible with WINS?

What type of DNS record allows another computer to determine the IP
address of your company’s e-mail server?

How can your DNS server help resolve Internet host names that are not
contained within its database?

What type of DNS record allows a computer to have a nickname?

How does a computer decide whether or not data should be sent to the
computer’s default gateway?

What protocol does a computer use to determine the physical address of
another computer?

What TCP/IP protocol does a computer use when it wants to ensure that
data transmissions are received by the destination computer?
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13.
14.
15.
16.

17.
18.
19.
20.

What piece of information allows a computer to determine which portion
of an IP address identifies a network and which identifies a computer?

What tool enables you to apply a security template to a computer by
using a batch file?

Why are security templates better than configuring security on individual
computers?

How does the Security Configuration Manager enable you to analyze the
result of applying several security templates?

How do you configure domain security policies?
What are three major classes of security policies?
What effect does a policy have when it is undefined?
How can you create your own security templates?
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Server 2003. IIS provides a complete solution for delivering information to
users across the Internet or an intranet. IIS is much more than a Web server,
as you'll learn in this session. I'll also show you how to install and manage IIS.

I nternet Information Services (IIS) is included with every copy of Windows

30 Min.
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The next session focuses exclusively on managing Web sites with
IIS, since Web sites are the most popular way to deliver informa-
tion across the Internet or on an intranet.
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How IIS Works

Windows Server 2003 includes version 6.0 of IIS, the most powerful version to
date. IIS acts as a one-stop solution for Internet information, allowing your servers
to provide information in the four most popular protocols. IIS also includes Active
Server Pages (ASP), a powerful software development technology that enables pro-
grammers to quickly create interactive Web applications.

Since ASP is primarily important to software developers, I won't
talk about it in this book. If you want to learn about ASP, visit
Microsoft's Web site at msdn.microsoft.com.

Note

Installing IIS

You can install IIS by using the Add/Remove Programs Control Panel utility. Open
the utility and select Add/Remove Windows Components, and then select Internet
Information Services from the list. Click the Details button to install specific IIS
subcomponents, as shown in Figure 17-1.

Internet Information Services (IIS) &‘

To add ar remave a component, click the check box A shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details

< 1.0ME Fal
¥1 @3 Documentation 35 ME
(File Transfer Protacol [FTF) Service 01 ME

@ FrontPage 2000 Server Extensions 41ME
]ﬂ] Internet |nformation Services Snap-n 1.3ME

[ :E SMTP Service I5MB
g’ ‘World Wide \Web Service 22ME ¥

Description:  Installs Required 115 program files

Total disk space required: 7.8MB
Space available on disk: 35026 MB

Figure 17-1 Installing IIS subcomponents

You can save space on your servers by installing only the IIS subcomponents
that you plan to use. The subcomponents are:

e Common Files. This subcomponent is required for all IIS installations
because it contains files that are used by all of the IIS subcomponents.



Session 17 — Managing Internet Information Services m

® Documentation. This subcomponent includes HTML-based documentation
for IIS. If you're not familiar with IIS, you should install the documentation
so that it is readily available.

e File Transfer Protocol (FTP) Service. This subcomponent allows IIS to be
an FTP server, enabling users to upload and download files to and from the
server.

e FrontPage 2000 Server Extensions. Microsoft FrontPage 2000 has special
capabilities that are available only when this subcomponent is installed on
your server, such as the ability to publish Web sites directly to the Web
Server.

e Internet Information Services Snap-In. This subcomponent enables you
to manage IIS using the Microsoft Management Console.

o Internet Services Manager (HTML). This subcomponent enables you to
manage IIS using your Web browser.

® NNTP Service. This subcomponent allows IIS to host Internet newsgroups,
which act as public discussion forums, using the Network News Transport
Protocol, or NNTP.

e SMTP Service. This subcomponent allows IIS to work with e-mail using the
Simple Mail Transport Protocol, or SMTP. Specifically, this subcomponent
allows software developers to create Web sites capable of sending e-mail
and allows a limited amount of functionality for the server to process
e-mail that it receives. This service does not provide a complete e-mail
solution like Microsoft Exchange Server.

e Visual InterDev RAD Remote Deployment. This subcomponent is
required if your software developers use Microsoft Visual InterDev to
develop and deploy Web sites.

e World Wide Web Service. This subcomponent allows IIS to be a Web
server, providing users with access to files and Web pages by using the
HyperText Transport Protocol, or HTTP.

Managing IIS

You manage IIS using a Microsoft Management Console snap-in named Internet
Services Manager, as shown in Figure 17-2. Windows provides a console preconfig-
ured with the correct snap-in; you can find the preconfigured console under the
Administrative Tools folder on the Start menu.
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Figure 17-2 Managing IIS with the MMC snap-in

You can also manage some IIS functions by using a Web-based administrative
interface, if you selected that subcomponent when you installed IIS. The Web-
based administrative interface provides a convenient way to manage IIS without
having to install special software. You just have to launch your Web browser and
point it to the IIS server.

No matter which way you choose to administer IIS, you can create new Web
sites, File Transfer Protocol (FTP) sites, Simple Mail Transport Protocol (SMTP)
sites, and Network News Transport Protocol (NNTP) sites.

Web Sites

Configuring an IIS Web site enables IIS to act as a Web server. Web sites are the
20 Min. most common use for IIS. IIS can actually act as several Web servers at once
To Go because each Web site you create acts as a virtual server.
Let’s take World Metro Bank as an example. The bank wants to maintain a public
Web site, www.worldmetrobank.com, where new customers can learn about the
products and services the bank offers. The bank also wants to maintain a Web site,
named customers.worldmetrobank.com, just for existing customers. Both Web
sites can be hosted on a single Windows Server 2003 running IIS — with each site
implemented as a separate virtual Web server.
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Make sure your server can handle the number of users who will try
to access your Web sites. You may actually need several servers
to handle a single Web site if a large number of users (say, a

Note thousand at once) will be regularly trying to access that site.

Once you create a new Web site, you can modify a number of its properties to cus-
tomize the site’s behavior. Figure 17-3 shows the Properties dialog box for a Web site.

Default Web Site Properties E”El

| HTTPHesders | CustornEmors | ServerEstensions | Server Extersions 2002 |
Wwieh Site | ISAP| Fiters | Home Ditectory | Documents | Directary Security

‘wieh Site | dentification

Deseription: D te
IP &ddress: ‘[AII Unassigned] Vl [ Advanced J
TCR Por a0 ssLpor [ |

Connections

Connection Timeout: 300/ seconds

HTTF Keep-dlives Enabled

Enable Logging

Active log format:
|W’3E Extended Log File Format w ‘ [ Properties,

Figure 17-3 Web site properties

When you install IIS, it automatically creates a Web site named Default Web
Site. You can use that Web site as a starting point, renaming it if you wish to
meet your needs. You can also create additional Web sites, and you can even delete
the Default Web Site if you don't need it.

Session 18 goes into more detail on managing Web sites
with IIS.

File Transfer Protocol Sites

The Internet’s File Transfer Protocol, or FTP, was the primary way Internet users
sent files to one another when the Internet was young. Today, users are more
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likely to attach files to an e-mail or access them through a Web server. Many orga-
nizations still use FTP for backward compatibility, though, and IIS provides the
ability to act as an FTP server.

Just as IIS can act as several Web servers using virtual servers, it can also act as
several different FTP servers using virtual FTP servers, or FTP sites. IIS also creates
an FTP site when you install IIS (if you selected the FTP subcomponent). That FTP
site is named Default FTP Site, and you can modify it or delete it to suit your needs.

FTP sites are managed using the IIS MMC snap-in or using the Web-based admin-
istrative interface. FTP sites have a much simpler Properties dialog box, as shown
in Figure 17-4 because FTP sites provide less overall functionality than Web sites.

Default FTP Site Properties

FTP Site | Security Accountsl Mezzages | Home Direclowl Directorny Seculilyl

r |dentification

Description:

IP Address: |[AI\ Unassigned) j

TCP Part: 21
i~ Connection
" Unlimited

& Limited Tex 100,000 connections
Connection Timeout 900 seconds

¥ Enahle Logging

Active log format:

|W3C Enxtended Log File Format ;I Properties.
Current Sessions |
ok I Cancel | Apply | Help |

Figure 17-4 FIP site properties

The main thing you need to configure on an FTP site is its home directory.
When users log on to the FTP server, they have access to the files and folders in
the home directory. The Default FTP Site’s home directory is c:\inetpub\ftproot,
and you can change that configuration if you want to.

Another configuration item is the FTP site’s directory security. By default, IIS
allows anonymous access to the FTP server, which means users don't have to pro-
vide a user name or password. You can modify the directory security to require
that users provide a valid user name and password in order to upload or download
files. You can also modify the file permissions on the files in the FTP site’s home
directory. By modifying the file permissions, you can designate files as read-only
or restrict access to specific users.
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Securing Web Access

Many companies, including the fictional World Metro Bank, are concerned
about security. Web pages are being used to transmit very sensitive infor-
mation, especially in the case of a bank’s Web site. IIS provides the
technology necessary to secure your Web pages, protecting them from
electronic eavesdropping. The technology is called Secure Sockets Layer
(SSL) encryption, which works with the HTTP protocol to provide secure,
encrypted transmission of Web pages.

Secure Web pages are referred to by the HTTPS protocol in their address.
For example, https://secure.worldmetrobank.com. Before IIS can serve
up secure Web pages, though, the server needs a digital encryption certifi-
cate. You can use the IIS MMC snap-in to create a new certificate request.
Just display a Web site’s properties, select the Directory Security tab, and
click the Certificates button.

The Create New Certificate Wizard, shown in the figure, collects the infor-
mation necessary to create a certificate request. The request must then be
sent to a certificate authority like VeriSign (www.verisign.com), who is
responsible for issuing the actual digital certificate.

IIS Certificate Wizard ]

Mame and Security Settings

Your new certificate must have s name and a specific bit length. ®
\

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

The bit length of the encruption keyp determines the certificate's encryption strength,
The greater the bit length. the stronger the security. However, a greater bit length may
decrease perfarmance.

Bit length: 11024 v

[[] Server Gated Cryptagraphy (SGC) certificate [for export versiors only)

[[] Select cryptographic service pravider (CSP) for this certificate

[ < Back, “ Nent > ][ Cancel ]
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The Create New Certificate Wizard

Your company can also set up its own certificate authority. I'll show you
how in Session 28, where I'll also give you more information on how digi-
tal certificates work.
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Simple Mail Transport Protocol Sites

When you install the SMTP Service subcomponent of IIS, IIS gains limited e-mail
capabilities. IIS" e-mail capabilities are primarily intended to allow software devel-
opers to create Web sites that send e-mail. For example, World Metro Bank’s Web
site might send a confirmation e-mail whenever a customer submits a request for
product information. IIS" SMTP Service also provides limited capabilities for pro-
cessing incoming e-mail, although a software developer must still write program
code to tell IIS how to handle the incoming e-mail.

When you install the SMTP Service subcomponent, IIS creates a Default SMTP
virtual server. Like FTP and Web sites, IIS can run multiple SMTP virtual servers,
although one is usually sufficient to handle the e-mail needs of a single server.
You use the IIS MMC snap-in to modify the properties of an SMTP site, as shown
in Figure 17-5.

Default SMTP Virtual Server Properties

Genera\l Accessl Messages  Delivery | LDAP Houtingl Seculityl
r~ Outhound
First retry interval [minutes), I
Second refry interval [minutes) |3[I
Third retry interval [minutes): IEU
Subsequent retry interval [minutes): |2‘1D
Delay notification: I1 2 Hours -
Erpiration timeout: I2 Days hd
rLocal
Delay notification: |1 2 Hours -
Expiration timeout |2 Days A
Outbound Security. | Outbound connections... | Advanced... |
aK I Cancel I Lpply | Help I

Figure 17-5 SMTP site properties

You need to modify the Default SMTP virtual server properties to fit your envi-
ronment. Specifically, you need to configure security on the virtual server so that
only authorized users can send e-mail with it.



10 Min.
To Go

Session 17 — Managing Internet Information Services 207

They allow anyone to send e-mail through the server, turning your
server into a means for unauthorized users to send unsolicited
Never bulk e-mail (called spam).

@ Never use the default security settings on an SMTP virtual server.

Configuring an SMTP virtual server usually requires a software developer
because the configuration has to match the way the developer intends to use the
virtual server to send e-mail or process received e-mail.

Network News Transport Protocol Sites

In the early days of the Internet, USENET newsgroups were an easy way for multiple
users to take part in discussions. Today, newsgroups are simply called “newsgroups”
or “Internet newsgroups,” but they serve the same function: providing a way for
users to share ideas and information with one another.

Newsgroups are like electronic bulletin boards. Users post a message to the news-
group, and other users can retrieve that message, read it, and reply to it. Users must
have a news reader application that uses the Network News Transport Protocol
(NNTP) to send and retrieve messages to and from a news server. The news server
provides a central repository for the newsgroup messages, giving users a single
place where they can access messages.

IIS can run one or more virtual NNTP servers, each of which allows the server
to become a news server. IIS can retrieve newsgroup messages from other news
servers, too, providing your users with a local news server for nationally or inter-
nationally available newsgroups.

IIS newsgroups can be managed with the IIS MMC snap-in. When you install the
NNTP Service subcomponent, IIS creates a Default NNTP virtual server, which you
can reconfigure to meet your needs. The Properties dialog box for an NNTP virtual
server is shown in Figure 17-6.

A discussion of configuring and managing NNTP virtual servers
is beyond the scope of this book. News servers often require large
amounts of hard disk space and memory to do their jobs; you
Note should review the IIS documentation for tips on using NNTP
virtual servers.
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Default NNTP Virtual Server Properties

Giereral | Access Selings ISecquyl

[V Allow client posting

¥ Limit post size [KB): l_ll

¥ Limit connection size (MB): 20 ;I
[ &llow feed posting

I Liit past size [KB) m

¥ Limit connhection size (MB): 40 =

¥ llow servers to pull news articlss fram this server
¥ Allow control messages
SMTP server for moderated groups:

Default moderator domain:

Adriristrator e-mail account:
IAdmin@Enrp com

aK I Cancel I Lpply | Help I

Figure 17-6 NNIP virtual server properties

REVIEW

In this session, you learned how IIS works with Web sites, FTP sites, SMTP sites,
and NNTP sites. You learned how to create new sites, and what capabilities are
available with each type of site. You also learned how IIS can ensure the confiden-
tiality of the information it transmits by using SSL encryption technologies.

Quiz YOURSELF

1. What type of site enables users to retrieve HTML pages from a server?
(See “Web Sites.”)

2. What protocol ensures that Web pages remain secure while they are
transmitted to a user? (See “Web Sites.”)

3. What types of sites enable users to download software from a server?
(See “Web Sites” and “File Transfer Protocol Sites.”)

4. What e-mail capabilities does IIS include? (See “Simple Mail Transport
Protocol Sites.”)

5. What kinds of public discussions can IIS handle? (See “Network News
Transport Protocol Sites.”)
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Managing Web Sites

Session Checklist

v How to create new Web sites

v How to configure Web site properties

v How to manage Web site security

Internet Information Services (IIS), a fully functional platform for publishing
information by using the Internet. While IIS supports a number of Internet
protocols, its most common use is to create and manage Web sites. Web sites provide
information by using the HyperText Transport Protocol, or HTTP, which users can
access by using a Web browser such as Internet Explorer.
In this session, you'll learn how to configure multiple Web sites on IIS, and how
to manage the properties and security settings of those Web sites.

A s you learned in the previous session, Windows Server 2003 includes

Creating a Web Site

As you learned in the previous session, you can use the Internet Services Manager
console to create new Web sites in IIS. IIS includes the ability to host multiple Web
sites on a single server, and the console enables you to manage each of those vir-
tual Web sites independently.
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The challenge of multiple sites

Take a moment to think about what it means to host multiple Web sites on a single
server. When users on the Internet try to reach a Web server, their Web browser
uses the Domain Name Service (DNS) protocol to translate the Web server's name
into an IP address. For example, the Web site www.braincore.net uses the IP
address 205.217.9.61.

You learned about DNS in Session 14.

Once the Web browser knows the IP address, it attempts to contact the Web
server on TCP port 80, which is the default port used by the HTTP protocol. IIS
receives the request and responds with the appropriate Web page.

When a server hosts multiple Web sites, though, it's as if the server is running
multiple copies of IIS at the same time. So when the server receives an HTTP
request from a browser, which copy of IIS will respond to the request? After all,
each copy is monitoring the same IP address and TCP port!

The solution for multiple sites

Actually, the different virtual Web sites don’t monitor the same IP address and
port. When you create multiple Web sites on IIS, IIS has to be able to distinguish
between them, so it can tell which Web site should receive incoming HTTP requests.
IIS uses three properties to distinguish between Web sites, and each Web site must
have a unique combination of those three properties. They are

e IP address. If your Windows Server 2003 computer is configured with mul-
tiple IP addresses, then those addresses can be split up among your virtual
Web sites.

e Port. While 80 is the default HTTP port, you can tell any virtual Web site
to listen to a different port number.

e Host header. A feature of the HTTP 1.1 protocol, a host header tells the
Web server which Web site the browser is trying to access. The Web server
can use that information to direct the incoming request to the proper
virtual Web site.

Your virtual Web sites can use any combination of these three properties to
be unique. For example, all of your sites might use the same IP address and port
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number, so long as they each define a different host header. Or they might all use
the same IP address and host header, but a different port number. In the next
three sections, I show you how to configure each of these three properties.

IP address

Normally, your Windows Server 2003 computers are configured with only

a single IP address. For most uses, that's all they need. But you can configure
them to respond to multiple IP addresses, which enables you to assign different
IP addresses to your IIS Web sites. To configure your server with multiple IP
addresses, follow these steps:

1.
2.
3.

Open the properties for your server’s local area network (LAN) connection.
Double-click the TCP/IP protocol to display the protocol’s properties.

Click the Advanced button to display the Advanced TCP/IP Settings dialog
box, shown in Figure 18-1.

Advanced TCP/IP Settings @3]

IP Settings | DNG | WINS | Options|

IP addresses

IP address Subret mask
192.168.011 266,266 2660

add.. | [ Edt. | [ Remove

Default gatevays:

Gateway Metric
192.168.0.21 Aukomatic

[ Add. J[ Edi... ][ Remove

Autamatic: metric

|

Figure 18-1 Advanced TCP/IP properties

The IP Addresses list is shown at the top of the dialog box. Click the Add
button to add a new address, or highlight an address and click the
Remove button to remove an address.

Click OK to close each dialog box and save your changes.
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Once you configure your server with multiple IP addresses, you can modify the
properties of a Web site so that the Web site uses a different IP address. Simply
right-click a Web site in the Internet Information Services console to display its
properties. As shown in Figure 18-2, you can select the IP address that the Web
site will use, or you can select All Unassigned.

Default Web Site Properties Elgl

| Directory Secuity | HTTPHeaders | CustomErors | ServerExtensions |
WebSie | ISAPIFiters | HomeDiectoy | Documents |

“wieb Site |dentification

Descriptior: |Dsfau\l wieb Site ‘
IP Address: (A igned)

Advanced

TCF Port,

192168.0.11
65.56.154.27

Conrections

Conrection Timeout: 900/ seconds

HTTP Keep-tlives Enabled

Enable Logging

Active log Format;
[T Evtended Log File Fomat | [ Properies

Al
Figure 18-2 Modifying a Web site’s IP address

Only the IP addresses that you configure on your server appear on the list.
If you select All Unassigned from the list, then that Web site listens to all IP
addresses that you've configured on your server and haven't specifically assigned
to another Web site.

Make sure you modify your DNS server so that your Web site’s

name resolves to the IP address that the Web site is using.

Note

Port number

Port numbers are easier to configure than IP addresses. You just have to configure
the properties of a Web site, as shown in Figure 18-3, and modify the port number.
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Default Web Site Properties E|E|

| Directoy Securty | HTTPHeaders | Custom Emors | Server Extensions |

WebSite | ISAPIFiters | HomeDiectory | Documents
‘wieh Site |dentification

Deseription: ‘Default Web Site |

IP Address: ‘[AII Unassigned) b | [ Advanced

TCP Port E stpat [

Connections

Connection Timeout ‘7SDD| seconds

HTTF Keep-dlives Enabled

Enable Logging

Active log format:

| W3C Extended Log File Format w ‘ [ Froperties.

Figure 18-3 Modifying a Web site’s TCP port number

Port numbers might seem like the easiest way to identify Web sites, since you
can just assign a different port number to each site. From a configuration stand-
point, that's true, but port numbers definitely make it harder for users to find
your Web sites.

When a user types a Uniform Resource Locator (URL) into her Web browser, she
doesn't have to specify a port number — the browser assumes that she wants to use
port 80, which is the default HTTP port. For example, if you type http://www.
braincore.net into your Web browser, the browser uses port 80 to contact the
Web server.

If you configure your Web sites to use a different port, your users have to spec-
ify the port number in the URL. For example, if you created a second Web site at
www.braincore.net and used port 81, your users would have to type http://
www.braincore.net:81 into their browsers.

Typing a port number isn't intuitive, and not many users know about port num-
bers or how to include them in a URL. Also, if a user doesn't know the correct port
number to type, there’s no way for him to look it up except to call you or send you
an e-mail. That's because TCP/IP doesn't provide any automated resolution service
for port numbers, as it does with DNS for IP addresses.

The best time to use a different port number is for internal, administrative Web
sites. For example, Microsoft Application Center 2000 software sets up an adminis-
trative Web site when you install it. The Web site is intended only for system
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administrators, and it uses a port number like 4225. Since the site is intended to
be used only by experienced administrators, Microsoft can safely assume that theyll
know how to type the port number into the URL.

Host header

Host headers are the third way to distinguish multiple Web sites from one another.
To modify the host header a Web site uses, open the site’s properties and click the
Advanced button. As shown in Figure 18-4, you can list the host headers associated
with the site.

Advanced Multiple Web Site Configuration &\

ultiple identities for this Web Site

IP Address TCP Port  Host Header Mame
" Default 80

T B5.56.154.27 80 private. braincore. net
B 54,27 80

Y g5

customers. braincore.net

[ Add. | [ Remove ][ Edi. |

Multiple S5L identities for this 'Wweb Site

IP Address S5L Port
" Default 443
Add Remave Edit...
[ akK J [ Cancel ] [ Help ]

Figure 18-4 Modifying a Web site’s host headers

Host headers allow multiple Web sites on the same computer to use the same
IP address and port number and still direct users to the correct site. Those are
important benefits, because unique IP addresses can be difficult to obtain, and
I've already discussed the disadvantages of using port numbers other than 80.
Host headers seem to offer a great solution. Here’s how they work:

1. Bob types a URL into his Web browser — for example, http://private.
braincore.net. Jane types a different URL into her Web browser — say,
http://www.braincore.net.

2. Both Web browsers use DNS to translate the names into IP addresses.
In this case, both browsers resolve the URLs to the same IP address.

3. Because neither Bob nor Jane typed a port number in the URL, both of
their browsers attempt to contact the server's IP address on port 80. Both
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browsers include the original URL in the HTTP request headers that they
send to the server.

4. The server receives the two HTTP requests and examines their headers. By
reading the original URL from the headers, IIS can determine that the
requests are for two different virtual Web sites and send the appropriate
Web pages to Bob and Jane.

Host headers have a couple of disadvantages that can prevent you from using
them effectively:

e Host headers are defined in version 1.1 of the HTTP protocol. Most newer
browsers support HTTP 1.1, but older browsers do not. If your Web server
receives a request from a non-1.1 browser, that request won't contain host
headers, and so IIS will direct the user to the Default Web Site.

® Many users access the Internet through a corporate proxy server. If the
proxy server does not support HTTP 1.1, it removes the host headers, even
if the user’s browser sent them. Most newer proxy servers support HTTP
1.1, although many enable an administrator to turn that support on or off.

e If you use reporting software to analyze your Web site’s performance and
utilization, host headers may confuse the reports and make them meaning-
less. Check with your reporting software vendor to make sure they support
the use of host headers.

Managing Web Site Operations

Once you've set up a Web site, you can configure different operating parameters to
customize the way the site behaves. For example, you might want to change the
folder that the Web site pulls Web pages from — known as the Web site’s home
directory. The Web site’s properties dialog box contains several tabs to enable you
to customize this and other properties, as shown in Figure 18-5.

Some of the properties you can configure include:

The Web site’s home directory.
Whether or not the Web site logs its activities to a log file.
Custom error messages, so that errors fit the “look and feel” of your Web site.

The default page for each folder in your Web site. Normally, IIS looks for
default.htm or default.asp, but you can add additional filenames if
you want.
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Default Web Site Properties ElEl

| Ditectory Secuity | HTTPHeaders | CustomErors | ServerEstensions |
| Web Site 1 I1SAP! Filkers | Harne Directony | Documents |

‘When connecting to this resource, the content should come fram:

() & directary lncated o this computer
() & share located on another computer
(O & redirection to a URL

Local Path: ic‘\\natpuh\wwwrnnt ‘ [ Browse... ]
] Script sowice access Log visits

Fiead Index this resource

[[wiite

L] Directory browsing
Application Settings

Application name: ‘Defaull Application ‘ [ Remove ]
Starting point: <Default Web Site>

Configuration.
Execute Permizsions: Scripts only -
Application Pratection: | Medium [Pooled] 5 ‘ Unload

Figure 18-5 Default Web Site Properties dialog

When you make changes to a Web sites’ properties, the changes take place
immediately. If your changes will significantly affect the way the Web site works,
you might want to stop the Web site, to prevent users from accessing it while you
make your changes.

To stop a Web site, simply right-click its name in the console and select Stop
from the pop-up menu. When you stop a Web site, it immediately stops responding
to user requests, even ones that it’s in the middle of processing.

A more polite way to take a Web site offline is to first pause the site. You pause
a Web site by right-clicking it and selecting Pause from the pop-up menu. Once
paused, the Web site does not accept any new requests, but it continues processing
the ones it has already accepted. Wait several minutes for those requests to finish,
and then stop the Web site.

Avoid cutting users off in the middle of a request by pausing
Web sites whenever possible, enabling them to finish what
they're doing, and then stopping the Web site.

When you're done making changes to a Web site, you can place it back in ser-
vice by right-clicking it and selecting Start from the pop-up menu.
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Web Site Security

One of the most important concerns any administrator should have is for security,
especially for Web servers that are accessed across the Internet. Hackers delight
in crashing Web servers, often just to show that they can. Larger companies with
popular Web sites are the most popular targets, but no Web site is completely safe
unless you take steps to secure it.

IIS offers a number of features to protect your Web sites:

e You can modify a Web site’s properties to allow only certain IP addresses to
access the site. That'’s useful if you need only a small group of computers
to use the Web site. You can also deny access to specific IP addresses, such
as those you know to be used by hackers.

® You can configure IIS to require a user name and password for anyone
attempting to access the site.

® You can protect specific files and folders within a Web site by applying file
permissions to them. You can do so only if your files are stored on a hard
drive that uses the NTES file system. For more information about file and
folder permissions, read Session 6.

® You can configure IIS to use digital certificates to encrypt data, which pre-
vents electronic eavesdroppers from intercepting information sent between
your Web site and your users’ Web browsers.

Configuring IIS security is an advanced topic. For more informa-

tion or for specific step-by-step procedures, consult the Windows
Server 2003 documentation.

Note

REVIEW

In this session, you learned how to create and manage Web sites by using Internet
Information Services (IIS). You learned how IIS distinguishes multiple Web sites
from one another, and how IIS integrates with Windows Server 2003’s security fea-
tures to protect the content of your Web sites.
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Keeping IIS Up To Date

Like any software application, IIS and Windows Server 2003 may contain
bugs. Unfortunately, those bugs sometimes enable hackers to gain unau-
thorized access to your server through IIS. For that reason, it’s very
important that you keep IIS up to date with all of the latest bug fixes
released by Microsoft.

You can easily update your IIS server by using the Windows Update
Web site. Just log on to your server and browse to windowsupdate.
microsoft.com. The site can scan your server and install any fixes
that your server is missing.

To provide even better protection for your servers, don't install IIS at all
unless you really need it. Windows Server 2003 installs IIS by default, but
if you don't plan on using a server as a Web server (or one of IIS’ other
functions), remove IIS. That way your server won't be made vulnerable by
any bugs in the IIS software.

Quiz YOURSELF

1. What three pieces of information distinguish Web sites from one another
on the same server? (See “Creating a Web Site.”)

2. How do you prevent anonymous users from accessing a Web site? (See
“Web Site Security.”)

3. How can you ensure that IIS is not vulnerable to attacks from hackers on
the Internet? (See “Keeping IIS Up To Date.”)

4. How can you change the folder that a Web site uses as its home directory?
(See “Managing Web Site Operations.”)
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SESSION

Managing Routing and
Remote Access Services

Session Checklist

v How Routing and Remote Access Services works

v How to configure a server to accept incoming connections

v How to manage remote access security and profiles

v How to manage remote access connections

Whether it's a salesperson who needs to check in with the main office while
he’s on the road, or a telecommuter who's working from her home office,
remote business is a part of almost every company’s technological needs.

Windows Server 2003 enables you to meet those needs by providing Routing and
Remote Access Services (RRAS). RRAS provides a variety of technologies that allow
a Windows Server 2003 to act as the gateway to your corporate network for remote
users. In this session, you'll learn how RRAS works, and how to configure it to
accept incoming connections. You'll also learn about RRAS’ security features,
which help protect your network from remote intruders.

I n today’s business world, more and more employees do business remotely.



m Saturday Evening

How RRAS Works

On a network, a router works like a traffic cop, directing network traffic to its des-
tination. Networks can also contain bridges, which translate one type of network
traffic to another. Figure 19-1 shows a router moving traffic between several net-
work segments, and a bridge connecting a segment that uses a different network-

ing protocol.
TCP/IP network
segment B
TCP/IP network Am— — NetBEUI network
segment A 5 segment

Figure 19-1 Routers and bridges on a network

RRAS is capable of acting as both a router and a bridge. Because RRAS can bridge
between completely dissimilar types of networks — for example, between a local
area network and a dial-up connection — it is also referred to as a gateway.

You’'ll learn how RRAS can act as a standard network router in
Session 22.

The most common use for RRAS is as a gateway, enabling remote users to con-
nect to your corporate network. That's where the “Remote Access” part of RRAS'
name comes from. RRAS provides two primary ways for remote users to connect:

e Users can dial in to a modem that is connected directly to the RRAS server.
This is a traditional dial-up connection. Users can utilize regular phone
lines (referred to as POTS, or Plain 0ld Telephone Service), or they can use
higher-bandwidth phone lines such as ISDN (Integrated Services Digital
Network).

e Users can connect over a local (or wide) area network using a virtual pri-
vate network, or VPN. VPNs enable users to use public networks like the
Internet to connect to RRAS, while encrypting the data transmitted
between the user and RRAS to ensure privacy.
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RRAS for dial-up connections

Figure 19-2 shows how RRAS can be used to accept dial-up connections from
remote users.

Windows Server
running RRAS

Remote user

Figure 19-2 Accepting dial-up connections with RRAS

Windows Server 2003 gives you the ability to connect several modems to a sin-
gle server. Using products from companies like Digi (www.digi.com), you can con-
nect up to 128 modems to a single server. Such a large number of modems is often
referred to as a modem bank. The ability to use modem banks is important because
each modem provides a connection for a single user. If you want to enable multiple
users to connect, you need multiple modems.

Dial-up connections have disadvantages and advantages:

e Dial-up connections are relatively inexpensive because modems and POTS
phone lines are inexpensive. However, you pay for POTS lines even when
they aren't in use, so make sure you don't purchase more than you'll need.

e POTS lines are considered fairly secure. Because data travels through the
phone company's private network, data isn't subject to electronic eaves-
dropping. However, serious hackers can physically tap into phone lines to
eavesdrop on the data the line is carrying.

e POTS lines provide a maximum connection speed of 53 kilobytes per second
(Kbps), and you can achieve that maximum only if your company and your
remote users have top-quality, noise-free phone lines. Typical connection
speeds range from 33 Kbps to 50 Kbps. Compare that to the speed of a slow
local area network — 10 megabits per second (Mbps) — and you'll realize
that connections made over POTS lines are pretty slow.

What about that 56K modem you have? Government regulations
and the capabilities of America’s telephone system limit actual
speeds to 53 Kbps for downloaded data, and 33 Kbps for

uploaded data.
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e ISDN lines provide connections of up to 128 Kbps, which is still pretty slow
compared to a local area network. ISDN is also expensive and difficult to
configure.

e PQTS lines are available almost everywhere. ISDN phone lines are available
in most cities, although you usually have to special order them from the
local phone company. The ready availability of POTS lines make them the
choice for business travelers because hotel rooms can almost always pro-
vide a POTS connection.

RRAS for VPN connections

VPNs have been gaining in popularity as the Internet has become more popular
and easy to access. The Internet originally provided a great way for users to con-
nect to remote networks. All users needed to do was connect to an Internet Service
Provider (ISP), and they could access the resources of any network that was con-
nected to the Internet. However, companies quickly realized that the Internet was
unrequlated and unprotected, and allowing anyone on the Internet to access the
company network was foolish.

VPNs provide a way to use the public Internet as a private network. Figure 19-3
shows an RRAS server accepting a VPN connection over the Internet.

Internet /. ____.____

Company's local
area network

O

Reote user Windows Server

running RRAS

Internet
Web server

Figure 19-3 Accepting VPN connections with RRAS

In Figure 19-3, the remote user is using a modem to connect to an ISP, which
provides a connection to the public Internet. The user’s computer is connecting to
two Internet-based resources, shown by the two lines coming from the user’s lap-
top computer. Both connections are passed by the modem to the Internet, where
the data travels to its destination.
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The solid lines represent unencrypted data, which is being used to access a
public Web server on the Internet. The dashed lines represent traffic that is
encrypted with a VPN. That connection is used to connect to the company’s VPN
server. The VPN server accepts the connection, decrypts the traffic, and passes the
now-unencrypted traffic to the company network.

VPNs provide a number of advantages to the remote user:

e High-speed Internet connectivity is becoming more readily available.
Hotels are offering high-speed access in business-class hotel rooms, and
technologies like Digital Subscriber Lines (DSL) are providing home users
with connection speeds in excess of 640 Kbps. VPNs allow these high-speed
Internet connections to act as high-speed private connections to the
company network, while still permitting users to access Internet-based
resources like Web servers.

e VPNs encrypt the data that passes through them. The encryption ensures
that only the two endpoints of the VPN — the remote user and the com-
pany’s network — can read the data in the VPN.

e VPNs work equally well over phone lines or high-speed connections,
providing the highest possible security for remote users’ connections.

VPNs can be complicated to set up and manage. I'll show you
more about VPNs in Session 21.

Configuring RRAS

RRAS is an optional component that must be installed from the Windows Server
2003 CD-ROM. To install RRAS, open the Add/Remove Programs application from
the Control Panel, and click Add/Remove Windows Components. Locate Routing
and Remote Access on the list, place a checkmark next to it, and click OK.

When you install RRAS, Windows adds a Routing and Remote Access console
icon to your Administrative Tools folder on the Start menu. The first time you
open the console, you need to configure RRAS. To do so, right-click the Routing
and Remote Access item in the console’s left pane, and select Configure and Enable
Routing and Remote Access from the pop-up menu.

The Routing and Remote Access Setup Wizard helps you configure your server
for the appropriate RRAS tasks. For example, you can configure the server as a
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Remote Access Server, which allows the server to accept incoming dial-up connec-
tions from remote users. You can also configure the server as a Virtual Private
Network Server, which allows it to accept connections from remote users via a VPN.

If you want your server to accept both dial-up and VPN connec-
tions, select Manual Configuration in the Wizard. Doing so enables
you to configure both types of connections on the server.

Configuring dial-up connections

Before you configure new dial-up connections, you need to attach and configure
the modems that RRAS will use for the connections. The modems must be compati-
ble with Windows Server 2003, and you should install them according to the
modem manufacturer’s instructions.

Once the modems are attached, follow these steps to create new dial-up connec-
tions in RRAS:

1. Open the RRAS console.

2. Locate your server’s name in the left pane of the console.
3. Expand your server’s configuration hierarchy.
4

Right-click Ports and select Properties from the pop-up menu. RRAS dis-
plays the available ports, which should include the modems you installed.

Select an available port and click Configure.

Place a check next to “Remote access connections only (inbound)”.
Clear the other check boxes on the dialog box.

7. Click OK to close the dialog boxes.

You can now click on the Remote Access Clients item in the console to view
clients that have connected to your RRAS server. You can view the ports that you
configured by clicking on the Ports item. Double-click any port (in the right pane)
to view the port’s status or to reset the port.

If a modem is “hung” and won't respond, you can double-click it
in the Ports list and reset it by clicking the Reset button on the
Port Status dialog box.
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Selecting a VPN Protocol

RRAS sets up five L2TP ports and five PPTP ports so that you don't have to
select which protocol to use — you can use both. But you'll still need to
decide which protocol to configure on your user’s client computers.

Both L2TP and PPTP offer tunneling capabilities. In other words, both are
capable of creating a virtual network connection across the Internet. PPTP
also includes built-in encryption capabilities, making it a complete virtual
private network solution. PPTP also requires very little configuration on
the client or server, making it easy to set up.

L2TP tunnels can be encrypted using the IP Security, or IPSec, protocol.
IPSec encryption generally requires the use of digital certificates, which
makes an L2TP/IPSec VPN much more difficult to configure. However,
IPSec provides stronger encryption capabilities than those built into PPTP,
so the additional configuration effort results in a somewhat more secure
VPN connection.

Generally, the type of VPN client you use determines which protocol you use
the most. Microsoft client operating systems have included PPTP support
since Windows 95 but have supported L2TP only since Windows 2000. Most
non-Microsoft VPN clients, such as those from Cisco, only support L2TP.

Configuring VPN connections

You can configure new VPN connections in much the same way as dial-up connec-
tions. In fact, when you choose to manually configure RRAS in the RRAS Setup
Wizard, RRAS automatically creates ten VPN ports for you. Five ports are configured
to accept L2TP connections, and five are configured to accept PPTP connections. All
are configured to accept incoming connections from remote clients.

L2TP and PPTP are VPN protocols. L2TP, the Layer 2 Tunneling Protocol, is a
newer VPN protocol that is supported by many non-Microsoft VPN clients. PPTP, the
Point-to-Point Tunneling Protocol, is a Microsoft VPN protocol that is supported by
Windows 95 and later versions of Windows.

When you right-click the Ports item in the RRAS console and select Properties,
you'll notice that only one L2TP port and one PPTP port are listed. Select either
one and click Configure, and the configuration dialog box shows you that each
port is configured for five instances. That's why each port type appears five times
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on the port list. If you want to accept more than five incoming PPTP connections,
simply configure that port type to include more instances.

A powerful server with no other responsibilities can generally
handle several dozen VPN connections at once. I've used a dual-

processor Pentium III server to successfully handle over sixty
Note simultaneous PPTP connections.

RRAS Security and Policies

RRAS includes a complete security system that enables you to specify who can and
cannot connect to an RRAS server. RRAS also includes powerful security protocols
that allow it to identify the users who attempt to connect to it.

RRAS security

RRAS enables users to log on to dial-up or VPN connections by using their Windows
usernames and passwords, smart cards, or a variety of other techniques. You choose
which methods RRAS allows by right-clicking your RRAS server in the RRAS console
and selecting Properties from the pop-up menu. On the Security tab, you can select
the authentication provider and authentication methods that you want to use in
your organization.

RRAS policies

If RRAS isn't configured to use a RADIUS server, it uses Remote Access Policies to

determine whether or not users can connect to remote access ports. You configure

these policies in the RRAS console. By default, all users are permitted to connect

to the remote access ports because RRAS starts with a policy that permits it.
RRAS policies can examine several different criteria to determine if a user is

allowed to connect:

You can grant or deny dial-up permission to specific users or user groups.

You can grant or deny permission during specific hours of the day.

You can specify that a specific authentication protocol be used.

You can specify that a specific level of data encryption be used.

You can apply the policy to specific remote access ports.

You can also create custom policies for unusual situations.
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Using RADIUS

RRAS enables you to use a RADIUS server for authentication. When using
a RADIUS (Remote Authentication Dial-In User Service) server, RRAS tem-
porarily accepts all incoming connections and asks for logon credentials,
such as a username and password. RRAS passes that information to a
RADIUS server, which verifies the individual’s right to log on. The RADIUS
server tells RRAS whether or not to permit the connection, and RRAS
complies.

If you have several RRAS servers, a single RADIUS server can work with all
of them, enabling you to centralize your remote access security on the
RADIUS server, rather than individually configuring each RRAS server.

Windows Server 2003 includes a RADIUS server, called the Internet
Authentication Service, or IAS. You'll learn more about IAS in Session 20.

For example, you might specify a policy that grants dial-up permission to all
users between the hours of 5 p.m. and 6 a.m.

Remote Access Policies are listed in the RRAS console in the order that RRAS
considers them. You can change the order by dragging policies to the desired order
within the list. When a user attempts to connect, RRAS starts examining its poli-
cies. If a user does not match the conditions of the policy, then RRAS ignores the
policy. If the user matches the conditions of the policy — for example, the policy
specifies a user group that the user belongs to — then RRAS allows or denies the
connection based on the policy. If RRAS examines all of its policies without find-
ing one that applies to the user, the user is denied access.

REVIEW

In this session, you learned about Windows Server 2003's Routing and Remote
Access Services, or RRAS. You learned how RRAS can be used to accept dial-up or
VPN connections, and you learned about the different types of connections, includ-
ing POTS, ISDN, L2TP, and PPTP. You learned how to install and configure RRAS, and
you learned how to configure RRAS security and profiles.
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Quiz YOURSELF

1. How can you prevent users from connecting to dial-up connections during
business hours? (See “RRAS Security and Policies.”)

2. What VPN protocol does Windows 95 support? (See “Selecting a VPN
Protocol.”)

3. What are the advantages of POTS over ISDN? (See “RRAS for dial-up
connections.”)

4, What are the advantages of using VPN connections over dial-up connec-
tions? (“See “RRAS for VPN connections.”)

5. How can you prevent specific users from accessing dial-up connections on
an RRAS server? (See “RRAS Security and Policies.”)
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SESSION

Managing the Internet
Authentication Service

Session Checklist

v How the Internet Authentication Service works

v How to configure the Internet Authentication Service

v How to use the Internet Authentication Service as a proxy

v How to use the Internet Authentication Service to account for
remote access utilization

2003 computers that use the Routing and Remote Access Service (RRAS) to

enable remote users to connect to your network. While RRAS enables you to
configure Remote Access Policies on each RRAS server, doing so for a large number
of servers can be time-consuming. When changes to your Remote Access Policies
occur, as they inevitably will, you'll have to spend even more time reconfiguring
each individual server.

As you learned in the previous session, RRAS enables you to use a RADIUS
(Remote Authentication Dial-In User Service) server to centralize your remote
policies and other RRAS management information. RRAS simply asks the RADIUS
server if users are allowed to connect, and the RADIUS server examines its policies
and lets the RRAS server know what to do.

I n a large organization, you may be required to set up several Windows Server
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Windows Server 2003 includes a RADIUS-compatible server called the Internet
Authentication Service (IAS). In this session, you'll learn how IAS works, how to
configure it on a Windows Server 2003, and how to manage it in your organiza-
tion. You'll also learn about some of IAS" advanced features, which can make it an
even more valuable component of your network.

How IAS Works

IAS is designed to be installed on a Windows Server 2003 that already has RRAS
installed. IAS receives requests from network access servers (NASs), such as RRAS
or third-party dial-up products, and uses its local Remote Access Policies to deter-
mine whether or not the user is allowed to connect. Here’s how the process works
in detail:

A user attempt to connect to a NAS like RRAS.

The user types in his logon credentials, such as his username and password.

3. The NAS transmits the logon credentials to IAS. The NAS includes other
details about the connection, such as the phone number the user is calling
from (assuming the NAS has the capability of receiving Caller ID informa-
tion from the phone company), the protocol the user is trying to use, and
so forth.

RRAS is capable of receiving Caller ID information only when
connected to Caller ID-compatible modems. Most third-party
dial-up hardware, such as dial-up products from Cisco, is capable

Note of receiving Caller ID information.

4. TAS validates the username and password against Active Directory. If the
username and password aren’t valid, IAS instructs the NAS to reject the
connection.

5. IAS examines the local Remote Access Policies to determine whether or
not the user is allowed to connect. If the policies permit the connection,
IAS instructs the NAS to accept it. Otherwise, IAS instructs the NAS to
reject the connection.

IAS' strength is that it enables you to use a single IAS server to provide consis-
tent authentication and access policies for any number of remote access servers.
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What's a NAS?

The term network access server, or NAS, is a generic term used to refer

to devices that permit remote users to connect to your network. RRAS,
which you learned about in the previous session, allows a Windows Server
2003 computer to be a NAS. Other manufacturers, including 3Com, Cisco,
Nortel, and Shiva, sell standalone NAS devices as well.

Because IAS is a standard RADIUS server, it is capable of working with
third-party NAS devices as well as with RRAS. That capability enables you
to add a variety of remote access devices to your network to meet your
organization’s specific needs, and continue using IAS to centrally control
who is allowed to access your network through those devices.

If you only have one, or maybe two, RRAS servers, you probably
don’t need an IAS server. If you have more than two RRAS
servers, or if you have non-Microsoft NAS devices, use IAS to
centralize your remote access authentication and access.

Configuring IAS

IAS doesn't require a lot of complex configuration tasks. Basically, you install the
IAS server on a Windows Server 2003 that already has RRAS installed. Then you
configure IAS with a list of NAS devices or RRAS servers that will use IAS. IAS
automatically uses the Remote Access Policies you configured on the local RRAS
server and starts working immediately.

Installing IAS

To install IAS, open the Add/Remove Programs application on the Control Panel.
Click Add/Remove Windows Components, and select the Network Services option.
Place a checkmark next to Internet Authentication Service (and any other services
you want to install), as shown in Figure 20-1.
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Networking Services Lomment E]

To add or remove a component, click the check box. A shaded box means that only part
of the companent will be installed. To see what's included in & companent, click Details.

Subcomponents of Networking Services:

™ ECOM Internet Services Prosy LR ~
Dnmam MName System [DNS) 15MB
1 [ynamic Host Canfiguration Protocal [DHCP) 00MBE
termnet Authentication Service 0.0 HE
05 Admission Control Service 0.0ME

imple TCPAP Services 00ME

) findows Intemist Name Service [WINS) 0.9ME ¥

<

Description:  Enables DCOM (Distributed Component Object Model] to travel over
HTTP wia the Intermet Information Server [115),

Total disk space required: 2EME Details

Space available on disk: 15162.8 MB

Figure 20-1 Installing IAS

Click OK, and Windows Server 2003 installs IAS for you. Windows also creates an
icon for the Internet Authentication Service console, which you use to manage
IAS. The icon can be found under the Administrative Tools folder on the Start
menu.

Configuring IAS clients

IAS provides a sensitive service on your network because it enables users to access
your network. For that reason, IAS permits only designated NAS devices to utilize
IAS services. You determine which NAS devices (including RRAS servers) can use
IAS by configuring IAS with a list of RADIUS clients.

The IAS console includes a list of authorized RADIUS clients. To add a client to
the list, right-click RADIUS clients and select New Client from the pop-up menu.
IAS displays the Add Client dialog box as shown in Figure 20-2.

You need to specify the client’s name, the IP address it will use to connect to
IAS, and a shared secret. The shared secret is just a password that the client uses
when it sends authentication requests to IAS. After adding the client to IAS, you
also need to configure the NAS with the address of the IAS server and the shared
secret.

Follow the instructions provided by your NAS device manufac-

turer to configure your devices. For information on configuring
RRAS to use IAS, see Session 19.

Note
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RRAS1 Properties

Settings |

Friendly name for client:
[rRas1

Client addr
Address (|Por DNS)
[19z 188017

Clientendar [FeDIUS Standard ~|

I Cliert must always send the signature attribute in the request

Shared secrat I

Confirm shared secret: I ********

oK I Cancel | Apply |
Figure 20-2 Adding a new RADIUS client to IAS

When clients send requests to IAS, IAS will check to make sure the shared
secret matches, and that the request was sent from the IP address you configured.

Don't allow your RADIUS clients to contact IAS from a different
@ IP address. IAS ignores requests sent from any IP address that
isn’t on its list of RADIUS clients. And if you change the IP
Never address of your NAS devices, be sure to update the client list
in IAS to reflect the change.

Managing IAS

You use the IAS console to manage IAS on a day-to-day basis. Generally, the main
thing you need to regularly reconfigure are the Remote Access Policies, which have
to change to meet your organization’s needs as they grow and evolve.

As shown in Figure 20-3, you can use the IAS console to modify the Remote
Access Policies of the IAS server.

The Remote Access Policies IAS uses are the same ones that

RRAS uses. If you modify the policies in the IAS console, they
are modified in the RRAS console and vice versa.

Note
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¢ Internet Authentication Service

File  Action  Miew Help

= AE BB @

ﬁ} Internet Authentication Service (Local) Mame | order |
0 Clienks s e 1
] Remol AHUW access if dial-in permission is enabled 2

rocessing

Figure 20-3 Remote Access Policies in IAS

IAS provides a great deal of flexibility in creating Remote Access Policies.
Remember, IAS evaluates the policies in the order they are listed in the console.
As soon as it finds a policy that matches an incoming connection request, it
applies that policy to the request, granting or denying access as appropriate.

For more information on how Remote Access Policies work, see
Session 19.

To create a new policy, right-click Remote Access Policies and select New Policy
from the pop-up menu. You can also double-click an existing policy to edit it, as
shown in Figure 20-4.

Policies can contain a number of parameters, such as the time of day, the user’s
name, the phone number the user is calling from, and so forth. In the policy
shown in Figure 20-4, users are granted access if they call during certain hours on
certain days and if the number they are calling from is in the 702 area code.
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Don't allow users during business hours Properties @

Seltings |

Specify the conditions that conhection requests must match,

Policy conditions:
D ap-&nd-Time-Restrictions matches "Sun 00:00-24:00; kMon 00:00-06:00 1
Called-Station-|d matche

< |

|

fod. | Edi. | Remove |

It connection requests match the conditions specified in this policy, the
azzociated profile will be applied to the connection,

Edit Profile.

Unless individual access permizssions are specified in the user profile, this
palicy controls access to the network.

If & cannection request matches the specified conditions:
@ Grant remote access permission

€ Dery remote access peimission

Ok I Cancel | Apply |

Figure 20-4 Editing a remote access policy

Remote Access Policy Conditions

You might not be able to use every policy condition in your environment.
For example, the ability to restrict users based on the phone number they
are calling from requires that your modems have Caller ID capability, and
that your phone lines have the Caller ID service. Different NAS devices
also provide different information, which affects the conditions that IAS
can examine in a policy.

Consult the documentation that came with your NAS devices to determine
what RADIUS information the devices provide to IAS. Then you will know
which IAS policy conditions are appropriate for your environment.

Don't use policy conditions that arent supported by your devices. For
example, if you create a policy that enables users only in a certain area
code to dial in, and your NAS devices don't send a phone number to IAS,
then IAS will deny all requests simply because it can't determine whether
or not they’re coming from the correct area code.
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Advanced IAS Features

IAS includes a number of advanced features that make it an even more valuable
component on your network. In Windows Server 2003, IAS introduces new features
for RADIUS forwarding, wireless access, and much more. The most important
advanced IAS features are RADIUS proxying, and RADIUS accounting.

Using IAS as a RADIUS proxy

In a very large organization, you may have a number of RADIUS servers on the
network. For example, World Metro Bank plans to have dial-in access at its larger
regional offices, with separate IAS servers for the North American and European
divisions. When a European employee visits the U.S.A., however, she will dial into
an office that uses a North American IAS server — which won't be able to authenti-
cate the European user.

By using RADIUS proxying, or forwarding, the North American IAS server can
forward requests to the European IAS server when necessary.

You configure RADIUS forwarding by creating connection request policies in the
IAS console, as shown in Figure 20-5.

0 Internet Authentication Service

File  Action  Miew Help

= | AEBEBE @

ﬁ} Internet Authentication Service (Local) MName | Processing Crder |
D Clients E¥Forward some requests 1 H
(] Remete Access Lagging Usa ‘Windows authentication for all users 2

%’ Remote Access Policies
E|[:| Connection Request Processing
- Connection Request Policies
b {:I Remote RADIUS Server Groups

Figure 20-5 Connection Request Policies
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A connection request policy is similar to a remote access policy because it
specifies characteristics of a user, including the number he is calling from, the
IP address he is using, his username, and so forth. Unlike a remote access policy,
connection request policies specify whether the local IAS server authenticates the
connection, or whether the connection is forwarded to another RADIUS server.

When new connections come in, IAS examines its connection request policies.
If it finds a policy that matches a new connection, IAS forwards the request or
handles the request itself, depending on how the policy is configured.

Using IAS for remote access accounting

By default, IAS creates a log file that contains information about IAS activities. If

your NAS devices or RRAS servers are configured to send RADIUS accounting infor-

mation to IAS, then IAS can include that accounting information in its log.
RADIUS accounting information falls into three categories:

e Periodic information. Sent on a reqular basis when users remain con-
nected to the NAS device.

e Logon information. Sent whenever a user connects or disconnects from a
NAS device.

e Accounting requests. Sent whenever a NAS device needs to start or stop
an accounting session.

By including accounting information in the IAS log file, you can use third-party
utilities to process the log files and generate remote access activity reports.

To configure IAS to include accounting information in its log, use the IAS con-
sole to view the list of IAS log files. Right-click a log file to edit its properties, as
shown in Figure 20-6.

When you include accounting information in the IAS log files, they can grow
quickly, especially if you have a lot of remote access activity. The Local File tab of
the log file’s properties dialog box enables you to configure properties that help
keep the log file manageable in size. As shown in Figure 20-7, you can configure
IAS to create new log files on a periodic basis, and you can configure a maximum
size for each log file.
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Properties

Settings | Local File |

The log containg all the authentication and accounting requests received
bw this server. Select the events you want ta lag,

¥ Log accounting requests [for example, accounting start o stop) -
recommender

¥ Log authentication requests (for example, acoess-accept or
access-reject] - recommended

¥ Log periodic status [for example, interim accounting requests)

aK I Cancel | Apply I

Figure 20-6 Configuring the log to include accounting information

Properties

Settings  Local File |
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IAS Logging
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% |45 Fomat
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© weekly
© Monthly

& Unlimited file size
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Log file directary:

oA ANDIOW S spstern 324 ogFiles Brawse,

Log file name: laslog.log

aK I Cancel | Apply I

Figure 20-7 Configuring log file properties
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REVIEW

In this session, you learned about the Internet Authentication Service (IAS)

and how it can be used to provide centralized remote access administration and
accounting for a large organization. You learned how to install and configure IAS,
and you learned about advanced IAS features like RADIUS proxy and remote access
accounting.

Quiz YOURSELF

1. What kind of information is included in RADIUS accounting? (See “Using
IAS for remote access accounting.”)

2. How does IAS determine whether to handle a new connection request or
forward it to another RADIUS server? (See “Using IAS as a RADIUS
proxy.”)

3. What types of NASs can IAS support? (See “What's a NAS?")

What do you have to do in order for IAS to permit an RRAS server to use
IAS for authentication? (See “Configuring IAS.”)
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1. What three properties can IIS use to distinguish between multiple virtual
Web sites on a single server?

What four types of sites can you set up in IIS?
What is the primary use for an IIS SMTP site?

How can you prevent anonymous users from accessing a particular file on
an IIS Web site?

What is the default TCP port for an IIS Web site?
Why are FTP sites used when HTTP offers similar file download capabilities?

pwon

What client software enables users to interact with an NNTP site?
What client software enables users to interact with an FTP site?

© 0® Ny

How can you configure a Web site to save information about user activity
to a log file?

10. What happens if a user tries to access a Web site that is uniquely identi-
fied by a host header, but the user’s proxy server removes the HTTP 1.1
headers from the request?

11. What two types of remote connections are most commonly used with
RRAS?

12. What two VPN protocols does RRAS support?

13. What two protocols are necessary to create an encrypted VPN with clients
who are not PPTP-compatible?

14. How can you monitor the users who are currently dialed in to an RRAS
server?
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15.
16.
17.
18.
19.

20.

How can you centralize the Remote Access Policies for several RRAS servers?
What standard protocol does IAS use?

How does RRAS authenticate users through IAS?

What service must already be present in order for IAS to operate?

How can IAS be used to forward RADIUS requests to another RADIUS
server?

How can IAS help monitor your remote access utilization?
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Session 21 i
Managing Virtual Private Networks

Session 22 :
Managing Advanced Network Services

Session 23 :
Using Network Monitor

Session 24 :
Performing Disaster Recovery Operations

Session 25
Managing Hardware

Session 26 ———
Managing and Maintaining Servers

Part VI — Sunday Afternoon

Session 27
Working with Windows Clusters

Session 28 =
Managing Certificate Services

Session 29
Understanding Performance Management

Session 30 _ ———
Performance Tuning and Optimization
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SESSION

Managing Virtual
Private Networks

Session Checklist

v How virtual private networks work

v How to set up a virtual private network

v How to troubleshoot virtual private networks

Access Services (RRAS) is capable of accepting connections through a vir-
tual private network (VPN). VPNs enable users to securely connect to your
company network over a public, unsecured network like the Internet.

You can also use VPNs to connect multiple computers at one location to the
computers at another location. For example, World Metro Bank has smaller branch
offices throughout the United States. They can use VPNs to connect those small
offices to larger offices, or to their main office, over the Internet.

In this session, you'll learn how VPNs work from the inside out. You'll also learn
how to set up a Windows Server 2003 to act as an interoffice router, using a VPN to
connect two corporate offices. Finally, you'll learn some of the most common trou-
bleshooting techniques to use when a VPN stops working.

A s you learned in Session 19, Windows Server 2003's Routing and Remote
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How VPNs Work

Imagine that the data transmitted by computers across networks are tiny
envelopes containing information. The envelope contains addressing information,
and the contents are the data the computer is sending. Network devices like
routers read the envelope to determine where the “mail” is supposed to go.

The problem with the envelopes is that anybody with access to the network can
open them and read them without the sender or recipient being aware of it. It's as
if you had a master key to the local post office, could open everyone’s letters, read
them, and reseal them without anyone knowing.

VPNs encapsulate network data, thereby placing the envelopes in the equivalent
of locked boxes. Only the sender and the intended recipient have keys to the locks,
and so only they can open the boxes and retrieve the envelopes within. Figure
21-1 shows how the encapsulation process works.

Sending computer

_'\ Network
| Data to be sent | VPN Protocol | Encapsulated Interface
V Card

Receiving computer

Network
Interface Encapsulated VPN Protocol | Data received
Card

Figure 21-1 VPNs encapsulate data

\

VPNs are normally set up to grab all of the traffic leaving one computer and
encapsulate it. The encapsulated data travels directly to the receiving end of the
VPN, where the data is unencapsulated. Because all of the data between the sender
and receiver is encapsulated by the VPN protocol, VPNs are often referred to as
tunnels. In fact, both of the major VPN protocols have “tunneling” in their names.
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Encapsulation Details

VPNs make use of a network protocol called General Routing
Encapsulation, or GRE. GRE is a very low-level protocol, just like the IP
protocol. The biggest problem most administrators encounter is getting
the GRE protocol to successfully make it through their network’s routers
and, most especially, firewalls.

Most firewall administrators are accustomed to configuring their firewalls to
permit different types of IP-based traffic. The HyperText Transport Protocol
(HTTP), for example, usually uses TCP port 80 under the IP protocol.

HTTP is a high-level protocol, however. There are no ports that a firewall
administrator can open to pass GRE, because GRE doesn’t run under the IP
protocol. In networking terms, GRE is a peer of the IP protocol.

Firewall administrators have to configure their firewalls to pass protocol ID
40, which is the ID that GRE uses. IP has its own protocol ID, which your
firewall administrator is probably already familiar with.

Types of VPNs

Two common protocols are used to create VPNs. The Point-to-Point Tunneling
Protocol, or PPTP, is most commonly found in Microsoft products. It was the first
VPN protocol to gain widespread acceptance. PPTP includes built-in encryption
capabilities, which means that the data sent through the tunnel is encrypted
before it is encapsulated.

The Layer 2 Tunneling Protocol (L2TP) is a newer VPN protocol. Most non-
Microsoft VPN software supports L2TP. L2TP is responsible only for the tunneling
portion of the VPN; it does not provide any built-in capabilities for encryption.
That means data in an L2TP tunnel is still subject to eavesdropping and tampering.
However, L2TP works in conjunction with the IP Security (IPSec) protocol to pro-
vide powerful encryption. The two protocols together actually provide somewhat
stronger security than PPTP. While PPTP encrypts the data before encapsulating it,
L2TP/IPSec encrypts the data after encapsulating it. That means any eavesdroppers
won't even know that the data they're looking at is part of a VPN, whereas with
PPTP they can examine the encapsulation headers and determine that the data is
part of a PPTP-based VPN.
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Windows Server 2003 supports both L2TP/IPSec and PPTP VPNs.

Note

Setting Up a VPN

I already described how one common use for VPNs is to connect branch offices to a
main office, as shown in Figure 21-2. That's how the World Metro Bank plans to use
RRAS because it’s cheaper to obtain Internet connections for their offices and then
use those connections to link the various offices.

VP Server

Branch Office
Network

Internet
Service
Provider

Internet
Service
Provider

client computers

Main Office
Network

ce
client computers
Main office
file server

Figure 21-2 Using a VPN server to connect offices

In Figure 21-2, the client computers at both offices can connect to one another
securely. That's because they are configured to send their data to the VPN server,
which acts as a router. The VPN server encapsulates and encrypts the data, and then
sends it across the Internet to the other VPN server. The other server decrypts and
unencapsulates the data, and then routes it to its recipient on that office’s network.

The configuration shown in Figure 21-2 uses two RRAS servers as
routers. If you want to configure RRAS to accept VPN connections

from individual users, refer to Session 19.

Note
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Configuring RRAS

After installing RRAS (see Session 19 for installation instructions), follow these
instructions to configure RRAS as a VPN router:

1. Open the RRAS console.

2. Right-click on your server's name and select Configure Routing and
Remote Access from the pop-up menu.

If you already configured RRAS, you may need to disable it first
20 Min. in order to follow these directions. Note that disabling RRAS
To Go deletes your current RRAS configuration and then enables you to
Note reconfigure the server according to these directions.

3. Select Virtual Private Network (VPN) Server in the Configure RRAS
Wizard.

4, Confirm that the correct protocols are already installed on the server.
RRAS displays a list of protocols; make sure that all of the network proto-
cols used on your network are listed. If some are missing, exit the wizard
and install the necessary protocols. Then start over with Step 1.

5. Decide whether or not you want RRAS to create VPN-only filters by
selecting the appropriate option, as shown in Figure 21-3.

Routing and Remote Access Server Setup Wizard

VPN Filters e
You can prevent unauthorized access to your YPN server by enabling fikers that ifl

allow access only to VPN packets.

Do pou want to create VPM-only packet filters for thiz server?
% Yes, create WPN-only packet fiters for this server.

Select this aption if this server is uzed anly a3 a WPN server and has a direct
connection to the Intemet.

" Mo, do naot create VPN-only packet filkers for this server

Select this option if this server is not a dedicated WPN server, or if you want to allow
WPM clients to access this server thiough any of the avaiable network connections.

Select the network interface that VPM clients use to access this server from the Intemet.

Name | Description [ IP Address

Local Area Connection 2 ADMtek ANS23 based ... 192168051

< Back I Mext > I

Carcel |

Figure 21-3 Decide if you want to apply VPN filters to your RRAS server
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If you apply the filters, then your RRAS server will accept only VPN com-
munications. That’s useful if the server will be directly connected to the
Internet because the filters make the server ignore any potentially harm-
ful Internet traffic. However, if you want your server to be able to accept
other types of traffic, do not apply the filters.

Tell the Wizard how remote clients will receive IP addresses. RRAS dynami-
cally assigns addresses to incoming VPNs; it can do so using a DHCP server
on your network (if one exists) or by using a range of IP addresses you
specify. If you have a DHCP server, select the DHCP option.

Tell the Wizard whether or not you want to use a RADIUS server to
authenticate incoming VPN connections.

Session 20 covers Microsoft’s Internet Authentication Server, a
RADIUS-compatible server included with Windows Server 2003.

Creating a routing interface

Once RRAS is configured to act as a VPN server, you can create a VPN routing inter-
face. If both offices will use RRAS servers as their VPN routers, you have to per-
form the following steps on both servers:

1.
2.

Open the RRAS console.

Right-click Routing Interfaces and select New Interface from the pop-up
menu. RRAS launches the New Routing Interface Wizard.

Enter a name for the new interface. The name should help remind you
what the interface will be used for. For example, you might type the
name of the office that the interface will connect to.

Enter the IP address of the VPN server in the other office.

Indicate which network protocols will be carried through the VPN by

selecting the appropriate protocols, as shown in Figure 21-4. Also select
the option to create a user account.



Session 21 — Managing Virtual Private Networks m

Demand Dial Interface Wizand

Protocols and Security
Select transports and secuiity options for this connection,

Check all that apply:
¥ Route IP packets on this interface
™ Route IPX packets on this interface
¥ Add auser account so & remote router can dial in.
T Send a plaintest password if that is the only way to connect.

™ Use scipting to complete the connection with the remate router,

s

< Back, I MNext » I Cancel |

Figure 21-4 Selecting the protocols that the VPN will carry

6. Select a password for the user account that RRAS will create, as shown in
Figure 21-5. This user account will be used by the other office’s VPN
server, so be sure to document the username and password.

Demand Dial Interface Wizand

Dial In Credentials
Configure the user name and password that the remote router will use when it dials &J
i b this server,

rou need to set the dial-in credentials that remote routers will use when connecting to
this interface. A user account will be created on this rauter with the information that wou
enter here.

Eerpnone IHemUle Router
Password. I xxxxxxxx L%
Confirm password: I xxxxxxx T

< Back, I Nent » I Cancel |

Figure 21-5 Selecting a password for the remote router account

7. Enter the username, domain, and password that RRAS should use when

logging into the other office’s VPN server.
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Remember to configure both offices’ VPN routers using the same
steps. Make sure you enter the correct usernames and passwords
into the Wizard, or the RRAS servers will be unable to authenti-

Note cate each other and establish a VPN.

Once you've configured both VPN servers, right-click the routing interface on
one of them and select Connect from the pop-up menu. The two servers should
connect to one another and establish a VPN.

Fine-tuning the routing interface

You can use the RRAS console to configure the properties of the VPN routing inter-
faces. Just right-click the interface’s entry in the console and select one of these
options:

e Set Logon Credentials. Changes the username and password the interface
sends to the remote VPN server. Use this option if the logon credentials
change, or if you entered them incorrectly when you set up the interface.

e Set Dial-out Hours. Changes the hours during which the interface can be
used, as shown in Figure 21-6. If your Internet access is billed by the
amount of time it is in use, you can configure RRAS to disable the inter-
face during hours when it isn't needed or during periods when the Internet
connection is most expensive.

Dial-out Hours

€[ ok ]
12-2-4-6-8-10-12-2-4-6-8-10-12
Cancel

Sunday
Monday
st I & Pemited
‘Wednesday |—

Thursday
Friday

Saturday

Sunday through 5aturday from 12:00 &M to 12:00 AM

Figure 21-6 Setting interface dial hours
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e Properties. Configures interface options. For example, as shown in Figure
21-7, you can set the interface as Demand-dial or Persistent. Demand-dial
interfaces connect automatically when someone on your network needs to
access the other office; Persistent interfaces are always connected. Again,
if your company pays for Internet access as it uses the connection, a
Demand-dial interface may help save money.

Remote Router,

General  Options |Sscuﬂly| Nelwurklngl

i Connection yps

& Demand disl
Idle time: before hanging up: B mirtes hd

© Persistent connection

r~ Dialing polic:
Fiedial atternpts: 0 _I:j
Average redial intervals: 1 mirte hd

Callback

Figure 21-7 Configuring interface options

Troubleshooting VPNs

VPNs can be pretty picky, and it’s often difficult to get them working initially. In
this section, I'll cover the most common VPN problems and give you some tips for
troubleshooting them in your environment.

Firewall issues

Firewalls cause the most problems for VPNs. Even if your network doesn’t contain a
firewall, your ISP probably does use a firewall. Here are some tips for configuring
firewalls to work with VPNs:

o If the firewall performs Network Address Translation (NAT), it can support
the PPTP protocol only if it contains a special feature called a GRE editor
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that allows it to also perform NAT for GRE call IDs. The L2TP protocol is not
compatible with firewalls that use NAT.

The firewall must allow protocol ID 40, the GRE protocol, to pass through
in both directions.

The firewall must also open the correct TCP port for the VPN protocol you
are using. For example, the PPTP protocol uses TCP port 1723.

Proxying firewalls are not generally compatible with VPNs. If you have a
firewall that proxies all traffic, consult the documentation to determine
whether or not the firewall works with VPNs.

You should consult your firewall documentation or an experi-
enced firewall administrator in order to enable the correct
firewall features to support a VPN.

You can avoid the hassle of firewalls by connecting one network
card of your VPN server directly to your Internet connection and
another network card to your network. By applying IP filters, you
can ensure that the VPN server does not create a weak point in
your network'’s security.

Miscellaneous issues

VPNs are susceptible to a number of other issues that can be hard to troubleshoot.
If the two VPN servers just won't connect, check the interface logon credentials on
both ends, and make sure that a firewall isn’t causing any problems (see the previ-
ous section for information on troubleshooting firewalls).

If the two VPN servers are connecting but client computers in one office can't

access resources in the other office, follow these troubleshooting steps:

1.

From one VPN server, use the ping command to try to reach the other
VPN server’s address. Use the address that is connected to the remote
office’s network. If the ping command fails, check the routing interface
configuration and make sure the two servers are connecting properly.

Use the tracert command from a client computer to try to access a com-
puter on the remote network. The tracert command shows you where the
VPN isn't working. For example, if packets of data are making it to the
remote office, but the replies aren’t making it back, then the remote VPN
server isn't routing packets back. Check its routing configuration.
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You'll learn more about how to use RRAS as a router in the next
session.

3. Make sure your client computers are configured to use the VPN server on
their network as their default gateway. Otherwise, outgoing packets won't
be routed to the VPN server, and the traffic won't make it through the
tunnel to the remote office.

REVIEW

In this session, you learned how VPNs work, and you learned about the two major
VPN protocols, PPTP and L2TP. You also learned how to configure RRAS as an
office-to-office VPN router, and how to create and configure VPN routing inter-

Done! faces. You also learned how to troubleshoot the most common VPN problems that
you might encounter.

Quiz YOURSELF

What TCP port is required by the PPTP protocol? (See “Firewall issues.”)

What are two methods you can use to save money when running a VPN
over an Internet connection that charges you by the amount the connec-
tion is used? (See “Fine-tuning the routing interface.”)

3. What protocol do VPNs use to encapsulate data? (See “How VPNs Work.”)

What VPN protocol is compatible with firewalls that perform NAT? (See
“Firewall issues.”)
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SESSION

Managing Advanced
Network Services

Session Checklist

v How to configure routing

v How to share Internet connections

v How to use Windows Server 2003 as a firewall

v How to integrate advanced network services

Windows Server 2003’s Routing and Remote Access Services (RRAS), including

accepting remote connections, creating Virtual Private Networks (VPNs), and
authenticating users with Internet Authentication Services (IAS). Windows Server
2003 and RRAS still have a few useful tricks up their sleeves, though, and you'll
learn about them in this session.

Specifically, I'll show you how to manage static routing on RRAS. I'll also show
you how you can use RRAS and Internet Connection Sharing (ICS) to use a
Windows Server 2003 as an Internet gateway. Finally, I'll show you how Windows
Server 2003 can help protect your network with the Internet Connection Firewall
(ICF) and RRAS IP filters.

I n sessions 19, 20, and 21, you learned about some of the capabilities of
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Unfortunately, these technologies are laden with TLAs (three-
letter acronyms). Don't forget to refer back to these introductory
paragraphs whenever the acronyms get too confusing!

Routing with RRAS

RRAS is capable of acting as a fully functional network router whenever it is
installed on a Windows Server 2003 that has more than one network interface card
(NIC) and the server is connected to multiple network segments. For example, in
Figure 22-1, a Windows Server 2003 running RRAS is connected to two different
network segments. Client computers on either segment can use the server as their
default gateway, and the server routes packets between the two segments.

Network interface
192.168.8.1

Network interface
192.168.7.1

Segment B

RRAS Server

Client computers Client computers
192.168.7.x 192.168.8.x

Figure 22-1 Using RRAS as a router

While RRAS can perform many of the same functions as a dedi-
cated hardware router, it often can’t perform them as quickly.
Whenever possible, you should always use a dedicated hardware
router for your network’s routing needs.

RRAS makes a great router when you're first setting up a network or when
you're setting up a test lab network and don't need the performance of a dedicated
router. One feature that makes RRAS so easy to use is that it usually configures
itself. For example, in Figure 22-1, no additional configuration should be needed
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for RRAS to work properly. It automatically sets up routes between its two network
interfaces, which means it will route data correctly between the two segments.

The need for static routes

You sometimes may need to configure static routes in RRAS. You usually have to
do this when you want RRAS to route to a network that it isn't directly connected
to. For example, in Figure 22-2, RRAS is connected to two network segments, and a
third segment is connected via a hardware router. RRAS doesn’t know about seg-
ment C, and so it won't be able to route data from segments A or B to C.

Network interface
192.168.8.1

Network interface
192.168.7.1

Segment B

Segment A

= b e
Client computers Client computers
192.168.7.x 192.168.8.x

RRAS Server

O
Client computers
192.168.9.x

Figure 22-2 Network with three segments

In a situation like the one depicted in Figure 22-2, you have to add a static
route, so that RRAS knows how to reach addresses in the 192.168.9.x range.
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Adding static routes

Adding static routes is easy with the RRAS console. Open the IP Routing item in
the console, and then click on Static routes. You'll see the static routes that are
already configured, if any exist, as shown in Figure 22-3.

5! Routing and Remote Access

File  Action  Wiew Help

= | AE BB @

E Routing and Remote Access Static Routes
% Server Status Destination T | Networkmask | Gatews [ interface Metric | View |
Bl [ IRIDISSA lacal) B172.166.92.0 255.255.255 0 192.168.0.12  Local Ares Connechion 2 2 Beth

= E AppleTalk Routing
B Routing Interfaces
E Ports
E Remote Access Clients (0)
-8 [P Routing
B General
E Static Routes
i DHCP Relay Agent
LB IGMP
@ Remote Access Polides
-] Remote Access Logging

Figure 22-3 Viewing static routes

You can add a new route by right-clicking Static routes and selecting New Route
from the pop-up menu. RRAS displays the New Static Route dialog box, as shown
in Figure 22-4.

Static Route TmeEnts @
Interface: |Luca\ Area Connection 2 ;I
Destination 172168 82 . 0
Metwork mask: 266 265 265 0
Gateway: 192.168. 0 . 12
M etric: 2 _l;l

[¥ Use this route to initiste demand-dial connections

Cancel |

Figure 22-4 Adding a new static route
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When you add a new route, you need to provide the following information:

e The interface that the route applies to. Select the interface that RRAS will
receive packets on.

e The destination that the route applies to. This is the destination that the
packet will contain. You can enter part of a network address if you want
the route to apply to a range. For example, to have the route apply to
172.192.68.%, just enter 172.192.68.0 in the dialog box.

e The network mask that the route applies to.

e The gateway for the route. This is the IP address that RRAS will send pack-
ets to. This might be the address of a router that is directly connected to
the destination segment.

® The metric. This is the cost of the route. You can configure RRAS with mul-
tiple routes for the same destination. RRAS always uses the “least expen-
sive” route or the route with the lowest metric, if it is available. If that
route isn't available, RRAS tries other routes. This design enables you to
configure backup routes that might use more expensive or slower network
connections, for example.

RRAS can also use routing protocols such as Open Shortest Path First (OSPF) or
Routing Interface Protocol (RIP). These protocols allow RRAS to communicate with
other routers on your network to automatically determine the correct routes for
your entire network. You should select the routing protocol that your other net-
work devices support, and you should consult the RRAS documentation for details
on configuring the routing protocols.

Internet Connection Sharing

Most businesses today connect their networks to the Internet. Large networks use
high-powered, dedicated firewalls and other devices to maintain this connection,
but smaller networks, or home networks, might not have the money for those
expensive, dedicated devices. Windows Server 2003 is capable of acting as an
Internet gateway for these networks, allowing all of the computers on the network
to share a single Internet connection. Figure 22-5 shows how the network might
look with Windows Server 2003 acting as an Internet gateway.
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Network interface
connected to
Internet

Network interface
192.168.7.1

O RRAS Server
Client computers
192.168.7.x

Figure 22-5 Using Windows Server 2003 as an Internet gateway

When acting as an Internet gateway, Windows Server 2003 can share any type of
Internet connection, including dial-up connections or broadband connections like
frame relay or Digital Subscriber Lines (DSL). Windows Server 2003 provides two
distinct methods for acting as an Internet gateway: Internet Connection Sharing,
or ICS, and RRAS.

Enabling ICS

ICS is a feature included only in Windows Server 2003. It is not included in
Windows Enterprise Server or Datacenter Server. ICS provides an easy-to-
configure Internet gateway for small office or home networks.

To enable ICS, open your server's list of network connections. Right-click the
Internet connection that you want to share, and select Properties from the pop-
up list. On the Advanced tab, enable Internet Connection Sharing as shown in
Figure 22-6.

You can also select the check box that makes Windows activate the Internet
connection (in the case of dial-up connections) when someone on the network
needs to use it. If you do so, the Internet gateway will function automatically.
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= LAN Properties

| General | Options | Security | Metworking | Advanced |

Intermet Connection Firevall

Protect my computer and networl: by limiting or preventing
access to this computer fram the Intemet

Learn mare about Intermet Connection Firewal,

Internet Connection Sharing

Allows other network, users to connect thiough this
computer's Intermet connection

[[] Establish a dialup connection whenever a computer on
my hetwork attempts to access the Intemet

Allovs other network users to control or disable the
shared Intemet connection

Learn mare about Intemet Connection Sharing.

If pou're not sure how to set these properties, use

the Network S etup ‘Wizard instead

Figure 22-6 Enabling ICS

When you enable ICS, Windows makes several configuration changes, and you
need to make a few of your own for ICS to work:
o Windows sets the IP address of the server’s NIC to 192.168.0.1.

o Windows sets up a special service, similar to DHCP, that issues addresses to
the client computers on your network.

® You need to configure your client computers to obtain their IP addresses
automatically, and you need to disable any DHCP server that is already on
your network.

Once you're done, ICS is completely automatic.

RRAS as an Internet gateway

If you're using Enterprise Server, Web Server, or Datacenter Server, ICS is not avail-
able to you. However, you can configure RRAS to perform the same tasks. Perform
the following steps on an unconfigured RRAS server:

If your RRAS server is already configured, disable it by right-
clicking the server name in the RRAS console and selecting

Disable from the pop-up menu. Disabling RRAS erases the
Note server’s RRAS configuration.
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1. In the RRAS console, right-click your server’s name and select Configure
Routing and Remote Access Service.

2. When the Wizard prompts you to select a configuration option, select
Internet Connection Server.

3. Select ICS or Network Address Translation (NAT) Router. On Web Server,
Enterprise Server or Datacenter Server, the ICS option is grayed out, so
select the NAT Router option.

4. Select the network interface that is connected to the Internet, as shown
in Figure 22-7.

Routing and Remote Access Server Setup Wizard

Internet Connection -
Client computers use a single connection to aceess the Internet through this ;PI,J
sErver

% Uss the selected Intemet connection

Intemet connection:

Mame \ Description | IP Address
Local Area Connection 2 ADMtek ANSB2 based.. 192188051

7 Create a new demand-dial Intemet connection
A demand-dial connection is activated by this server as needed to send data to o
receive data from the Internet. Y ou will create a demand-dial connection later in thiz
wizard

« Back I Met > I Cancel I

Figure 22-7 Selecting your Internet connection

5. Complete the Wizard, and RRAS will be configured to act as an Internet
gateway. You also need to configure your client computers to use the
RRAS server as their default gateway.

Internet Connection Firewall

When you use RRAS as your Internet gateway, you need that server to also protect
your network against intruders and hackers on the Internet. Windows offers the
Internet Connection Firewall (ICF) and RRAS IP filters to help make a Windows
Server 2003 into a basic firewall.
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If your security requirements are more complex than simple port
filtering, you should investigate a third-party firewall product or
Microsoft’s Internet Security and Acceleration Server, which is a

full-fledged firewall.

As with ICS, ICF is not available on Web Server, Enterprise Server or Datacenter
Server. On those platforms, you need to configure RRAS IP filters to perform the

same tasks as ICF.

Enabling ICF

You enable ICF from the same dialog box that you used to enable ICS, shown in

Figure 22-6. You can click the Settings button on that dialog box to configure
advanced ICF features, as shown in Figure 22-8.

Advanced Settings

Services |7Secumly Lagging | ICMP |

3

2|X)

Services

T
[ Intemet Mail Access Protocal Yersion 3 IMAP3)
O Intemet Mail Access Pratocal Yersion 4 [IMAP4)
O Intemet Mail Server [SMTP]

[ Post-Office Protocol Wersion 3 (POP3)

[ Remate Desktop

[0 Secure \web Server [HTTPS)

O Telnet Server

O web Server HTTF)

Select the services iunning on wour nebwork that Intermet users can
access.

[ awd. ][ Ed. ] Delate

Figure 22-8 Advanced ICF settings

By default, ICF allows traffic to leave your network and go to the Internet and

allows replies to come back from the Internet. No new connections are allowed

from the Internet to your internal network. By selecting the appropriate check
boxes in the advanced ICF settings, you can instruct ICF to allow certain IP proto-
cols in from the Internet. Those connections are routed to the computer that will

handle them. For example, when you enable the File Transfer Protocol (FIP) in ICF,
you need to specify the name or IP address of the server on your network that will
handle FTP traffic. ICF will route all incoming FTP traffic to that server.
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RRAS as a basic firewall

If you can’t use ICF, or if you want to maintain a finer degree of control over your
firewall services, you can configure input and output IP filters in RRAS. These fil-
ters tell RRAS what traffic to accept and what traffic to ignore.

To view or create filters, follow these steps:

10 Min.

In the RRAS console, open the IP Routing item.
To Go

Click on the General item to view a list of network interfaces on the
server.

3. Right-click the interface that you want to apply filters to, and select
Properties from the pop-up menu.

4. Click the Input filters button to view input filters, or click the Output fil-
ters button to view output filters. Input filters restrict the traffic that
the server receives and are the logical choice when you're trying to pro-
tect the server from hackers.

5. Click the Add button to add a new filter, as shown in Figure 22-9.

Edit IP Filter

[ Source network

IP address:
Subriet mask:

™ Destination network
IP address:
Subret mask:

Protocal TCP =

Source part: 0
Destination port; a0

Cancel |

Figure 22-9 Adding a new IP filter

1. If you want the filter to apply to traffic from a specific source IP
address or network, select the Source network check box and pro-
vide the IP address and subnet mask that the filter will look for.
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2. If you want the filter to apply to traffic sent to a specific destina-
tion, select the Destination network check box and provide the IP
address and subnet mask the filter will look for.

3. If you want the filter to apply to a specific protocol, select that pro-
tocol from the Protocol list. Also provide the source and destination
ports for the protocol. Enter a zero to have the filter match any port.

When configuring a filter, you can specify as much or as little informa-
tion as necessary for your needs. In Figure 22-9, the filter shown will
match on all traffic using destination port 80 of the TCP protocol — Web
traffic.

6. Click OK to view the updated list of filters, as shown in Figure 22-10.
Notice that you can instruct the server to ignore all traffic unless it
meets the filter conditions, or accept all traffic unless it meets the filter
conditions. Thus, your filters can be turned into a list of traffic to specifi-
cally accept or a list of traffic to specifically reject. In Figure 22-10, the
filters are configured to reject all traffic not matching a filter, which
means the server will accept only incoming Web traffic. All other traffic
will be rejected.

Input Filters

These filters contral which packets are received for forwarding or processing on this interface.
Filter action:

' Receive all packets except those that mest the criteria below

% Drop all packets except those that meet the criteria below

Filters:

I Source 4d, | Source M ‘ Dssllnallun...l Desllnat\un...‘ Proat.. | Source P. ‘ Destinatio
Any Ay Ay Any TCP Any 80

|

il &

New... Edi... | Delete |
Ly
Cancel

Figure 22-10 Viewing IP filters

7. Click OK to close the dialog boxes. New filters take effect immediately.
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REVIEW

In this session you learned how RRAS and Windows Server 2003 can provide routing
services for your network. You also learned how they can enable a server to act as
an Internet gateway and a basic firewall, either by using Internet Connection
Sharing and the Internet Connection Firewall, or by using features of RRAS. You
learned how to configure these features and apply them to your network.

Done!

Quiz YOURSELF

1. How can you use Windows Enterprise Server to protect your network from
Internet-based hackers? (See “Internet Connection Firewall.”)

2. How can you use Windows Server 2003 to act as an Internet gateway?
(See “Internet Connection Sharing.”)

3. How can you use Windows Server 2003 as a router and avoid having to
configure manual routes? (See “Adding static routes.”)

4. When is it appropriate to use RRAS as a network router? (See “Routing
with RRAS.”)
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SESSION

Using Network Monitor

Session Checklist

v How Network Monitor works

v How to capture data with Network Monitor

v How to analyze data with Network Monitor

v How to automate Network Monitor

Network Monitor, or NetMon. NetMon is a network packet analyzer, simi-
lar to third-party products such as Network General’s Sniffer. NetMon
enables you to look at the raw data transmitted on your network and can be useful
when you're troubleshooting problems with WINS, DNS, DHCP, or other services
that require network communications.
In this session, you'll learn how NetMon works, and how to use it to capture and
analyze data from your network. You'll also learn how to automate NetMon,
enabling you to perform more advanced troubleshooting tasks.

You can install Network Monitor on almost any version of
Windows, including Windows XP Professional. In this session,

however, I focus on how to use NetMon directly on a Windows
Note Server 2003 computer.

W indows Server 2003 includes a powerful network analysis tool called
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How NetMon Works

Normally, network interface cards (NICs) see all of the traffic transmitted on their
network segment, but they pay attention only to traffic sent to their own physical
address or traffic that is broadcasted to all computers. NetMon works by placing
your server’s NIC into promiscuous mode, where the NIC pays attention to all traffic
on the network.

Your server’'s NIC and NIC device driver must support promiscu-
ous mode. Consult your NIC documentation for more information

on whether or not the NIC supports this feature.

Note

Once the NIC is looking at all of the traffic on the network, NetMon starts cap-
turing the traffic into a special area of memory called a buffer. Capturing the data
simply means storing it in the buffer, where you can look at it later. Capturing
data requires NetMon to devote its complete attention to the server’s NIC, so you
can't do anything else with NetMon while it’s capturing. Once the capture is com-
plete, you can analyze the data in the buffer. NetMon does not enable you to view
the traffic on your network in real time.

The Two Versions of NetMon

The version of NetMon included with the Windows operating system is
limited in functionality. For security reasons, it captures only traffic
transmitted to or from the computer on which NetMon is running, includ-
ing broadcast traffic.

Microsoft does make a full version of NetMon that can capture all network
traffic, whether or not it was sent to or from the server. That version is
bundled with Microsoft Systems Management Server. You can also obtain
the full version of NetMon with certain Microsoft Official Curriculum
courses.

Other than the restriction on what traffic can be captured, the two ver-
sions are identical. The full version of NetMon is more useful as a trouble-
shooting tool because it enables you to capture all network traffic.
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The NetMon Agent

Windows operating systems based upon NT, including Windows 2000, Windows XP,
and Windows .NET, can also run a special service called the Network Monitor
Agent. The NetMon Agent’s job is to capture traffic on whatever network segment
the computer is attached to, and to transmit that traffic back to a computer run-
ning NetMon. This design enables you to capture traffic on network segments that
you aren’t physically connected to.

To use a NetMon Agent to capture data, tell the NetMon console to connect to
the computer running the NetMon Agent. The NetMon Agent service must be
installed and started in order for NetMon to connect to it.

NetMon obstacles

Modern network design creates many obstacles for using NetMon. For example,
many companies use switches, rather than hubs, to connect their networked com-
puters to one another.

When a hub receives data on one port, it retransmits that data out all of its
other ports. That basic functionality allows networks to function — after all, if
computers couldn't “see” the data transmitted by other computers, there wouldn't
be a network. NetMon works great with hubs, because the hub makes sure that all
the traffic on the network makes it to the NIC of the computer NetMon is running
on. Figure 23-1 shows how hubs retransmit data.

The problem with hubs is that they create a lot of extra traffic. For example, if
Computer A needs to transmit something to Computer B, there’s no reason for
every other computer on the network to have to see that transmission. Remember
that only one computer on a network can “talk” at a single time, so when the hub
transmits Computer A's request on all of its hub ports, Computer A is effectively
stopping any other communications for a brief time.

Companies solve this problem by using switches. A switch looks a lot like a hub,
but when it receives data on one port, it retransmits the data only to the port that
contains the destination. So when Computer A transmits, only the port that
Computer B is connected to is tied up. Computers on other ports can carry on their
own conversations. Figure 23-2 shows how switches work.
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Figure 23-1 How hubs retransmit data

Switches are great for networks because they effectively increase the amount of
traffic the entire network can carry at any given time. Switches are horrible for
NetMon, though, because they prevent the computer that NetMon is running on
from “seeing” all of the traffic on the network.

Higher-end switches enable you to configure certain switch ports in promiscu-
ous mode, which makes the switch transmit all network traffic that it receives on
that port, in addition to whatever other ports the traffic needs to go through. By
connecting your NetMon computer to a promiscuous switch port, you can ensure
that NetMon will “see” all of the traffic on your network. Using promiscuous mode
may decrease overall performance on your switch because the switch has to work
harder to transmit the extra traffic. Consult your switch documentation, and con-

sider using promiscuous mode only when you need to capture data with NetMon.
Figure 23-3 shows a switch with one port in promiscuous mode.
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Figure 23-2 How switches retransmit data
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Figure 23-3 How switches retransmit data in promiscuous mode
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Capturing Data

When you first launch NetMon, it asks you to select the NIC that you want to use to
capture data. If your computer has more than one NIC, be sure to select the one that
is connected to the network segment that you want to capture data from. After you
select the NIC that NetMon will use, click the Capture button in the toolbar to begin
a capture. NetMon displays its capture statistics screen, as shown in Figure 23-4.

# Microsoft Netwark Monitor - [\ETHERNET\NET 00059549126 Capture Window (Station Stats)] =%
@ File Capture Tools Options Window Help -8 X
o EEEEQ| ¥ o [o] a5 2]
% Network Utilization: | |[Time Elapsed: 00:00:15.11173 |~
o 1B Metwark Statistics =
1] 0 o # Frames: 674
Frames Per Second: # Broadcasts: 3
1 # Multicasts: 2
i y 4z 1 Bytes: B0442
Eytes Per Second: # Frames Diopped: 0 |
b i = 88‘ Metwork Status: Normal 3
Broadcasts Per Second. : Captured Stafistics
i il 100 [" # Frames: 674
MNetwork Addiess 1|1->2 12| Metwork Address 2 | | 4 Frames in Buffer. 574
LOCaL 40 (53 |RUNTOPDSESS: H# Frames lost when buffer exceeded: 0

LOCAL 3
LOCAL

“BROADCAST # Bytes: 60442
# Bytes in Buffer: B0442
% Buffer Utiized: 5

# Frames Diopped: 0

Per Second Statistics
% Metwork Utiization: 0
H# Frames/second: 0

# Bytes/second: 0 |
Network Address|Frames Sent| Frames Rovd| Bytes Sent| Butes Rovd| Directed Frames Sent| Multicasts Sent | Broadcasts Sent
“BROADCAST |0 3
ACCTON1831BF | 384 192 0336|1883 |384 i i
LOCAL
RUNTOPOSE 854 53 40 7139 5401 53 i i
XERDX 000002 |0 H i 394 i 0

|Metwork Manitor ¥S,

Figure 23-4 NetMon'’s capture screen

To stop the capture at any time, click the Stop button. To stop the capture and
immediately view the captured data, click the Stop and View button. Once your
capture is complete, you can also save the captured data to disk for later analysis.

Using capture filters

Most networks carry an incredible amount of data, and you won't usually want to
look at all of it. NetMon enables you to create capture filters, which restrict the
traffic NetMon captures. Capture filters provide a couple of important benefits:
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e Filters cut down the traffic you have to analyze, making it easier to exam-
ine the traffic you capture.

e Filters help prevent NetMon's capture buffer from filling up. When the
buffer fills, NetMon discards older packets to make room for newer ones. By
using filters, you reduce the amount of traffic that goes into the buffer,
saving space for the packets you want to analyze.

To create a capture filter, click the Filter button on the toolbar in NetMon's capture
window. NetMon displays the Capture Filter dialog, which is shown in Figure 23-5.

Capture Filter E

[AND)|

SAP/ETYPE = Any SAP or dny ETYPE
[faddiess Pairs]

INCLUDE DOM-HPT [IP] <> MY Pattern.
| [Patletn Matches] |

-~ Insert

| (2
Load... I Save... | oK I Cancel | Help |

Figure 23-5 Viewing capture filters

You can use the Capture Filter dialog to add new filter conditions. Only traffic
matching the conditions you specify will be captured into the buffer. The condi-
tions you can use include
Traffic sent from a specific address
Traffic sent to a specific address
Traffic that contains a data pattern that you specify
Traffic sent on specific protocols, such as TCP/IP or IPX/SPX

You must specify capture filters while capturing is stopped. You
cannot change filters once NetMon begins capturing unless you
first stop the capture.

Note

Your capture filters can’t include conditions for high-level protocols like HTTP or
FTP, because NetMon doesn’t have enough time during the capture process to
examine packets that closely.
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Using triggers

You'll often want to use NetMon to capture a small amount of traffic and then ana-
lyze it immediately. Other times, you'll want NetMon to capture traffic over a long
period of time. For example, you may create a capture filter that captures only
specific traffic sent by one computer on your network. You might want to let the
capture run overnight, to get as much data as possible for analysis the next day.

Letting NetMon run unattended is no problem, although it can cause undesired
results. For example:

e NetMon's buffer may fill up, causing NetMon to discard some of the data it
captured.

e NetMon can't normally respond to certain types of traffic with alarms or
other actions.

e You may want to use NetMon as a troubleshooting tool and have it run a
batch file or an administrative script when it detects specific data patterns
in the traffic it captures.

NetMon's capture triggers are ideal for solving these problems. You can create a
new trigger by selecting Trigger from the Capture menu in NetMon's capture
screen. As shown in Figure 23-6, capture triggers can look for a variety of situa-
tions, such as data patterns or a full buffer, and automatically take action, such as
stopping the capture, sounding an alarm, or executing another program.

Capture Trigger ﬁ
i~ Trigger on — Buffer Space
-
Mothing & osx
 Pattern match
" 50%
& Buffer space
C 5%
™ Pattem match then buffer space
100
" Buffer space then pattem match
e i
& Hex
" Fiom Er Laiv:

- Trigger Action
& Audible Sighal Only " Stop Capture

I Execute Command Line |

Ok I Cancel I Help |

Figure 23-6 (reating a capture trigger
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Analyzing Data

Once you've captured the data you want, you can use NetMon's View window to
analyze the data, as shown in Figure 23-7.

# Microsoft Network Monitor - [Capture: 2 (Summary)]
@Fl\e Edit Dlsp\ay Tools Options  ‘Window  Help
_U 25| 8 EEER 41+ FI@| sl of 2|
Fraue | Time | Sze MAC Addr | Dst MAC Addr | Protocol | Description ]
1 0.530850  LOCAL KEROX 000002 EBone Security Check (0x03) |;‘
z E.357704  LOCAL ACCTON1SS1EF  DNS 0x4E:gnd Qry for iridisSa braincoremevada.o...
3 £.357704  ACCTON1SS1EF  LOCAL 1CHD Redirect: Use Gateway 192.168.00.11 to reac...
4 5.357704  ACCTON1SB1EF LOCAL DHS 0x4E:Std Qry for iridisSa braincorenevada.c...
5 5.357704  LOCAL ACCTON1S81EF  DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
& E.357704  ACCTONL1SS1EF LOCAL 1cHMP Bedirect: Use Gateway 152.168.00.11 to reac...
7 5.357704  ACCTONL1SS1EF LOCAL DNE 0x4E:gnd Qry for iridisfa. braincoremevada.co...
] E.357704  LOCAL ACCTON1SS1EF  DNS 0x4E:gnd Qry for iridisSa braincoremevada.co...
9 5.357704  ACCTON1SB1EF LOCAL 1CHP Bedirect: Use Gateway 192.168.00.11 to reac...
10 5.357704  ACCTON1SB1EF LOCAL DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
11 E.357704  LOCAL ACCTON1SS1EF  DNS 0x4E:8td Qry for iridisSa.braincorensvada.c...
1z E.357704  LOCAL IUNTOPOSEESA TCP o...8., len: 0, seyq:2268048839-226304883. .
1z E.357704  ACCTONLSS81EF LOCAL ICHMP Redirect: Use Gateway 152.165.00.11 to reao...
14 E.357704  ACCTONL1SS1EF LOCAL DNE 0x¢E:gnd Qry for iridisSa braincoremevada.co...
15 5.357704  LOCAL ACCTON1881BF  DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
16 5.357704  RUNTOPOSESSA LOCAL TCR JA. 8., len: 0, seq: 692137963-692137963. .
17 E.357704  LOCAL IRIDISER BT 85 Zession Request, Dest: IRIDIZEA -
18 E.357704  ACCTONL1SS1EF LOCAL 1P Bedirect: Use Gateway 152.165.00.11 to reac...
12 E.357704  ACCTONLSS1EF  LOCAL DNE 0x4E:gnd Qry for iridisSa braincoremevada.co...
z0 5.357704  LOCAL ACCTON1281EF  DNS 0x4E:grd Qry for iridisSa braincorenevada.co...
21 5.357704  IRIDISSA LOCAL BT S8: Positive Session Response, Len: O
2z 5.357704  ACCTONL1SS1EF LOCAL 1cHp Bedirect: Use Gateway 192.168.00.11 to reac...
23 E.357704  ACCTONL1SS1EF LOCAL DNE 0x4¢E:8td Qry for iridisSa.braincorenevada.c...
z4 E.357704  LOCAL ACCTON1SS1EF  DNS 0x¢E:gnd Qry for iridisSa braincoremevada.co...
zE E.357704  ACCTONLS81EF LOCAL ICHMP Redirect: Use Gateway 152.168.00.11 to reao...
z6 5.357704  ACCTON1SB1EF LOCAL DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
27 5.357704  LOCAL ACCTON1881EF  DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
zg E.357704  ACCTONL1SS1EF LOCAL IcHMP Bedirect: Use Gateway 152.168.00.11 to reac...
z8 E.357704  ACCTONL1SS1EF LOCAL DNE 0x4¢E:8td Qry for iridisSa.braincorenevada.c...
20 E.357704  LOCAL ACCTONL1SS1EF  DNS 0x¢E:gnd Qry for iridisSa braincoremevada.co...
31 E.357704  ACCTONL1SS1EF LOCAL 1CHMP Redirect: Use Gateway 152.165.00.11 to reao...
3z 5.357704  ACCTON1SB1EF LOCAL DNS 0x4E:Std Qry for iridisSa braincorenevada.c...
< 1l |

[Metvork Monitor ¥5,00,943 [F#: 1/686

Figure 23-7 Viewing captured data

For the captured data to make any sense, you need to be familiar
with how the various protocols work. You can learn the basics of

how Windows’ core protocols work in sessions 13 through 22.
Note

Each line in the View window represents a single packet of network data. If you
double-click one of these lines, NetMon displays the packet’s details in a hierarchi-
cal format. For example, Figure 23-8 shows the details of a DNS packet.

10 Min.
To Go
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P Microsoft Network Monitor - [Capture: 2 (Detail)]
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Figure 23-8 Viewing packet details

Filtering captured data

While NetMon doesn't enable you to create highly detailed capture filters, it does
enable you to create very complex filters in the View window. The filters don't
delete any captured data, but they do limit the amount of data you see. For
example, you might want to view only captured DNS or DHCP data. To modify the
current filter, just click the Filter button on the View window’s toolbar. NetMon
displays the Display Filter dialog box, as shown in Figure 23-9.

You can create filters that include the following conditions:

Traffic sent from a specific address

Traffic sent to a specific address

Traffic that contains a data pattern that you specify

Traffic sent on specific protocols, such as TCP/IP or IPX/SPX

Traffic sent using specific subprotocols, such as HTTP, DNS, or DHCP
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Figure 23-9 Filtering captured data

Running analysis experts

NetMon also includes analysis experts, which are preconfigured modules that help
you determine specific information about your network, based on the data you

captured from the network.

To see the list of experts and select one or more to run, select Experts from the
View window’s menu. NetMon displays the Network Monitor Experts window, as

shown in Figure 23-10.

Network Monitor Experts
Groups; ﬁ Fun List:
All Experts Average Server Response Time
i Protacal Distibution
- [£] Average Server Response Time R
=] Propesty Distribution it
~[£] Protocol Coslesce Toal
[=] Protocol Dishibution &R
~[£] TCP Retransmit from Fur List
] Top Users
Configure
Expett...
Use Defaults
Add Group ~ Expert Description Fiun Experts
— Calculates the Distribution of Metwork,
JEIE o Protocols in the Capture
Close | Help |

Figure 23-10 Selecting experts to run
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NetMon's experts can help you determine which protocols are in use on your
network and which computers are generating the most traffic. NetMon displays the
results in a tabbed dialog box, as shown in Figure 23-11, enabling you to examine
the experts’ results in detail.

#® Microsoft Network Monitor - [Event Viewer] | w
f File Edit Wiew Options Window Help =
2%
Average Server Response Time Protocol Distribution |
Protocol | Frames | Bytes Claimed | % Frames | % Bytes
e R i e e |
TRAIL 1 12 1 1
EBone 4 7en 1 1
DS 38 17664 55 8
TP 104 2222 15 3
NET 78 s20 11 1
upp 387 3098 56 5
CHP 192 6312 27 11
P 633 13660 99 2z
SMB 73 7272 10 11
ShAP 1 5 1 1
LLC s 15 1 1
ETHERNET 683 9632 100 15
Frame 683 0 100 0
STATS Data
Tatal Events: 14 [Fa#: 11/eB8 [0Ff: 54 (x38) EE_@

Figure 23-11 Examining expert results

REVIEW

In this session, you learned how Network Monitor (NetMon) can be used to capture
and analyze network traffic. You learned how to apply pre- and post-capture fil-
ters, automate NetMon's capture process with triggers, and use experts to analyze
the data you capture. You also learned how your network’s infrastructure can
affect NetMon's operation, and you learned how to work with switches and hubs to
make NetMon an effective troubleshooting tool.

Done!
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Quiz YOURSELF

1. How can you prevent NetMon from discarding packets when it is captur-
ing data overnight? (See “Using triggers.”)

2. How can you reduce the amount of data on the View window to focus on
certain protocols? (See “Filtering captured data.”)

3. How can you quickly determine which computer on your network is creat-
ing the most traffic? (See “Running analysis experts.”)

4. How can you ensure that NetMon will work in a switched network envi-
ronment? (See “NetMon obstacles.”)
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SESSION

Performing Disaster
Recovery Operations

Session Checklist

v How to back up and restore data

v How to install the Recovery console

v How to use Automatic System Recovery

from hardware and software failures without losing data. In this session,

you'll learn how to use Windows Backup to create backup files in case
your servers fail. You'll also learn to install the Recovery console to help recover
from system failures and use Windows Automated System Recovery (ASR) to help
in the event of a total operating system failure.

Make sure you take the time to understand and perform disaster recovery tasks
while your servers are in normal operating condition. Once your servers fail, you
can do little to recover them if you haven't taken the appropriate disaster recovery
steps in advance.

W indows Server 2003 includes a number of features that help you recover

Never allow production servers to operate without a disaster
@ recovery plan in place. Test and document your recovery proce-
dures to be sure they work before disaster strikes.
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Backup and Restore

Windows Server 2003 includes a basic backup and restore application called
Windows Backup. The application enables you to back up the files on any com-
puter on your network, and to back up the system state of the local computer to a
backup file on disk or tape (if you have a properly-configured tape backup device).

System state is a special set of data that includes the system
Registry, Active Directory (on domain controllers), and critical

system files. You should regularly back up the system state of
Note all your Windows Server 2003 computers.

The built-in backup application provides only basic backup and restore func-
tionality. You need to purchase a third-party backup application like Veritas’
BackupExec if you want to perform advanced backup and restore operations:

® Back up the system state of computers across the network (the built-in
application can back up only the local computer’s system state).

® Schedule backups that include several computers across the network (while
you can do this with the built-in application, it’s cumbersome and time-
consuming).

® Manage a large set of backup media, such as tapes or optical disks.

Backing up data

Windows Backup enables you to back up files and the local computer’s system
state. When you launch Backup for the first time, it runs in Wizard mode and
walks you through the task of backing up your computer’s data. If you prefer not
to use the Wizard, you can cancel it and use Windows Backup in Advanced mode,
which is shown in Figure 24-1. Advanced Mode allows you to begin selecting files
for backup, select files to restore, and so forth.

In Advanced mode, you indicate the items you want to back up by placing
checkmarks next to them. You then click Start Backup to begin backing up the
selected data.

Windows Backup can back up data either to a disk-based file or to a backup
tape. The backup tape device must be attached to your computer, and the correct
drivers must be installed, before Windows Backup can detect the device. If you do
not have a properly configured tape device attached, Windows Backup enables you
to back up data only to a disk-based file.
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& Backup Utility - [Untitled]
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| Backup destinatior Backup options:
>
File - Mormal backup. Summary log Start Backuy
I J Some file types excluded. =l E
Backup media or file name:

|A'\Backup bkt Browse...

Figure 24-1 Windows Backup in Advanced mode

disk fails, then you'll lose your backup file along with the data

Do not rely on a disk-based backup file. If your computer’s hard
@ the backup was supposed to be protecting!

Never

Types of backups

Windows Server 2003 attaches an archive bit, or flag, to each file stored on disk.
When the archive bit is cleared, it indicates that the file has not changed since it
was last backed up. When the file is changed, Windows automatically sets the
archive bit, indicating that the file needs to be backed up. The archive bit plays an
important role in the different types of backups that Windows Backup supports:

o Normal backup. Also referred to as a Full backup, a Normal backup backs
up all the files you select. It clears the archive bit on each file.

e Daily backup. Backs up only the files whose “last changed” dates match
the current date. The backup does not modify the archive bit on each file
that it backs up. The Daily backup is intended to catch all the files that
have changed that day.

e Incremental backup. Backs up all files whose archive bits are set, and it

clears the archive bits. The Incremental backs up any files that have
changed since the last Full or Incremental backup.
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e Full backup. When restoring, you need the most recent Full backup, and
every Incremental backup performed since the Full backup, in order to
restore all of the files on your server to their most recent condition.

e Differential backup. Backs up all the files whose archive bits are set, but
it does not clear them. Subsequent Differential backups back up the same
files, so Differentials grow progressively larger until a Full or Incremental
backup is performed.

When restoring, you need only the most recent Full backup and the most recent
Differential backup.

Managing backup tapes

If you back up data to tape, you should establish a tape rotation schedule. A good
rotation schedule enables you to keep several backup tapes on hand and additional
tapes in an offsite storage facility (where they will be protected against fire and
other disasters that can occur at your office), and the rotation schedule still mini-
mizes the amount of money you have to spend on backup tapes.

For example, you might create a backup schedule that uses two basic sets of six
tapes, as shown in Table 24-1.

Table 24-1 Sample backup schedule

Evening Backup type Using tape

Saturday Normal (Full) Use a fresh tape, and send it to offsite
storage on Tuesday morning.

Monday - Friday Daily Use tape set A, which contains one
tape per evening.

Saturday Normal (Full) Use a fresh tape, and send it to offsite
storage on Tuesday morning.

Monday-Friday Daily Use tape set B, which contains one
tape per evening.

Keep 26 weeks of Saturday evening tapes offsite. Each week, have the offsite
facility bring back the oldest tape on Tuesday morning, when they come to pick up
the new tape. Reuse the tape they bring back the following Saturday night.

This sample schedule requires you to have a total of 37 tapes. Of the 37, 10 are
used for the midweek Daily backups, 26 are stored offsite, and 1 is used for the
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Saturday night backup. You'll always have a full backup tape on hand Monday
morning in case you need to perform a file restore, and you'll have a rolling two
weeks of daily backup tapes in case you need to restore a file that was last
changed on a particular day.

Restoring data

Windows Backup enables you to restore data that you backed up earlier. You need
to make sure you have all of the appropriate backups available, such as the most
recent Full backup, and any Incremental or Differential backups, as appropriate.

process. Periodically perform a test restore to make sure your
backups are working and that your backup tapes are reliable. You

Never can restore files to a non-production server to test the restore
process.

@ Don't wait until you need to restore files to test your restore

When you perform a restore, you can have Windows Backup restore files to a
different location than they were backed up from. This technique is useful when
you need to examine the restored files to make sure they’re the ones you want.

The Recovery Console

The Recovery console is a special command-line interface that you can use to help
perform troubleshooting and recovery tasks on your server. The Recovery console is
not installed by default, although you should install it on every Windows Server
2003 in your organization.

To install the Recovery console, insert the Windows Server 2003 CD into the ser-
ver. From the Start menu, select Run, and type d:\1386\winnt32.exe /cmdcons,
replacing d:\ with the letter of the CD-ROM drive on your server.

The Recovery console appears as an additional operating system selection on
the server’s startup menu. When you select the Recovery console, Windows Server
2003 starts with a minimum configuration, no graphical user interface, and a lim-
ited set of tools. You have to log on to the Recovery console using the password of
the server’s local Administrator account.

Once you log on to the Recovery console, you can perform a number of useful
tasks:

® Repair the Boot.Ini file, which contains the list of operating systems avail-
able on the server and is the source for the operating system selection menu.
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e Copy files from the Windows Server 2003 CD to replace corrupted or miss-
ing operating system files.

e Copy files from the server’s hard disk to floppy disks, even files which are
located on an NTES partition.

® Repair the server’'s master boot record or modify the server's partition table.
e Perform administrative tasks to restore or modify Active Directory.

tasks using command-Lline tools. Do not attempt to use any
Recovery console tools unless you fully understand how they

Never work and what they will do to your server. Consult the Windows
Server 2003 documentation for more information.

@ The Recovery console enables you to perform powerful, complex

Automatic System Recovery

Windows Automatic System Recovery (ASR) is a last-resort process you can use to
restore your server’s operating system to full functionality. ASR does not restore
your data files, and ASR does require that you perform a special ASR backup before
ASR can be used.

ASR backup

You use Windows Backup to perform an ASR backup. Open Windows Backup and, if
you're in Advanced mode, select ASR Wizard from the Tools menu. If Windows
Backup is in Wizard mode, select ASR Backup from the Wizard's selection screen.

ASR backups require a blank, formatted, high-density floppy disk. ASR backups
should be performed only to a tape device; backing up to a disk file is useless
because you probably won't have access to the backup file if you actually need to
use ASR restore.

The ASR Backup Wizard automatically backs up the files required to perform an
ASR restore. ASR does not include your data files, so make sure you perform a requ-
lar backup of those files once the ASR backup is complete.
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Perform a new ASR backup any time something changes on your
server, such as when you install new hardware or software. You
don’t need to perform daily or weekly ASR backups, and you
should always save the most recent two ASR backups (save two
in case one of them becomes corrupted).

ASR restore

If your server fails and all attempts to restore it to operation also fail, you can
resort to an ASR restore. Keep in mind that you must have your ASR backup tape,
ASR floppy disk, and a Windows Server 2003 CD-ROM in order to perform an ASR
restore. Also, ASR does not restore your server’s data files. Once ASR is finished
performing the restore, you need to restore your data files from a separate backup
tape.

To perform an ASR restore, follow these steps:

Insert the Windows Server 2003 CD into your server's CD-ROM.

Restart the computer and allow it to boot from the CD.

While Windows Setup is initializing, watch the bottom of the screen.
When you are prompted to press F2 for Automated System Recovery,
press F2.

When prompted, insert the ASR floppy disk in the server’s floppy disk drive.
5. Follow the onscreen instructions to complete the ASR restore.

After you make your first ASR backup, try restoring it to a test
server that uses the same hardware as the server you backed up.
The test confirms that your ASR backup is reliable and that you
understand the restore procedures completely.

REVIEW

In this session, you learned about the importance of disaster recovery preparation,
and you learned how to use Windows Server 2003’s built-in tools for backup and
restore, system snapshots, and Automatic System Recovery (ASR). You also learned
how to install and log on to the Recovery console.
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Quiz YOURSELF

1. How does ASR handle your data files? (See “Automatic System
Recovery.”)

2. What must you do to back up a remote computer’s system state data over
your network? (See “Backup and Restore.”)

3. How do you install the Recovery Console? (See “The Recovery Console.”)
How does a Daily backup affect files” archive bits? (See “Types of backups.”)
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Managing Hardware

Session Checklist

v How to install device drivers

v How to configure driver signing options

v How to recover from driver problems

v How to manage device drivers

hardware. That means one of the biggest tasks of administering a
Windows Server 2003 computer is dealing with the actual computer hard-
ware and how that hardware interacts with the Windows operating system.

In this session, you'll learn about device drivers, how to install them, and how
to configure Windows driver security features. You'll also learn how to recover from
problems caused by installing new drivers and how to manage device drivers and
hardware profiles within Windows.

W indows Server 2003 is designed to run on modern, complex computer

you know what effects your changes will have. Also, make sure
you always back up your computer’s operating system and data

Never before modifying the hardware or drivers, in case your changes
cause the computer to fail.

@ Never modify your computer’s hardware or driver settings unless
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Device Drivers

Windows Server 2003 uses small software applications called device drivers to commu-
nicate with the hardware devices in a computer. For example, when you install a
network interface card (NIC) in a computer, you also have to install a device driver
that tells Windows how to communicate with the NIC. Device drivers are sometimes
provided by Microsoft (the Windows Server 2003 CD contains thousands of device dri-
vers), but most drivers are provided by the manufacturers of the hardware devices.

More so than any other type of software, device drivers must be programmed by
thorough, careful programmers to very stringent specifications. That's because
device drivers have special privileges under Windows and are allowed to perform
tasks that no other software is allowed to perform. Those special privileges are
required for device drivers to do their job, but they also allow poorly written
drivers to crash the operating system very easily.

Microsoft contends that the majority of operating system crashes
under older versions of Windows were caused by poorly written
device drivers, not by bugs in the operating system software

Note itself.

Because device drivers play such a critical role in a server's operations and relia-
bility, Windows Server 2003 includes features to help you manage drivers effi-
ciently. The most important features relating to device drivers are driver signing
and device management.

Driver signing

Microsoft introduced the concept of driver signing in Windows 2000, and Windows
Server 2003 continues to use driver signing as a means of improving the reliability
of device drivers.

When a hardware manufacturer creates a device driver to go with a hardware
device that they sell, they can submit the driver software to Microsoft for testing.
Microsoft charges a fee for the testing process and tests the driver to make sure it
is well written and will not cause problems with the operating system. If the driver
passes the test, Microsoft modifies the driver software slightly by adding a digital
signature. The signature includes information about the code within the driver and
serves as proof that the driver software hasn't changed since Microsoft tested it.

When you install a device driver that has a Microsoft digital signature, Windows
Server 2003 examines the signature and the driver software to make sure they match.
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If they do, Windows installs the driver with no complaints. The signature gives you
some assurance that the driver won't crash your server later on down the line.

Many manufacturers don’t submit their drivers to Microsoft for testing, though.
They choose not to do so for a couple of reasons:

e The testing process is expensive, and some manufacturers operate on thin
profit margins. They can't afford to submit their driver software for testing.

e The testing process is also time-consuming. Many manufacturers prefer to
release their hardware products, and the accompanying drivers, without
waiting for Microsoft to test the drivers. Some manufacturers release prod-
ucts with unsigned drivers and then include a signed driver in a later ver-
sion of the product, after Microsoft’s testing is complete.

e Some manufacturers don't take a lot of time when programming their
device drivers and know that the drivers won't pass Microsoft’s tests.

Whatever the reason, you're likely to run across plenty of unsigned drivers as a
Windows Server 2003 administrator. When you attempt to install an unsigned dri-
ver, Windows either warns you, prevents you from installing the driver altogether,
or allows you to install the driver without even a warning. You can configure your
server's behavior by following these steps:

1. Right-click My Computer and select Properties.

2. On the hardware tab, click the Driver Signing button.

3. Select the behavior you want your server to use when unsigned drivers
are installed, as shown in Figure 25-1.

Drivet Signing Options | 2|

Curing hardware installation, Windows might detect software that
has not passed Windows Logo testing ko verify its compatibility with
Windowes

what action do you want Windows to take?

"~ Ignore - Install the software anyway and don't ask for my
&pproval

1+ Warn - Prompt me each time to choose an action

" Block - Never install unsigned driver software

Administrator option
’V ¥ Make this action the system default ‘

Figure 25-1 Configuring driver signing options
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Who Cares about Driver Signing?

Unsigned drivers are not necessarily bad, despite what Windows" warning
messages would have you believe. As I've outlined, there are valid reasons
for a device manufacturer to not submit their drivers to Microsoft for test-
ing. And, let’s face it, Microsoft has certainly missed a bug or two in their
own products, so their testing process is definitely not foolproof.

I use some common-sense guidelines regarding unsigned drivers. If they're
from a reputable company that’s been making Windows-compatible devices
for a long time, I use the drivers. If the drivers are from an obscure com-
pany, or if I've had problems with the company’s drivers in the past, I
don't use their drivers until they get them signed.

Choosing not to use an unsigned driver also means choosing not to use
the hardware that the driver goes with. A good time to make the “use or
not use” decision is before you buy the hardware in question. Use manu-
facturer’'s Web sites and pre-sales phone numbers to determine whether or
not their drivers are signed. If you can’t check ahead of time, make sure
you understand your options for returning the product if it comes with
unsigned drivers that you're not willing to use.

If you do install hardware that includes unsigned drivers, don't install any
other hardware for at least a week. That'll help you narrow down any new
problems to the new hardware, rather than trying to decide which device
is causing the problem. Make sure you use every feature of the new hard-
ware so that its driver is thoroughly exercised on your server. And be pre-
pared to remove the hardware — and its driver — if it causes problems on
your system.

The behavior you select affects only your user account. If you
want the behavior to apply to all users, select the “Make this
action the system default” check box.

Note
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Device management

Windows Server 2003 offers a graphical interface for managing hardware devices.
To access the interface, right-click My Computer and select Properties from the
20 Min.  pop-up menu. On the Hardware tab, click the Device Manager button. Windows
To Go displays the Device Manager, which is shown in Figure 25-2.

File Action Yiew Help

g 2 A
"

Computer

“age Disk drives

§ Display adapters

i DVDICD-ROM drives

=) Floppy disk controllers

4 Floppy disk drives

IDE ATAATAPI controllers
Kevboards

~) Mice and other pointing devices
Network adapters

5 Ports (COM & LPT)

B, sound, video and game controllers
i System devices

Figure 25-2 Device Manager

Device Manager lists all the different types of hardware attached to your com-
puter. Under each type, Device Manager lists the actual hardware components that
are installed. Device Manager changes the device’s icons to represent their condition:

® A device with a regular icon is installed, enabled, and working correctly.

e A device with a yellow exclamation mark is not working correctly and
requires your attention. Device Manager automatically expands the hard-
ware type list to display icons with an exclamation mark.

® A device with a red “X” has been manually disabled. Device Manager auto-
matically expands the hardware list to display icons with a red “X.”

You can use Device Manager to troubleshoot, modify, and enable or disable
devices. To enable or disable a device, right-click its icon and select Enable or
Disable from the pop-up menu. To work with a device’s properties, double-click the
device (or right-click it and select Properties from the pop-up menu). When you do
so, Device Manager displays the device’s properties. The Drivers tab of the Properties
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dialog box, shown in Figure 25-3, enables you to manage the device driver associ-
ated with the device.

AMD PCNET Family PCI Ethernet Adapter Properties: i

Genelall Advanced Driver |Hesuulces|

AMD PCHET Family PCI Ethemet Adapter
Driver Provider:  Microsoft
Drriver Date: 741542002
Drriver Wersior: 43800

Digital Signer. Microsoft Windows <P Publisher

" Biriver Detailse, To view details about the driver files.

Update Driver. | To update the driver for this device.
It the device lails after updating the driver, ol
SR back ta the previously installed driver.
Uninstall | To uninstall the: driver [Advanced)
oK Cancel

Figure 25-3 Managing a device’s drivers

The Driver tab enables you to accomplish the following tasks:

e Examine details about the device's driver software, such as the version
number and physical filenames. These details can help you determine
whether you are using the most recent version of a driver.

® Replace a driver with a newer version. Clicking the Update Driver button
enables you to provide a newer driver than the one that is currently installed.

e If you've updated a device driver and the new driver is causing problems,
click the “Roll back driver” button to revert to the previous version of the
driver. This feature is very useful, enabling you to quickly remove a bad
device driver and restore your system to normal operations more easily.

e If you want to completely remove the driver, click the Uninstall button.
Windows walks you through the process of removing the driver.

If you uninstall a device driver because you don’t want to use it
any more, make sure you also remove the related hardware.
Otherwise, Windows just redetects the hardware and reinstalls
the driver.
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Device Driver Recovery

Because device drivers can so easily crash a server, Windows Server 2003 includes
some special features to help recover from those crashes. Your two best tools are
Safe Mode and the Last Known Good configuration. Both of these tools interact
with device driver rollback, and you should be aware of how that interaction can
affect your ability to recover from a server failure.

Safe Mode

When you start a Windows Server 2003 computer, the computer prompts you to
select an operating system. You normally just choose Windows Server 2003. But
the menu also provides options for selecting an alternative startup mode called
Safe Mode. Safe Mode starts the operating system and enables only core device dri-
vers that are absolutely critical for Windows to function, like the keyboard, hard
drives, and mouse. If your computer crashes and you suspect a device driver, try
starting the computer in Safe Mode. You'll be able to access the computer’s hard
disk and most of the operating system’s features, and you'll reduce the chance of a
driver causing another crash.

Windows also offers Safe Mode with Networking Support, which enables addi-
tional device drivers necessary to permit network connectivity. If Safe Mode seems
to work OK, try Safe Mode with Networking Support. If the computer crashes, then
you know one of your network-related device drivers is causing the problem.

Last Known Good configuration

Every time you log on to Windows Server 2003, the operating system copies a
portion of its Registry into a backup location. By logging on, you've let Windows
know that the system’s hardware seems to be functioning correctly, and so
Windows assumes that the current configuration is “good.”

When you install a new device driver, any really bad problems are likely to occur
the next time you restart the computer. A totally incompatible or malfunctioning
driver often crashes the computer before Windows finishes starting, let alone
before you log on. When this happens, select the Last Known Good option from
Windows' operating system selection menu. Windows copies that “good” Registry
configuration from its backup location and overwrites the current Registry.

The effect is to undo whatever changes the driver installation made to the
Registry, which means Windows won't know the driver exists. It won't try to start
the driver, and so the operating system won't crash when it starts. You'll be able to
access the computer and troubleshoot the problem.
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Some drivers don't finish starting until after Windows displays
the logon screen. For safety, wait several minutes before logging
on when you restart after installing a new device driver. That
way, your Last Known Good configuration is still be available as a
recovery option.

Last Known Good can be a real lifesaver when you restart your computer and it
suddenly crashes before you can even log on. Last Known Good should be the first
troubleshooting step you try whenever your computer crashes during the startup
process.

Device driver rollback

As I described in the previous section, “Device Management,” you can use the
Device Manager to roll back drivers to a previous version. Here are some tips for
making the driver rollback feature work best:

® The most reliable drivers are on the Windows Server 2003 CD. When you
install new devices, let Windows use a driver from the CD if it finds one.
Even if that driver doesn’t support all of your hardware device’s functional-
ity, the driver can serve as a guaranteed-to-function starting point. You can
always update the driver to a more functional version, and you always have
the original CD-based driver to roll back to in the event of a problem.

® Your second-best bet for device drivers is the Windows Update Web site
(windowsudpate.microsoft.com). Microsoft usually posts signed drivers only
to the Update site, so check there first for the latest versions of drivers for
your hardware. As with the CD-based drivers, drivers from Windows Update
serve as a good starting point because you can roll back to them if necessary.

® Device driver rollback does not occur automatically when you select Last
Known Good. Last Known Good restores a previous copy of the server’s
Registry, but it doesn't affect the actual device driver files on disk. If you
experience a problem with a new device driver and it crashes your system,
you may still need to roll the driver back to a previous version to correct
the problem.

Hardware Profiles

Windows Server 2003 supports hardware profiles, just as previous versions

of Windows do. You may ask yourself why a server product would need hardware
profiles, though, when the primary use for them on previous versions was to
accommodate users with laptop computers.
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Hardware profiles enable you to specify a set of hardware devices that are
enabled on the computer. When the computer starts, you select a hardware profile
(the default profile is selected automatically after a brief period of time), and
Windows attempts to start only the devices listed in the profile. In a way, hard-
ware profiles resemble customizable versions of Safe Mode.

For mobile users, profiles are a great way to disable devices that weren't used
or present when the computer was undocked, for example. For servers, hardware
profiles can be valuable troubleshooting tools.

Creating hardware profiles

To manage your server’'s hardware profiles, right-click My Computer. Select Properties
from the pop-up menu, and click on the Hardware tab. Then click on the Hardware
Profiles button to display the Profiles Manager, shown in Figure 25-4.

e

‘ou can set up hardware profiles For different hardware
configurations. At startup, you can choose the profile you
want to use,

rdware profiles:

Eroperties Copy Rename Delete |

~Hardware profiles selection
‘When Windows starts:

it until I select a hardware profile

% Select the first profile listed if T don't select a profilein

I 30 3: seconds

Figure 25-4 Hardware Profiles Manager

The Profiles Manager enables you to create new profiles by copying an existing
one. You can also reorder the profiles because the first profile listed is treated as
the default. The first profile listed should be your normal hardware profile that
your server uses every day.

Once you create a new profile, you can restart your server and select that pro-
file. The profile starts with the same settings as the profile it was copied from, but
you can start making changes from there. Use the Device Manager to disable
devices in the new profile, and you can start creating a custom hardware profile to
fit your specific needs.
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Make sure you give your hardware profiles descriptive names that
help identify what the profile is used for.

Using hardware profiles

One use for hardware profiles is to create customized Safe Modes. For example, you
might create a profile that enables only hardware devices that are using Microsoft-
signed device drivers. That profile could become a troubleshooting option when
you install a new driver and it crashes the computer, or when you think you're
having problems with a particular device.

In a test lab, hardware profiles can be used to create different hardware config-
urations for testing purposes. Profiles enable you to easily test the interactions
between various device drivers. Always make sure you have a default profile that
enables only the drivers that you know work correctly together, so that you can
restart the computer and troubleshoot problems that occur in your testing profiles.

REVIEW

In this session, you learned about the importance of device drivers to Windows
Server 2003. You learned how Windows seeks to protect itself by using driver sign-
ing, and how Windows enables you to manage drivers using the Device Manager.
You also learned how to recover from driver failures using Safe Mode, Last Known
Good, and device rollback. Finally, you learned how hardware profiles can be used
to create test and recovery environments on your servers.

Quiz YOURSELF

1. How can you help prevent anyone who uses a computer from installing
unsigned drivers? (See “Driver signing.”)

2. How can hardware profiles help you recover from a device driver failure?
(See “Using hardware profiles.”)

3. When is it safe to use unsigned device drivers? (See “Who Cares about
Driver Signing?”)

4, Why are poorly written drivers a frequent cause of operating system
crashes? (See “Device Drivers.”)
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Session Checklist

v How to use the Event Viewer

v How to manage hotfixes and service packs

v How to perform regular server maintenance

tained. You (hopefully) wouldn't drive your car for thousands of miles with-
out changing the oil and checking the tire pressure; Windows Server 2003
computers require the same basic monitoring and preventative maintenance.

Windows Server 2003 includes tools for monitoring and maintaining the server.
Unfortunately, too many administrators ignore these tools in the face of everyday
problems and challenges. Always keep in mind that while your servers may appear
to be running normally, you'll never know what’s going on “beneath the hood”
unless you check.

In this session, I'll introduce you to Windows" Event Viewer. I'll also show you
how to manage the inevitable hotfixes and service packs provided by Microsoft,
and how to perform regular preventative maintenance using Windows Server 2003’s
built-in tools.

I ike any complex machine, servers must be regularly monitored and main-
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The Event Viewer

Windows Server 2003 uses a set of log files to track important system, application,
security, and other events. These logs are collectively referred to as event logs, and
you can examine them with Windows” built-in Event Viewer. The Event Viewer is
part of the Computer Management console, which you can access by right-clicking
My Computer and selecting Manage from the pop-up menu.

Viewing events

Windows Server 2003 includes three default event logs:

e The Application Log. Contains events logged by applications running on
your server.

e The Security Event Log. Contains security events. This log also contains
audit messages if you have enabled security auditing.

You can learn more about security auditing in Session 3.

e The System Log. Contains events relating to the operating system itself.

As you install additional applications and services, they may create their own
event logs. For example, when you install the Microsoft Domain Name Service
(DNS), it creates an event log specifically for DNS-related events.

The Event Viewer is shown in Figure 26-1. Each line in the log is a single event,
and you can view the detail of the event by double-clicking it. Each line also
includes an icon, which identifies the severity of the event.

The three severity levels of events are

u:on
1

e Informational. Represented by the lowercase letter “i.” Informational
events are not errors and usually track when services are started or
stopped.

e Warning. Represented by a yellow exclamation point. Warning messages
usually mean something isn’t working correctly but the server will con-
tinue to function. You should examine the event’s details for information
on what’s wrong and how to fix it.
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e Error. Represented by a red “X.” Errors indicate that something is wrong
and that some portion of the operating system — usually a service —
cannot continue to function.
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Figure 26-1 The Event Viewer

Make a regular habit of checking the event logs on your servers.
ﬂ If you don't, you'll never know when something goes wrong.

Event logs can contain a lot of events, and so the Event Viewer contains a filter-
ing feature that enables you to focus on certain types of events. To enable the fil-
ter, right-click the event log and select Properties from the pop-up menu. Then
select the Filter tab, as shown in Figure 26-2.

You can select the exact type of events you want to view, click OK, and the
Event Viewer displays only events matching your criteria.

Events that do not meet your filter criteria are not deleted. Event
Viewer simply hides those events as long as the filter is active.
Note
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Figure 26-2 Filtering events

Managing the logs

By default, Windows restricts the event logs to a maximum size, so that they don't
grow and fill up your hard drive space. Windows automatically discards events older
than seven days to make room for new events, if necessary. You can configure this
behavior by right-clicking an event log and selecting Properties from the pop-up
menu. As shown in Figure 26-3, you can adjust the properties of the log to change
the log’s maximum size and to change when Windows overwrites old events.

One log that you need to be especially careful of is the Security Event Log. If
you enable security auditing, the Security Event Log can fill up quickly. If
Windows is unable to overwrite old events, it won't log new security events. Not
logging security events is a security problem in and of itself, and so to prevent
that problem, Windows automatically shuts down. Windows logs an error to the
System Log indicating that the shutdown was due to a Security Event Log that was
full and could not be overwritten.

If you plan to use security auditing, configure the Security Event
Log so that it is large enough and can overwrite events as neces-
sary. Doing so prevents your server from shutting down unexpect-
edly due to a full Security Event Log.
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Figure 26-3 C(Changing event log properties

Hotfixes and Service Packs

Nobody's perfect, and the programmers at Microsoft are no exception. When they
discover a problem (or “bug”) with the Windows software, they usually correct it
by releasing a hotfix. Hotfixes are designed to correct specific problems, and
Microsoft does not always have the opportunity to test the hotfixes in every possi-
ble situation that they may be used. For that reason, you should apply hotfixes
only if they correct a problem that you are experiencing.

Microsoft periodically gathers up all of the hotfixes and any other bug-fixes
they have created into a service pack. Service packs are tested in a wide variety of
situations and are generally more reliable and stable than the hotfixes they con-
tain. Service packs are often quite large and can usually be obtained from
Microsoft on a CD if you don't want to spend the time to download them.

Applying hotfixes and service packs

Hotfixes and service packs usually come with their own instructions for applying
them. Service packs generally include an Update.exe program, which you can
double-click to apply the service pack. Hotfixes are often self-contained and sim-
ply double-clicking the hotfix applies it.
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You can also apply hotfixes and service packs using the Windows Update Web
site (windowsupdate.microsoft.com). Windows Update analyzes your server and
determines which hot fixes or service packs are available and not already present
on your server. The Web site can then download the fixes to your computer and
install them automatically.

Slipstreaming service packs

Many administrators copy the contents of the Windows Server 2003 CD to a file
server, enabling them to install Windows over a network connection on new com-
puters. If you use this technique, you can slipstream service packs onto your copy
of Windows Server 2003, which enables you to install new servers with the latest
service pack built right in.

Imagine that you've copied the \1386 folder from the Windows Server 2003 CD
to a share folder named \\Serverl\WinNET. If you obtain the latest Windows
Server 2003 service pack, you can apply it to your copy by executing update.exe
/s:\\Serverl\WinNET. Update automatically looks for the 1386 folder in
\\Serverl\WinNET and applies the service pack files. The next time you install a
server using the files in \\Server1\WinNET\1386, that server will automatically
contain the latest service pack’s files.

Removing hotfixes and service packs

If you install a hotfix or service pack and it causes problems, you can remove it.
Just open the Add/Remove Programs application from the Control Panel. As shown
in Figure 26-4, select the appropriate hotfix or service pack and then click the
Remove button.

You should be aware of some cautions when removing hotfixes or service packs:

e Hotfixes and service packs create uninstall folders on your hard drive. These
folders usually have a name like C: \Windows\$NTUninsta11Q123456$. If
you delete the folder a hotfix created, you cannot uninstall the hotfix.

® Once you install a service pack, you cannot uninstall any hotfixes that pre-
ceded the service pack unless you first uninstall the service pack.

® Because hotfixes sometimes modify the same files, you should uninstall
them in the reverse order that you installed them. In other words, if you
installed HotfixA, HotfixB, and HotfixC, and now you want to remove
HotfixB, you should first remove HotfixC.
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e Some hotfixes cannot be uninstalled. Before you install a hotfix, check the
documentation that comes with each hotfix to determine if there are any
restrictions on later removing the hotfix.

Z) Add or Remove Programs l;]@
o
\ﬁj Currently installed programs: Sort byt | Name v
iZhange or il [ﬂ
Remove 45! NTI CD-Maker 2000 Professional Siez 16.56ME
Pragrams
= §5) One-Touch Buttons
@, 8] Paim Desktop See  2.75MB
Add Mew ﬁ! PocketMirror 3.0.2 (Standard Edition) Size 5.12MB
Programs Qf‘-' Pawerquest PartitionMagic 7.0 Size: 1.27MB
;I = RiadaHeadiine Size 2.27MB
Snaglt 5 Size: 8.75ME
AddjRemove
wWindows ' Technical Information and Utilities October 2001 Siee  20.58ME
COMPONENES | o bl P Siee  B.32MB

ﬁ Windows ¥P Hokfix (SP1) [See Q307274 for more information]
IE! Windows %P Hotfix (SP1) [See Q309521 For more information]
ﬁ! Windows %P Hotfix (SP1) [See Q309691 For more information]
5! Windows XP Hotfix (5P1) [See 0310507 for more information]

To change this pragram or remove it fram yaur computer, click Change(Remove. Change/Remove:
&5 winzip Size  304MB [y

Figure 26-4 Removing a hotfix

Using Automatic Update

If your servers have access to the Internet, you can configure Windows Server 2003
to automatically download important updates and service packs, and to alert you
when they are ready to be installed. To enable this feature, right-click My
Computer and select Properties from the pop-up menu. Then click on the
Automatic Updates tab, and select the behavior you want your servers to use, as
shown in Figure 26-5.

Automatic Update usually downloads only critical updates that
Microsoft feels all administrators should install. Hotfixes meant

to address less common problems won’t usually be applied by
Note Automatic Update.
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Figure 26-5 Configuring Automatic Update

Regular Maintenance

Even when there’s nothing wrong with your servers, you should still perform cer-
tain reqular maintenance tasks. The two most important tasks are disk defragmen-
tation and checking disks for errors.

Disk defragmentation

Windows Server 2003 stores files in small blocks on your hard disk. Large files can
take up hundreds or thousands of these blocks. On a new server, new files are
written to the disk in a series of contiguous blocks, which can be later read from
disk very quickly, just as you can read the contiguous words of this book very
quickly.

When you delete a file, Windows Server 2003 tries to reuse the blocks the file
occupied. If a new file won't fit within the reusable space, Windows writes what it
can and then writes the rest of the file to free space elsewhere on the disk. When
the file is later read from disk, the disk drive has to jump around to find all of the
file’s blocks. It’s as if the “book words in this printed were order in random.” As more
and more files are deleted, and new files written, the files on the disk become frag-
mented. Severe fragmentation can significantly reduce the performance of a server.
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Every couple of months or so, you should use Windows’ built-in disk defragmen-
tation tool to check your disks for fragmentation and, if necessary, defragment the
files. You can access the defragmentation tool from the Computer Management
console. As shown in Figure 26-6, the tool displays a graphical representation of

10 Min. your disk’s fragmentation status. Red lines indicate fragmented files, and a large

To Go number of red lines means you should defragment your disk.
(E& Computer Management L—JLI_:_[JE}
ug File  Action View \indow Help !_!— ﬁ'_lﬂ
e mm @
Computer Management (Local) Yalume Session Status File System Capacity Free
& ﬁe System Tools =) Analyzed WTFS 14.65 GB 8
E-{l] Event Viewer EIWINZK (E:) FATSZ 3.97GB 3
£4] application
Security
i system <] I [

[+ Shared Folders
2] % Local Users and Groups
)8 Performance Logs and Alerts Estimated disk usage before defragmentation:
Device Managet
=1 {5g storage
2] Removable Storage
Disk Defragmenter

Disk Management Estimated disk usage after defragmentation:

1+ 85 Services and Applications

Defragment Pause Stop View Report

[ Fragmented files M Contiguous files [ Unmovable files (] Free space

<] 3]

Figure 26-6 Disk defragmentation

Defragmenting a large hard disk can take a long time — several
. hours if the disk is badly fragmented. While the server can con-

tinue to operate during the defragmentation process, the server’s
performance will be much slower than usual. Schedule disk
defragmentation for times when the server won’t be heavily
needed by users.

Checking disks for errors

You should also periodically check your hard disks for errors. Errors can include

e C(Cross-linked files. Often caused by improperly shutting down the server
or improperly ending applications.
e Bad sectors. Tend to occur as a disk drive grows older.
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e Bad directory entries. Can result from poorly written applications or
improperly shutting down the server.

Windows includes a disk error checker. To access it, right-click My Computer and
select Properties. On the Tools tab, shown in Figure 26-7, click the Check Now button.

Local Disk (C:) Properties @E
| General | Tools | Hardware | Sharing | Security | Quota |

Error-checking

This option will check the volume far
enmors,

Check Now,

Defragmentation

E':‘ Thiz option will defragment files on the volurne.
[=

Defragment Mo, .

Backup
@ This option will back up files on the volume,

Ay
Figure 26-7 The Tools tab

You can also access Windows Backup and the disk defragmenta-
tion tool from the Tools tab.

Note

Windows displays a small dialog box to enable you to customize the error
checker’s behavior, as shown in Figure 26-8. I recommend checking both check
boxes and allowing the error checker to detect and repair as many errors as it can.
Error checking usually takes only a few minutes, and the server can continue to
operate while the check is in progress.
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Check Disk WINZK (E:) B=]

Check disk options

Autornatically Fix file system errars
Scan for and attempt recovery of bad sectars

( ]

Figure 26-8 Configuring error checking

REVIEW

In this session, you learned about the importance of regular server maintenance,
and you learned about Windows Server 2003’s maintenance tools: Event Viewer,
disk defragmentation, and others. You also learned how to manage the hotfixes
and service packs on your system, including how to configure your server to
automatically download and apply fixes.

Quiz YOURSELF

1. How can you prevent an event log from filling up? (See “Managing the
logs.”)

2. How can you ensure that your Internet-connected servers always have
the latest Microsoft updates? (See “Using Automatic Update.”)

3. How can you remove service packs or hotfixes if necessary? (See
“Removing hotfixes and service packs.”)

4. How can you speed up the performance of your server’s hard disks?
(See “Disk defragmentation.”)

5. How can you correct cross-linked files or bad sectors on a hard disk?
(See “Checking disks for errors.”)
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10.
11.
12.
13.
14.
15.
16.

What VPN protocol offers a more secure tunnel by encrypting more of the
transmitted data?

Which VPN protocol provides both tunneling and encryption?

What Windows Server service accepts VPN connections?

How can firewalls affect a VPN?

What protocols allow RRAS to talk to network routers and exchange rout-
ing information?

What server platforms do not include Internet Connection Sharing?

How can RRAS act as a basic port-filtering firewall?

How can RRAS act as an Internet gateway?

How can you quickly obtain statistics about your network based on data
that you capture with Network Monitor?

How can you obtain the full version of Network Monitor?

What data can you capture with Network Monitor?

How can Network Monitor be used as a troubleshooting tool?

When does Windows Server perform a system snapshot or checkpoint?
What files does Automatic System Recovery restore for you?

Where can you back up system state data using Windows Backup?

What type of backup includes all of the files on your computer that have
changed that day?
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17.

18.
19.

20.
21.
22.
23.

24,

If your computer crashes before you log on, what is a good first step in
troubleshooting the problem?

How can you revert to a previous version of a device driver?

How can you create a customized Safe Mode startup environment that
includes only drivers known to work correctly on your server?

How can you enable or disable drivers in a hardware profile?
What effect does a full Security Event Log have on your server?
How can you remove a hotfix from your server?

How can you deploy new copies of Windows Server that include the latest
service pack?

How does disk defragmentation improve system performance?
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Working with Windows Clusters

Session Checklist

v Different types of Windows clusters

v How clusters work

v How to create a cluster

v How to install clustered applications

to the Enterprise Server and Datacenter Sexrver editions of the product.
These clustering capabilities enable you to create more scalable and reliable
server-based applications by helping to load-balance client traffic across multiple
servers and provide backup servers in case one should fail.
In this session, you'll learn about the different types of Windows clusters and
how they work. You'll also learn how to create a cluster, how to install clustered
applications, and how to determine if an application can be successfully clustered.

A s you learned in Session 1, Windows Server 2003 adds clustering capabilities

Windows Clusters

Windows Server 2003 supports two different types of clusters: failover clusters and
load-balancing clusters. Each type serves a very different purpose and enables you
to achieve different scalability or reliability needs within your environment.
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Scalability vs. Reliability

Scalability refers to a solution’s ability to accommodate more work.
Imagine that you have a file server that can handle about 1,000 users at
once. Once it reaches that limit, though, there’s no way to make the data
it contains easily available to more people. In other words, the file server
isn't scalable.

Reliability refers to a solution’s ability to survive failure. Imagine a phone
center with 200 representatives. If five of those representatives call in
sick, it's no problem because the other 195 can handle the workload. The
call center is said to be reliable because it can survive the failure of some
of its components. The call center would be scalable, too, because if call
volume increased, more representatives could be added to handle the addi-
tional workload.

Scalability and reliability are often a trade-off. Not all server applications
can be both, and some can be made more reliable than scalable, or vice
versa. Clustering is designed to address both issues, and the different
types of clusters address reliability and scalability in different ways.

Failover clusters

In a Windows failover cluster, two servers (referred to as nodes) are connected to a
single external disk storage subsystem. They also have their own internal storage
subsystem. Both servers have application software installed, such as Microsoft
Exchange Server. The application stores its data on the external shared storage
subsystem. The application runs on only one node at a time. However, if that node
experiences a hardware failure, the other node takes over. To users, the two nodes
appear to be one giant server. This is referred to as active-passive clustering, where
one node is active and the others are passive, waiting for the active node to fail.

Enterprise Server supports two-node clustering, while Datacenter

Server supports four-node clustering.

Note
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The primary disadvantage of a failover cluster is that the passive nodes aren’t
doing useful work. They're usually expensive hardware, which makes it frustrating
to have them sitting around just waiting for the first node to fail. A technique
called active-active clustering allows both nodes to run an application. When one
node fails, the remaining node continues doing its own work and picks up the
work the failed node was handling. The surviving node effectively acts as two
servers, although it may perform somewhat slower because of the additional work.
Active-active clustering allows both nodes to perform useful work and still act as
backups to each other.

Active-active clustering requires a physically separate storage
subsystem, which is attached to all cluster nodes, for each
active node in the cluster.

Note

Windows achieves failover clustering through the Windows Cluster Service,
which is a separately installed component under Enterprise Server and Datacenter
Server. The service defines shared resources, which only one cluster node can own
at a single time. For example, a two-node active-passive cluster (in which only one
node is active at a time) might have the following shared resources:

® A shared name and IP address. Clients access the server using this name
and address, rather than the names and IP addresses of the individual
nodes. This behavior allows the clients to connect to whichever node is
active because that node responds to the shared name and IP address.

® A shared storage subsystem.
e Other shared services, such as file shares or printer shares.

Shared resources can be grouped, and only one node can own a shared resource
or a shared group. For example, in a two-node active-passive cluster, one node
owns all of the shared resources. If that node fails, the other node seizes control of
the shared resources and becomes the active node, responding to client requests
and running the cluster’s applications.

Nodes monitor one another through a private network connection. The active
node periodically sends a heartbeat signal over the network connection. The heart-
beat simply informs the passive node that the active node is running normally. If
the heartbeat signal stops, the passive node knows that the formerly active node
has failed and can begin taking control of the cluster’s shared resources. The
process of taking control is known as failover.
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Figure 27-1 shows a sample two-node, active-passive cluster responding to
client requests.

= [0

= [0

Disk array

Server name: SRV1 -
1P Address: 192.168.0.1 _ L private network =] Pom————
Also responds to: (Heartbeat) % IP Address: 192.168.0.2
Server name: SRVC
IP Address: 192.168.0.3 T

==

Node A Local Area Node B

(Active Node) Network

Sends request to:
Server name: SRVC
IP Address: 192.168.0.3

Figure 27-1 Two-node active-passive cluster

Load-balancing clusters

Load-balancing clusters work somewhat differently than failover clusters. They use
the Network Load Balancing (NLB) software included with Enterprise Server and
Datacenter Server. The nodes of an NLB cluster are called members, and the only
thing they share is a network connection and one or more virtual IP addresses. The
virtual IP addresses allow clients to communicate with the entire cluster, rather
than with an individual member.

Cluster members communicate with one another over the network, exchanging
information about how busy they are. When clients send data to the cluster’s vir-
tual IP address, all of the cluster members “see” the data. However, only the least-
busy cluster member — as determined by the members” exchange of information —
responds to the request.

Clients see the cluster as one giant computer, although it may contain dozens
of computers. Because an administrator has no way of knowing which member will
handle individual requests, each server must contain identical software and data.
That way, clients receive the same type of response no matter which cluster mem-
ber handles their request.
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Figure 27-2 shows an NLB cluster. A client on the network uses DNS to resolve
the computer name CLSTR to the cluster’s virtual IP address. The client then sends
requests to that virtual IP address, and the request is handled by the cluster mem-
ber least busy at the time.

Currently the least-busy
member responds to
IP address 192.168.0.10

SRV3 SRV4
SRV2 102.168.0.3 192.168.0.4

SRV1  192.168.0.2
192.168.0.1

192.168.0.5

Local Area Network

Sends requests to:
Server name: CLSTR
IP Address: 192.168.0.10

Resolves computer name CLSTR
to IP address 192.168.0.10

DNS Server

Figure 27-2 NLB cluster

NLB is available on Windows Server 2003 standard edition. It is

also included with Microsoft Application Center 2000.

Note

Creating a Cluster

Before you begin installing and configuring the clustering software, make sure
your server hardware is cluster-compatible.

® Load-balancing clusters require that each member contain at least two net-
work interface cards (NICs). One is used to handle client requests with the
NLB software, while the other is used for the cluster members to communi-
cate with one another.

e Failover clusters must conform to a special Cluster Hardware Compatibility
List published by Microsoft. You can find the list in the Windows Server
2003 documentation or online at www.microsoft.com/windows.
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Failover clusters

Failover clusters rely on the Microsoft Cluster Service. The service is installed, but not
configured, by default on every Enterprise Server and Datacenter Server installation.
To actually create a cluster, open the Cluster Administrator console on the computer
that will become the first node in the cluster. When prompted, select the option to
create a new cluster, as shown in Figure 27-3.

New Server

The server to which vou are t